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Abstract. We firstly proposed a new notion of short identity-based sig-
nature scheme. We argue that the identity-based environment is essential
in some scenarios. The notion of short identity-based signature schemes
can be viewed as identity-based (partial) message recovery signatures.
Signature schemes with message recovery has been extensively studied
in the literature. This problem is somewhat related to the problem of
signing short messages using a scheme that minimizes the total length of
the original message and the appended signature. In this paper, firstly,
we revisit this notion and propose an identity-based message recovery
signature scheme. Our scheme can be regarded as the identity based
version of Abe-Okamoto’s scheme [1]. Then, we extend our scheme to
achieve an identity-based partial message recovery signature scheme. In
this scheme, the signature is appended to a truncated message and the
discarded bytes are recovered by the verification algorithm. This is to
answer the limitation of signature schemes with message recovery that
usually deal with messages of fixed length. This paper opens a new re-
search era, namely how to shorten identity based signatures, in contrast
to proposing a short signature scheme. We note that for the first time,
we present this novel notion together with two concrete schemes based
on bilinear pairing.

1 Introduction

Even in a small organization, it is desirable to authenticate all messages sent from
one employee to the others. One way to authenticate an email is by incorporating
a method such as PGP. However, the length of the signature itself is quite
long. This drawback has certainly played a great influence in an organization
where bandwidth is one of the main concern. Therefore, the invention of a short
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signature scheme applicable to email is essential. This problem can be viewed
as how to construct an identity based (or ID-based, for short) short signature
scheme. The ID-based scenario is required to avoid the necessity to employ a
certification system.

Several signature schemes have been proposed in the last decade by the re-
search community. It is known that a signature scheme that produces signatures
of length ¢ can have some security level of at most 2¢, which means that given the
public key, it is possible to forge a signature on any message in O(2%). A natural
question that arises is how we can concretely construct a signature scheme that
can produce shorter signature length whilst maintaining an existential forgery
with the same security level.

It was noted in [7] that in some situations, it is desirable to use very short
signatures, for instance when one needs to sign a postcard. In this situation, it is
desirable to minimize the total length of the original message and the appended
signature. In the early days, research in this area has been mainly focusing on
how to minimize the total length of the message and the appended signature [7,
1]. The idea that was used was originated from the message recovery schemes,
for example [8]. For example, the work proposed in [7] has shortened DSS sig-
natures to provide security level O(2¢) with signature length of about 3.5¢ bits
(in contrast to 4¢ bits in the original DSS scheme).

A totally new approach was taken by Boneh, Lynn and Shacham by propos-
ing a short digital signature scheme, where signatures are about half the size
of DSA signatures with the same level of security [5]. The resulting signature
scheme, referred to as the BLS signature scheme, is based on the Computational
Diffie-Hellman (CDH) assumption on certain elliptic curves. The approach that
was taken in this scheme is totally different from its predecessor, i.e. directly
minimizing the signature without providing a partial message to the receiver,
with the intention that on the receiver’s side, the complete message can be re-
covered (eg. [7,1]). In BLS signature scheme, with a signature length ¢ = 160 bits
(which is approximately half the size of DSS signatures with the same security
level), it provides a security level of approximately O(2%) in the random oracle
model. This signature scheme has attracted a lot of attention in the research
community and has been used to construct several other new schemes (eg. [4,
12]). The main drawback of the BLS scheme is its dependency on a special hash
function, i.e. an admissible encoding function, which is still probabilistic.

In [13], a more efficient approach to produce a signature of the same length
of BLS was proposed. However, its security is based on a stronger assumption.
The same assumption has been used in [2] to produce a short signature scheme
without random oracles.

Our Contribution

In this paper, we revisit the notion of shortening message and the appended sig-
nature as described in [7] in an ID-based scenario. We provide two formal model
and schemes, namely an ID-based message recovery signature scheme and an
ID-based partial message recovery signature scheme. Our ID-based message re-
covery signature scheme can be regarded as the ID-based version of [1]. Although



message recovery techniques seem to solve the signature size problem, they still
suffer from several drawbacks. They usually deal with messages of fixed length
and it is unclear how to extend them when the message exceeds some given
size. For example, the Nyberg-Rueppel scheme applied to redundant messages
of twenty bytes. This presumably means ten bytes for the message and ten for
the redundancy but what if the message happens to be fourteen bytes long. In
our ID-based partial message recovery signature scheme, we answer this question
affirmatively, by providing an ID-based scheme that can cope with arbitrarily
length messages.

The rest of this paper is organized as follows. In section 2, we review some
preliminaries used throughout this paper. In section 3, we propose a notion
of ID-based message recovery signature scheme and present a concrete scheme
based on bilinear pairing. In section 4, we extend this notion to an ID-based
partial message recovery signature scheme that can handle an arbitrarily length
of message. Finally, section 5 concludes the paper.

2 Preliminaries

2.1 Bilinear Pairings

Let G1,G] be cyclic additive groups generated by Pj, PJ, respectively, whose
order are a prime g. Let Go be a cyclic multiplicative group with the same order
g. We assume there is an isomorphism ¢ : G} — G such that ¢(P]) = P;. Let
é: Gy x G} — Gy be a bilinear mapping with the following properties:

1. Bilinearity: é(aP,bQ) = é(P, Q) for all P € G1,Q € G, a,b, € Z,,.

2. Non-degeneracy: There exists P € G1,Q € G} such that é(P, Q) # 1.

3. Computability: There exists an efficient algorithm to compute é(P, Q) for all
PeG,Q e Gll

For simplicity, hereafter, we set G; = G} and P; = P|. We note that our scheme
can be easily modified for a general case, when Gy # G/.

Bilinear pairing instance generator is defined as a probabilistic polynomial
time algorithm ZG that takes as input a security parameter ¢ and returns a uni-
formly random tuple param = (p, G1, G2, é, P) of bilinear parameters, including
a prime number p of size ¢, a cyclic additive group G; of order ¢, a multiplicative
group Gs of order ¢, a bilinear map é : G; X G; — G2 and a generator P of G;.
For a group G of prime order, we denote the set G* = G \ {O} where O is the
identity element of the group.

Complexity Assumption

Definition 1. (Computational Diffie-Hellman (CDH) Problem).

Let Gy and Go be two groups of order the same prime order q. Let P be a
generator of Gy. Suppose there exists a bilinear map é : G1 x G — Go. Let A be
an attacker. A tries to solve the following problem: Given (P, aP,bP) for some
unknown a,b € Z;‘, compute abP.



The success probability of A, which is polynomially bounded with a security
parameter £, is defined as

Succgfjl(ﬂ) = Pr[A(P,aP,bP,abP) = 1;a,b € Z}].

The CDH problem is said to be intractable, if for every probabilistic polynomial

time, 0/1-valued algorithm A, Succgf 17(¢) is negligible.

2.2 Identity-based Cryptography

The idea of ID-based system was proposed by Shamir in [11]. In this system,
the public key is the identity information of each user. In other words, the
user’s public key can be calculated directly from his/her identity rather than
being extracted from a certificate issued by a certificate authority (CA). ID-
based public key setting can be a good alternative for certificate-based public
key setting, especially when efficient key management and moderate security are
required. The construction of identity based signature scheme was also proposed
n [11], but the first efficient construction of ID-based encryption scheme was
proposed in [3] that was developed using bilinear pairings.

2.3 Notations

Throughout this paper, we will use the following notations. Let |¢| denote the
length of ¢ in bits. Let [m]** denote the most significant k; bits of m and [m]s,
denote the least significant ko bits of m.

3 Identity-based Message Recovery Signatures

3.1 Model

There exists a trusted Private Key Generator (PKG) in the system. An ID-based
message recovery signature scheme consists of four algorithms.

— Setup: A deterministic algorithm that is on input a PK G’s secret key, spxa,
outputs the PKG’s public key, P, together with the system parameters,
param.

— Extract: A deterministic algorithm that is on input an identity of a user, 1D,
outputs a user’s secret key, Sip.

— Sign: A probabilistic algorithm that accepts a message m, an identity ID and
his/her secret key Sip, outputs a signature o on m.

— Verify: A deterministic algorithm that accepts an identity of the sender, ID
and a signature o, outputs either true or L to indicate whether the verifi-
cation is successful or not. When the output is true, the original message m
can be reconstructed.



Consistency
For consistency of the scheme, we require

(true,m) < Verify(o, ID);
Pr | o < Sign(ID, Sip, m); =1
Sip «— Extract(ID)

holds with an overwhelming probability.

3.2 Formal Security Notion

We provide a formal definition of existential unforgeability of an ID-based mes-
sage recovery signature scheme under a chosen message attack. To do this, we
extend the definition of existential unforgeability against a chosen message at-
tack of [6]. Our extension is strong enough to capture an adversary who can
simulate and observe the scheme. It is defined using the following game between
an adversary A and a challenger C.

— Setup: C runs Setup for a given security parameter £ to obtain description of
U = {ID1,IDy, -, IDye} and the parameter setup param. The public key of
the PKG, Py, is also obtained. The associated PKG’s secret key is kept
by C.

— Extract Queries: A can request the private key corresponding to any identity,
ID; € U. In response, C outputs the associated secret key Sip,.

— Sign Queries: A can request a signature on a message m for an identity
ID; € U. In responds, C outputs a signature o for the message m.

— Verify Queries: Answers to these queries are not provided by C since A can
compute them for himself using the Verify algorithm.

— Output: Finally, A outputs a signature o (for a message m), along with a
valid identity ID; € U, which was supposed to be the signer. A wins the

game if Verify(ID;, o) L true holds, and no Sign Queries have been asked on
the message m, for the identity ID; and no Extract Queries have been asked
on the identity ID;.

The success probability of an adversary to win the game is defined by

SUCCZF_IDMRSS_CMA(E).

Definition 2. We say that an ID-based message recovery signature scheme is
existentially unforgeable under a chosen message attack if the probability of suc-
cess of any polynomially bounded adversary in the above game is negligible. In
other words,

SuCCJI{‘FleJWRS.SfcﬂfA(Z) <e



3.3 A Concrete Scheme from Bilinear Pairing

In this section, we present a concrete ID-based message recovery signature scheme
from bilinear pairing. Our scheme can be regarded as the ID-based version of
Abe-Okamoto’s scheme [1]. The scheme is illustrated as follows.

— Setup: PKG chooses a random number s € ZZ and sets Py, = sP. PKG
also publishes system parameters {G1, Gz, é,q, A, P, Hy, Hy, F1, Fo, k1, ka2 },
and keeps s as the master-key, which is known only by itself. Here |q| =
ki + ko, Hy : {0,1}* — Z7, Hy : {0,1}* — G}, Fy : {0,1}% — {0,1}** and
Fy : {0,1}% — {0,1}*2 are four cryptographic hash functions.

— Extract: A user submits his/her identity information ID to PKG. PKG com-
putes the user’s public key as Qip = H2(ID), and returns Sip = sQp to the
user as his/her private key.

— Sign: Let the message be m € {0, 1}*2.

S1 Compute v = e(P, P)*, where k €p Z;,

S3 f = Fi(m)||(F2(F1(m)) & m)

S3 r=Hi(v)+ f (mod q)

S4 U = kP—TSDA.

The signature is (r,U). We note the length of the signature is |r + U| =
lg| + |G1]. This signature can be used to recover the message m, where
|m| = kQ.

— Verification: Given ID 4, a message m, and a signature (r,U), compute

r— Hl(é(U, P)é(QIDAaPpub)T) = fa

and
m = [flk, ® F2([f1™).

Check whether [f]** = Fy(m) holds. If it is correct, then accept this signature
and output true. Otherwise, output L.

3.4 Security Analysis

Theorem 1. Our ID-based message recovery signature scheme is correct and
sound.

Proof. The correctness of the scheme is justified as follows.

e(U, P)é(Qupa, Ppus)” = é(kP —rSip,, P)é(Qipas Ppub)”
kP*TS|DA,P)é(SQ|DA7P)T
é

(
(
(kP —rSpp,, P)é(rSip,, P)
(
(



Hence, we obtain

r— Hy(é(U, P)é(Qip s, Poup)") = 1 — H1(é(P, P)")
=r— Hy(v)

Since f is computed from f = Fy(m)||(F2(F1(m))®m), therefore testing whether

[r — Hy(e(U, P)é(Qup ., Pous)")]™ = [f]™
= Fi(m)

should hold with equality. This way, we obtain [f]¥ = Fy(m). Finally, to recover
the message from the signature, we can compute

m = [flx, © Fa([f1*)
= [(Fy(m)||(Fa(Fy(m)) & m))]x, © Fa([f1*™)
= Fy(Fi(m)) @ m & F([f1*)
= Fy(Fi(m)) @ m & Fo(Fi(m))

=m
O

Theorem 2. Our ID-based message recovery signature scheme is existentially
unforgeable under a chosen message attack in the random oracle model, assuming
the hardness of Computational Diffie-Hellman problem.

Proof. See Appendix.

3.5 Efficiency and Limitation

The length of the signature produced by our scheme is |r 4+ U| = |g| 4+ |G1]|. This
signature can be used to sign (and recover) the message m, where |m| = ko.
Using any of the families of curves described in [5], one can select p to be a
170-bit prime and use a group G; where each element is 171 bits. Hence, the
total signature length is 341 bits or 43 bytes. With these parameters, security
is approximately the same as a standard 1024-bit RSA signature, which is 128
bytes. This signature scheme can be used to recover a message m where |m| = ko
and |g| = k1 + k2. The overhead of this scheme is |¢| + |G1| — k2 = |G1| + k1. To
obtain a 278 probability of the verification condition holding for an attempted
forgery generated by an adversary, we need to have k; < 80 bits. Hence, if |G| is
chosen to be 171 bits, we obtain the signature overhead as 251 bits. We note that
the previous pairing ID-based signature schemes normally requires two elements
of G1, which is approximately 340 bits. The only limitation in this scheme is the
message size |m| is limited to be ky. In the next section, we will eliminate this
problem by proposing an ID-based partial message recovery signature scheme.



4 Identity-based Partial Message Recovery Signatures

4.1 Model

There exists a trusted PKG in the system. An ID-based message recovery sig-
nature scheme consists of four algorithms.

— Setup: A deterministic algorithm that is on input a PKG’s secret key, spxa,
outputs the PKG’s public key, P,.1, together with the system parameters,
param.

— Extract: A deterministic algorithm that is on input an identity of a user, ID,
outputs a user’s secret key, Sip.

— Sign: A probabilistic algorithm that accepts a message m, an identity ID and
his/her secret key Sip, outputs a signature o on m and a partial message
mi.

— Verify: A deterministic algorithm that accepts an identity of the sender, ID,
a partial message m, and a signature o, outputs either true or L to indicate
whether the verification is successful or not. If the output is true, outputs
the complete message m.

Consistency
For consistency of the scheme, we require

(true,m) < Verify(mq, 0,1D);
Pr | (o,my) < Sign(ID, Sip, m); =1
Sip « Extract(ID)

holds with an overwhelming probability.

4.2 Formal Security Notion

In this section, we provide a formal security notion for an ID-based partial
message recovery scheme. We provide a formal definition of existential unforge-
ability of an ID-based partial message recovery signature scheme under a chosen
message attack, which is similar to the notion of existential unforgeability of
an ID-based message recovery signature. It is defined using the following game
between an adversary A and a challenger C.

— Setup: C runs Setup for a given security parameter ¢ to obtain description of
U = {ID1,ID3,- -, IDy:} and the parameter setup param. The public key of
the PKG, Py, is also obtained. The associated PKG’s secret key is kept
by C.

— Extract Queries: A can request the private key corresponding to any identity,
ID; € U. In response, C outputs the associated secret key Sip,.

— Sign Queries: A can request a signature on a message m for an identity
ID; € U. In responds, C outputs a signature ¢ and a partial message m;.

— Verify Queries: Answers to these queries are not provided by C since A can
compute them for himself using the Verify algorithm.



— Output: Finally, A outputs a signature o (for a message m) and a partial
message mp, along with a valid identity ID; € U, which was supposed to

be the signer. A wins the game if Verify(my,o,ID;) < true holds, and no
Sign Queries have been asked on the message m, for the identity ID; and no
Extract Queries have been asked on the identity ID,.

The success probability of an adversary to win the game is defined by

SUCCZF_IDPJWRSS_C]MA(E).

Definition 3. We say that an ID-based partial message recovery signature scheme
is existentially unforgeable under a chosen message attack if the probability of
success of any polynomially bounded adversary in the above game is negligible.
In other words,

UF—IDPMRSS—CMA(é) <

SuccA €

4.3 A Concrete Scheme from Bilinear Pairing

— Setup: PKG chooses a random number s € Z; and sets Py = sP. PKG
also publishes system parameters {G1, Gz, é,q, A, P, Hy, H1, F1, Fo, k1, ka2 },
and keeps s as the master-key, which is known only by itself. Here |q| =
ki + ko, Hy : {0,1}* — Z7, Ho : {0,1}* — G}, F1 : {0,1}%> — {0,1}" and
Fy : {0,1}*1 — {0,1}*2 are four cryptographic hash functions.

— Extract: A user submits his/her identity information ID to PKG. PKG com-
putes the user’s public key as Qip = Hz(ID), and returns Sip = sQp to the
user as his/her private key.

— Sign: Let the message be m = my || my, here my € {0, 1}*2.

S1 Compute v = e(P, P)*, where k €p Z;

S3 f = Fi(ma)|[(F2(F1(m2)) ® ma)

S3 r=Hi(v)+ f (mod q)

S4 ¢=Hy(my || 7)

S5 U = kP—CS”)A.

The signature is (mq,r,U). We note that the size of the message-signature
pair is |my + 7 + U|, which is |mq| + |¢| + |G1].

— Verify: Given ID 4, a partial message my, and a signature (r,U), compute

r— Hy(é(U, P)e(Qip,y, Ppup) ™17y = f.

and
my = [flk, ® Fa([f]").

Check whether [f]* < Fi(mg2) holds. If it holds with an equality, then
accept this signature and output true and output the complete message
m = mq || mz. Otherwise, output L.



4.4 Security Analysis

Theorem 3. Our ID-based partial message recovery scheme is complete and
sound.

Proof. The correctness of the scheme is justified as follows.

&(U, P)é(Qup s, Pyup) 117 = é(kP — cSip ,, P)é(Qip ., sP) 11117
=¢é(kP — c¢Sip,, )é(Q|DA,5P)
=é(kP — cSip,, P)é(csQip 4, P)
= é(k‘ — CSIDA7 ) (CSIDA7 )
— ¢(kP, P)
= é(P, P)F

Obtaining this value, we can compute

r— Hy(&(U, P)e(Qip s, Ppup) ™17y = — Hy (6(P, P)F)
=r — Hy(v)
=f

Since f = Fy(m2)||(Fa(Fi(m2)) @ mz), then testing [f]* L F1(ms2) must hold
with equality. Therefore, we obtain Fy([f]*1) = Fy(F1(ms2)). Hence, to recover
the message, we can compute

my = [flk, ® Fa([f1*)
= [flk, © Fo(F1(m2))
= [F1(m2)|[(F2(Fi(m2)) © m2)lk, © F2(Fi(m2))
= (Fy(F1(m2)) ® ma) & Fo(Fi(m2))

N

The complete message is recovered as m = mq || ma. a

Theorem 4. Our ID-based message recovery signature scheme is existentially
unforgeable under a chosen message attack in the random oracle model, assuming
the hardness of Computational Diffie-Hellman problem.

Proof. The proof is similar to the proof of Theorem 2 and therefore it is omitted.
O

4.5 Efficiency

The length of the signature of the scheme presented in this section is |mq+r+U],
which equal to |m1| + |¢| + |G1]. The scheme can be used to recover a message
m of arbitrary length, where m is represented as m = mq||ms. Using any of
the families of curves described in [5], one can select p to be a 170-bit prime



and use a group G; where each element is 171 bits. Hence, the total signature
length is |mq| + 341 bits or |"§1| + 43 bytes. With these parameters, security
is approximately the same as a standard 1024-bit RSA signature, which is 128
bytes. We note that the overhead of our second scheme is identical to our first

scheme.

5 Conclusion

In this paper, we presented the first ID-based short signature schemes. Our
schemes are essentially ID-based message recovery signature schemes and ID-
based partial message recovery signature schemes. The construction has opened a
new area of research, namely how to shorten ID-based signature schemes. Unlike
the previous contributions in constructing short signature schemes, our schemes
are ID-based. We presented concrete schemes for ID-based message recovery sig-
nature scheme and ID-based partial message recovery signature scheme. The
efficiency of both algorithms are as follows.

Scheme 1 Scheme 2
Total Length lg| + |Gal|lma| + lg| + |G|
Signature Length in Practice| 341 bits | |mq| 4+ 341 bits
Maximum size of m ko arbitrary length

Acknowledgement. The authors would like to thank the anonymous referees
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Appendix

Proof of Theorem 2. We will incorporate the idea of the proof of unforgeability of
Schnorr signature scheme by Pointcheval and Stern [10], and use of the forking
lemma [10,9]. The forking lemma states that if £ is a polynomial time Turing
machine with input only public data, which produces, in time 7 and with proba-
bility 7 > 10(ps 4+ 1) (s + 1) /2¢ where £ is a security parameter, y is the number
of hash queries and p, is the number of signature queries, then there exists an
algorithm A which controls E and replaces E’s interaction with the signer and
produces two valid signatures in expected time at most 7/ = 12068657 /7.

We will show that our scheme is existentially unforgeable under a chosen
message attack in the random oracle model by simulating the interaction of the
adversary A with an algorithm B. We will show how to build an algorithm B that
uses A to solve an instance of CDH problem. B simulates the random oracles
and the challenger C in the game with A. B’s goal is to compute abP given aP
and bP. In the sense of the simulation below, B’s goal is to compute the secret
key of 1D, namely Sip, , where Sip, = sQip, . Let Qip, denote aP and Py, = sP
denote bP. Then, the purpose is to compute Sip, = sQip, = abP in polynomial
time by using A.

Simulation: B provides the required parameters param to A. B generates a set of
participants U, where |U| = p(¢) and p is a polynomial function of the security
parameter ¢. Each participant has his/her own identity, ID; € U, as his/her
public key, and the associated secret key Sip, = sP, kept by B. B guesses that A
will select 1D, in the position of ID,, and hence, B sets ID, = ID,, or ID, = ID
for short. A is given all the public parameters together with all the identities of



the participants. Now, B simulates the challenger by simulating all the oracles
which A can query as follows.

— F} Queries: A can query the random oracle F; at any time. B simulates the
random oracle by keeping a list of tuples (M;, r;) which is called the F; —list.
When the oracle is queried with an input M;, B responds as follows.

1. If the query M; is already on the Fy — list, then B retrieves (M;,r;) and
outputs 7;.

2. Otherwise, B selects a random r € {0, 1}**, outputs 7 and records (M;, )
to the F} — list.

— F5 Queries: A can query the random oracle F5 at any time. B simulates the
oracle F5 in the same way as the Fj oracle, keeping an F, — list of tuples.

— Hy and H; Queries: A can query the random oracles Hy and H; at any
time. B simulates the oracles Hy and H; in the same way as the F; oracle,
keeping an Hy — list and Hq — list of tuples.

— Extract Queries: A can request the private key for any identity ID; € U.
If ID; = ID,, then B terminates the simulation with 4 having failed to
guess the correct challenge identity. The probability of this failure is ﬁ.
Otherwise, B returns the appropriate private key Sip, = sQip, -

— Sign Queries: B simulates the signing oracle by accepting signature queries
of the form (m, ID;). If ID; # ID,, then B computes the signature as normal,
i.e. by executing Sign(m,ID;) to produce a signature o. Otherwise, B ter-
minates the simulation with A having failed to guess the correct challenge
identity. The probability of this failure is ﬁ.

— Output: Finally, with a non-negligible probability, A outputs a signature
o for the message m and ID,, where this signature has never been queried
before.

Then, B restarts all his list and run the above game for the second time. With
a non-negligible probability, B will obtain two different signatures for the same
message and ID,. When this case happens, B obtains (U,r) and (U’,7’) that
both pass the verification test. Hence,

e(U, P)ée(Qip,,, Pous)” = &(U’, P)é(Qip, , Pyup)”

(U, P)é(sQip,,, P)" = é(U’, P)é(sQip,, , Pyus)"
ée(U+1rSp,,P)=¢U +1'Sp,,P)

From the above equation, we obtain

U+1rSp, = U + T/SIDa
(T — ’I“/)S”:)C¥ = (U/ — U)
Sp, = (r—r)"HU' - U)
which is the solution of the CDH problem. Here, Sp, is Sip,, i.e. the CDH
problem that B would like to solve. The probability of the simulation fails is

upper bounded by ﬁ which is negligible. Hence, we obtain the contradiction.
O



