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Abstract. Composable protocols for Multi-Party Computation that pro-
vide security with Identifiable Abort against a dishonest majority require
some form of setup, e.g. correlated randomness among the parties. While
this is a very useful model, it has the downside that the setup’s random-
ness must be programmable, otherwise security becomes provably impos-
sible. Since programmability is more realistic for smaller setups (in terms
of number of parties), it is crucial to minimize the correlation complexity
(degree of correlation) of the setup’s randomness.

We give a tight tradeoff between the correlation complexity 5 and the
corruption threshold ¢. Our bounds are strong in that S-wise correlation
is sufficient for statistical security while 5 — 1-wise correlation is insuffi-
cient even for computational security. In particular, for strong security,
i.e., t < n, full n-wise correlation is necessary. However, for any constant
fraction of honest parties, we provide a protocol with constant correla-
tion complexity which tightens the gap between the theoretical model
and the setup’s implementation in the real world. In contrast, previous
state-of-the-art protocols require full n-wise correlation regardless of ¢.

1 Introduction

Secure Multi-Party Computation (MPC) is a powerful notion that allows mul-
tiple mutually distrustful parties to perform a joint computation that—loosely
speaking—ensures the privacy of the inputs and the correctness of the output.
The currently strongest security notion—that is not ruled out by some impossi-
bility result |16]—is called security with Identifiable Abort (TA) [30]. It allows an
adversary to abort the protocol (this is unavoidable) but then the honest parties
can identify the common identity of at least one malicious party. This acts as
a deterrent against cheating by coupling cheater identification to some form of
penalty mechanism. This is especially useful in the context of blockchains where
one could require all parties to initially commit to some coins s.t. an identified
cheater’s coins are redistributed to the other parties or the cheater’s coins are
rendered void by publishing the evidence of cheating.

* Work done while the first author was supported by ERC Project PREP-CRYPTO
724307, the second author was at the Karlsruhe Institute of Technology, Germany,
and the third author was at the FZI Research Center for Information Technology,
Germany.



In the dishonest majority settings, ¢ > n/2, protocols such as the one of Ishai,
Ostrovsky, and Zikas [30] that achieve TA require a setup that distributes corre-
lation randomness to each party in the protocol. In fact, for ¢ > n/2, a setup is
provably necessary for general MPC protocols that can be composed arbitrar-
ily, e.g. in the Universal Composability (UC) framework [11]. Moreover, for the
security proof to work the setup needs to be programmable to realize certain
functionalities such as commitments [12]. That is, the setup information may
not leak directly to the environment, instead, in the security proof the simu-
lator must be able to embed a trapdoor into the setup information to extract
or equivocate the committed message. Indeed, if the setup is global, the setup
information leaks directly to the environment, then many functionalities become
provably impossible [37, |13]. In particular, if in practice the setup information
is extracted from some public source, like stock market data, then the security
guarantee provided by the ID-MPC protocol is void. This leaves the option to
generate the correlated randomness via some physical means, like noisy or quan-
tum channels, or secure hardware assumptions. However, for such a means of
generating randomness the correlation complexity (CC) is the most important
parameter.

As shown in [30] the correlated randomness setup for n-parties suffices to statis-
tically securely realize any other functionality (or setup) of cardinality n (with n-
participants). Therefore, we equate the correlation complexity (see Definition
with the minimal complete cardinality (MCC)E as introduced by Fitzi et al. [23].

For ¢t < n/2 pairwise correlation (even pairwise channels) suffice [38| [5],
while for ¢ > n/2 protocols like [30] are quite conservative in that they require
(maximal) n-wise correlation; even for ¢ = n/2. Our work closes this gap between
t =n/2 and t = n — 1 by answering the question:

“What is the correlation complexity of MPC with a dishonest majority?”

We settle this question with tight bounds for the correlation complexity 8 ~
2n/(n —t) depending on the max. number of corrupted parties t. See Fig. [1| for
an exemplary overview.
While theoretically interestingﬂ our results offer also two practical insights:
« If one requires maximal security ¢ < n, then n-wise correlation is necessary,
i.e., the CC is = n. Hence protocols like [30] are optimal w.r.t. the CC.
« If one is willing to accept any constant fraction of malicious parties t < (1—¢)n
for any £ > 0, then the CC is only constant § ~ 2/e.
Especially the latter case has practical implications. Due to the aforementioned
provable impossibility of composable MPC with a global setup, the setups must
be realized by non-cryptographic means such as trusted hardware [27, [39] or
noisy/quantum channels |21} [19]. There, the CC (the number of setup partici-
pants) is a critical parameter. To illustrate this, consider the following example:

! Throughout the paper, we require a setup among each subset of parties of size 3.
2 To our knowledge this is the first full characterization of Identifiable Abort in the
dishonest majority setting.



Max. malicious parties ¢ | Max. supported parties n | CC / MCC g
n—1 poly(A) n
n—2 poly(X) n—2
n—c<n-—3 O(In \) ~2n/c
n —O(lnn) O(In(A) Inln(A\)/Inlnln(N)) O(n/Ilnn)
n—6(/n) O (V)/ 10 In(V)) o(v/n)
n—0(n/lnn) O(expVIn \) O(Inn)
O(n) poly(}) (1)
(n+1)/2 poly(}) 3
< n/2® poly(}) 2

Table 1: Exemplary overview of the correlation complexity (CC) / minimal complete
cardinality (MCC) 8 and respective supported number of parties n vs. malicious parties
t for UC-secure ID-MPC given broadcast. The limitation of the overall number of
parties is only to achieve polynomial-time protocols, for more parties the protocols
remain correct and secure but require the parties to have superpolynomial runtime.
The case (%) also covers an honest majority of parties treated in early works |5} |38].

Suppose a group of people can generate correlated randomness via some trusted
hardware in their smartphones while being online simultaneously. However, the
runtime of this supposed setup computation is exponential in the number of par-
ties involved. In this scenario, if a protocol relies on a single setup of cardinality
n, then all parties must be online fogether or an exponential time. In contrast,
if a protocol could be based on (polynomially) many setup instances between a
constant number of people (as is the case for our protocols for any ¢ < (1 —&)n),
then a) being online at the same time as a constant number of parties much
more realistic and b) the runtime is only polynomial in the number of people.

The above example showcases that our results are particularly interesting
for applications in which mobile clients (which are not always online) perform
decentralized operations and store a common state on some form of blockchain
(which allows for monetary penalties for cheating).

1.1 Contributions & Techniques

Correlation complexity / ID-MPC from small setups. Due to the com-
pleteness of the correlated randomness setup |30], we can substitute any setup
functionality of some cardinality by the correlated randomness functionality of
the same cardinality. To minimize the correlation complexity we concentrate on
constructing n-party ID-MPC from the smallest possible (arbitrary) setups. In
other words, we can answer the question of the CC by determining the minimal
complete cardinality (MCC)H in the sense of [23], i.e., the number of participants

3 As a side note we generalize the notion of the minimal complete cardinality (MCC)
from [23] to the setting where the number of parties varies in the security parameter
A. This was not captured by the original definition of MCC in [23] and—to the best
of our knowledge—mnot formally addressed in previous literature.



of a setup functionality. As a sidenote, we deal with some definitorial issues in
Appendix that arise when the number of parties grows with the security pa-
rameter which is not the case in [23]. As our main result we establish tight bounds
on the minimal complete cardinality § for general ID-MPC (given broadcast).
We assume that each subset of parties (of cardinality ) has access to a setup
functionality. Furthermore, we only require these setups to guarantee security
with Identifiable Abort—unlike many other works which don’t allow the setups
to be aborted at all. For a formal description of our setting see Appendix

Theorem 1 (Correlation complexity bounds). The correlation complexity
for UC-secure Multi-Party Computation with Identifiable Abort (given broadcast)
is B :=min(n, |n/(n—1t)] 4+ [n/(n—t)] —2) = 2n/(n —t) where n is the overall
number of parties and t is an upper bound on the number of malicious parties.

In other words, for any n-party functionality with Identifiable Abort there exists a
protocol that uses hybrid functionalities of cardinality 8 and broadcast, but there
exists an n-party functionality with Identifiable Abort which cannot be realized by
any protocol that uses hybrid functionalities of cardinality B — 1 and broadcast.

Identification wvia conflicts. Towards our main result we formalize an in-
tuitive mechanism for cheater identification that is also used in various other
works 32}, 128}, 130 3] |4}, 42, |41] in different contexts. In our application, all par-
ties maintain a global data structure, namely a graph with one vertex per party
where each party can remove incident edges (we call missing edges “conflicts”)
but never add edges. Following Wan et al. [42] we call this structure “Trust
Graph” (TG). With it, we provide a ruleset for its usage which we call abort-
respecting (see Definition [8]) that ensures that the Trust Graph exhibits certain
useful properties: On an intuitive level, a disconnected subgraph corresponds to
an aborted setup and vice-versa while a disconnected overall TG corresponds to
the honest parties’ ability to abort by identifying malicious parties.

Lemma 1 (Informal conflict reporting). Any protocol that securely realizes
an ideal functionality F in some hybrid model can be modified such that

1. all honest parties keep a (common) Trust Graph,

2. if the Trust Graph is disconnected, then all honest parties can identify the
same malicious parties,

3. upon abort of the protocol its Trust Graph is disconnected,

4. after abort of any setup (hybrid functionality on some subset of partiesﬁ) n
the protocol the corresponding subgraph of the Trust Graph becomes discon-
nected,

and the modified protocol still securely realizes the same functionality.

As a consequence, the impossibility of any abort-respecting protocol implies
the impossibility of any protocol. On the other hand, if some protocol for a given
functionality exists, then so does an abort-respecting protocol. In consequence,
we only need to consider abort-respecting protocols.

4 Throughout the paper we assume that each subset of parties of the appropriate
cardinality has access to a setup.



For the lower and the upper bound, we prove two complementing graph-
theoretical lemmas that link the connectivity of the overall TG to the connectiv-
ity of its subgraphs. In a nutshell, a connected graph of cardinality n can have
“many” disconnected subgraph of cardinality 8 — 1 but only “few” disconnected
subgraphs of cardinality 3.

For our lower bound we devise a strategy for the adversary such that it can
abort many setups of cardinality S — 1 while the overall Trust Graph remains
connected. Following the proof strategy of Canetti and Fischlin [12] we can show
that against such an adversary any protocol for a commitment must violate
either the hiding or the binding property. For our upper bound we know that
any adversary can only abort “few” setups. Thus the honest parties can rely on
some “guaranteed” setups to perform the protocol.

1.2 Related and Concurrent Work

There are many works that share common aspects with this paper, among oth-
ers |23} 24} 32, |28, |42} [29} 30} |3} [4], |41]. Here we pick only the most closely related
ones and describe their relation to this work.

« Fitzi et al. [23] initialize the study of the minimal complete cardinality (MCC)—the
cardinality of the smallest setup (least number of participants) that suffices
to securely realize any n-party functionality.

« Ishai, Ostrovsky, and Seyalioglu [29] rule out pairwise setups plus broadcast
for statistically secure ID-MPC.

o Ishai, Ostrovsky, and Zikas [30] formally define Identifiable Abort (TA), in-
troduce the Correlated-Randomness model for TA and give a computationally
secure construction from any adaptively secure OT protocol.

« Wan et al. [42] use the almost identical idea of maintaining a “Trust Graph”
(TG) in the context of constructing Byzantine broadcast (BB) while we as-
sume a broadcast to construct general ID-MPC. Specifically, Wan et al. [42]
give lower bounds for the round-complexity of BB. From the different ap-
plications arises the slight difference in the two concepts, in [42] each party
maintains its own copy of the TG whereas in our work it is crucial that all par-
ties have a common view of the TG. Nevertheless, we use very similar graph
properties as Wan et al. [42]. Their idea is to limit the distance that infor-
mation can travel within a graph in a given number of round, if the graph’s
diameter is too large, then a sender’s message may not be able to reach all
other parties. Their upper bound for the TG’s diameter d matches our tight
bound for the CC, i.e., f = [n/(n—t)|+[n/(n—t)] —2 = d+1 where t > n—2
is a lower bound on the number of honest parties.

We think there are interesting connectionsﬂ between our paper and [42].
While [42] assumes pairwise channels, we assume a full broadcast. We maintain
the view that both [42] and our paper can be generalized along the dimen-
sion of the setup size, i.e., assuming a partial broadcast of size 2 < k < n.

ot

In particular, Claim 3.1 in [42] and our Lemma |3| share the same core idea but are
stated in different terms with different applications in mind. Also, Figure 1 in [42]
essentially matches our Fig. m



Regarding the round-complexity of BB, it seems that the round-complexity
decreases as k increases because the sender’s message travels farther in each
round. Regarding the correlation complexity, it seems that the CC increases
as k increases because for larger partial broadcasts reaching a consensus on a
identified cheater seems easier.

« Simkin, Siniscalchi, and Yakoubov [41] essentially study the same question
as our paper. They give a weaker upper bound f < t+ 2 < n — 2 of the
CC/MCC, although in the stand-alone model whereas our result holds in the
UC framework.

They construct n-party MPC from correlation of degree n — 1 and broadcast.
For this reason their work supports polynomially many parties n € poly())
only for n — ¢t € ©(1). For larger expansions the supported number of parties
drops rapidly since the overall runtime grows exponentially in the number of
recursive applications of the protocol. This is not the case for our work; see
Appendix [A] for a discussion.

Their approach uses an new form of identifiable secret-sharing with public and
private shares. There, one party P is chosen and the remaining n — 1 parties
obtain correlated randomness, i.e., secret-shares of their randomness, from the
setup oracle. Then the parties send their shares to the excluded party P who
reconstructs its randomness. If reconstruction fails to due faulty shares sent by
malicious parties, then party P detects whose shares where faulty and declares
conflicts with these parties. These conflicts are then used in the next iteration.
That is, conflicting parties do not obtain shares from the setup.

It seems unclear how the approach of [41] could be generalized to setups of
cardinality n — 2 without the disadvantageous recursion blowup.

« Finally, much work [7, |9} 8, |36l /18] has gone into reducing the necessary length
of correlated randomness. This is highly relevant in practice. Nevertheless,
to the best of our knowledge, in these works all parties need to participate
in the correlation generation simultaneously. That is, although the overall
length of the correlated randomness is short, the degree of the correlation is
maximal—which is where our work steps in. We’d like to emphasize that our
protocols are compatible with approaches to reduce the length of the correlated
strings, and they can be used in conjuction to reduce both the length as well
as the degree of correlation.

Our results subsume or improve upon all previously listed constructions and
impossibilities in a unified way. For the minimal complete cardinality (MCC) it
holds that:

+ The lower bound of 3 from [29] for ¢ > 2n/3 is raised to min(n, 5).
+ The upper bound of n —1 from [41] reduced to the optimal n—2 for t < n—2.
« The upper bound of n from [30] is shown to be tight for t =n — 1.

These (and more) results are summarized in Table 2| In the following we use
the short notation F' ~»; F for the fact that the ideal functionality F can be
realized by some protocol in the F-hybrid model with up to ¢t malicious parties
(see Notation [g)).



No. | Reference | Model Result Technique

stat
1) [29] SA {F2, Fi P ans3 FSFE,f Secret-Sharing
2) [30] UC, SA ]_—gorrstggtn Fire s Setup+Commit+Prove
3) [30] UC, SA {Tor, Frs ) ~om FlonD Setup+Commit+Prove
4) 1] SA | {Fenln Foc} a2 Flop Secret-Sharing
5) | This work | UC {FL o Fiic} ™5 Flee Trust Graph

comp

6) | This work | UC {Feips Foc} 1 Foman Trust Graph

Table 2: Overview of related work on the foundations of Multi-Party Computation
with Identifiable Abort in the dishonest majority setting with broadcast. SA stands
for stand-alone, UC stands for Universal Composability |11], ¢ is the max. number of
corrupted parties, and B := min(n, [n/(n — t)] + [n/(n — t)] — 2). o1 denotes any
adaptively secure Oblivious Transfer (OT) protocol, Flgs is the Common Reference
String (CRS) functionality from [12|, F¢,, p is the Correlated-Randomness function-
ality from [30]. Fcom,1.1 is a one-to-one commitment and Fge ; is the Secure Function
Evaluation functionality; both defined in Appendix Note that the impossibility 6)
does not contradict 3) because 6) does not assume a CRS.

1.3 Technical Overview

We state our results in the standard UC-framework (see Appendix in terms
ideal functionalities and protocols that realize them. Due to the large notational
and conceptual overhead of rigorous statements about MPC and the given space
limitations, we decided to give most of the formal definitions and statements in
the appendices, and instead try to convey the core idea behind our techniques
in this overview and how they are combined to obtain our main results.
The main idea behind the usage of the Trust Graph (TG) is that if the TG is
disconnected, then there are at least two partitions A and B such that all parties
in A distrust all parties in B. Now, if honest parties always trust each other (as
is the case throughout this paper), then all honest parties must be in the same
connected component. W.l.o.g. let all honest parties be in A, then they can
jointly identify B and abort with (abort, B). In this sense the disconnectivity
of the TG is equivalent to the identification of malicious parties, and hence the
abort of a ID-MPC protocol.

To simplify our analysis we formally introduce an ideal functionality J7 for
n parties in Appendix (see Definition . This functionality stores an (initially
complete) graph with one vertex per party. Any party P can announce “conflicts”
by sending (conflict,P’) to F7. Consequently, the edge (P,P’) is irrevocably
removed from the TG—we say P and P’ are in conflict. Any party can also
query the currently stored graph G = (P, E) (typically at the onset of each
round); such that all parties have a consistent view of the TG in each round.
The functionality F7¢ can be viewed as syntactical sugar, as it can be perfectly
securely realized using only broadcast (see Lemma @

Now, we give a high-level intuition of a particular set of protocol rules that
will prove useful in our results for the correlation complexity. We call this set



of six rules “abort-respecting” (see Definition . One can view it as a kind of

manual for how to utilize the Trust Graph. Informally, abort-respecting protocols

ensure in particular the following properties:

» Honest parties are never in conflict.

o Whenever some party has strictly more than ¢ conflicts, it must be malicious.

« Whenever some setup of cardinality 3 is abortedﬁ the subTG on the partici-
pants of the setup becomes disconnected.

« When the protocol aborts (with (abort, C) where C is a set of malicious
parties), the overall TG is disconnected.

« When the overall TG becomes disconnected, the protocol aborts (with (abort, C)
where C is a set of malicious parties).

Intuitively, from these rules and the usage of F{. follows Lemma |1, More for-

mally, it states that any secure protocol for some functionality in some F-hybrid

model can be transformed into a secure and abort-respecting protocol for the

same functionality in the F' U {F¢}-hybrid model (compare Lemma . As a

corollary, we note that to rule out all ID-MPC protocol for some functionality

it suffices to rule out all abort-respecting protocols. We will use this fact in the

proof of our lower bound on the CC.

Before, we want to elaborate a bit on the third property. When a setup with
Identifiable Abort is aborted, all participants P obtain the message (abort, C)
where C C P is some set of malicious participants. Then all honest parties
declare conflicts with C' via the F3 functionality. In the next round either a)
all parties P\ C declared conflicts with the identified parties C, or b) there
are some “loyalists” L C P\ C who did not declare conflicts with all identified
parties C. In the first case the subTG is clearly disconnected between P\ C and
C. In the second case b) note that loyalists noticeably deviate from the abort-
respecting rules; thus the honest parties add the loyalists L to the identified
parties C' and repeat the procedure. Since in each iteration at least one loyalist
gets added to the identified parties, the overall procedure terminates within at
most n iterations.

Lower Bound on the Correlation Complexity Eventually, we show that
no protocol in the {Fg, F#~1}-hybrid model for any functionality F?~! of car-
dinality 8 — 1 can securely realize an ideal commitment functionality where n
is the overall number of parties, ¢ is a upper bound on the malicious parties
and S == min(n, [n/(n —t)] + [n/(n —t)] — 2). Towards this end, we prove a
graph-theoretical lemma that relates the connectivity of the overall TG to the
connectivity of its subgraphs. More concretely, the lemma constructs a connected
graph that has “many” disconnected subgraphs of the cardinality 5 — 1. With
the intuition that aborts of setups correspond to disconnected subT'Gs (via the
abort-respecting property), this graph-theoretical lemma translates into a strat-
egy for the adversary to abort many setups in a clever way such that the overall
TG remains connected, i.e., the overall protocol cannot abort. However, after
these many setups are aborted, we follow the idea of Canetti and Fischlin [12]

% Recall that we only assume setups to have security with Identifiable Abort.



to prove that any protocol that only relies on the remaining setups must either
violate the hiding or the binding property. We note that this proof strategy only
works because we want to rule out composable commitment protocols.

The high-level idea is as follows: Because “many” setups are aborted, the sender
cannot “directly” commit towards the receiver via some setup that contains both
the sender and the receiver. Consequently, in order to be committed towards the
receiver (binding), the sender has to send the message (information-theoretically)
to intermediate parties—even when all parties act honestly (relative to their view
of the Trust Graph given the aborted setups) in the commitment phase. However,
this set of intermediate parties is small enough that an alternative environment
can corrupt it (because ¢ > n/2) and thus extract the message of an honest
sender during the commitment phase (not hiding).

Lemma 2 (Connected graph — many disconnected 5—1-subgraphs).
Letn,t e Ns.t.n/2 <t <n—1, andlet f = min(n, |n/(n—t)|+[n/(n—1t)]—2).
Furthermore, let V' be a set of n vertices and let v,v' € V : v # v be two different
vertices. There exist some edges & C (<V2) s.t.

1. G = (V,E) is an undirected, reflexive and connected graph,
2. V{u,u'} € E: |[Ng(u) NNg(u)| > n—t,

3. for each V' € M the subgraph G’ == (V',EN (Z;)) is disconnected
where

N, = {u} ,ift=n—1
Ng(u) , else

is the set of “effective” neighbors of any vertex u, and
M={V'CV] VAN, #0 A VNN, #0 A |V'|<p5}

is the set of relevant subsets of vertices that contain both an effective neighbor
of v and an effective neighbor of v'.

The proof is contained in Appendix For t = n — 1 the lemma states that
there exists some graph whose subgraphs G’ that contain both v and v’ are
disconnected, yet the overall graph is connected. For ¢ < n — 2 the lemma states
that there exists some graph whose subgraphs G’ that contain both a neighbmﬂ
of v and a neighbor of v’ are disconnected while the overall graph is connected.

Application to ID-MPC. Throughout, we denote the security parameter by
A. In the context of our impossibility proof, the graph G takes the role of the
Trust Graph, v = S will be the sender, and v = R will be the receiver. As such,
the lemma translates to the statement that all setups in which the sender and
the receiver (or their neighbors respectively) participate jointly can be aborted
by the adversary without causing the overall TG to become disconnected, thus
evading identification. The proof is essentially just a constructive description of
the graph G alongside a proof of its properties. This graph-theoretic statement
translates into the context of ID-MPC protocols as follows:

" Note that is vertex is their own neighbor because the graph is reflexive.



Corollary 1. Let n =n(A\),t =t(N\),8 = min(n, [n/(n —t)] + [n/(n —t)] — 2)
s.t. 0 <t < n. For any security parameter A € N let Py be a set of n parties,
and let vy, vy € Py be two different parties. Furthermore, let ¥ be any abort-
respecting protocol for some functionality F™ in some F-model s.t. Fi- € F.
An adversary for " that corrupts t parties can abort all setups of cardinality at
most B — 1 in which any effective neighbor of vy and any effective neighbor of
v participate, without disconnecting the overall Trust Graph G.

For ¢t > n/2 this follows from Lemma [2| and Corollary [5| (aborted setups
correspond to disconnected subgraphs). Also, for ¢ < n/2 it follows that 8 = 1,
hence Corollary [1] follows trivially. Finally, we get the formal statement.

Theorem 2 (No transmitted commitment). Let n = n(\),t =t(\),[ =
min(n, [n/(n —t)| + [n/(n —t)] — 2) s.t. n/2 < ¢t < n and (Z) € poly(A).
No {F?, ..., FP=1 Fi-}-hybrid protocol can securely UC-realize Flom 1.1 against
environments that (maliciously) corrupt up to t parties. Formally, we get

comp
{f27 "'7fﬁ71afgc} %t ‘FELOM,lzl (1)
where F2, ..., FP=1 stand for arbitrary functionalities of the respective cardinality,
and Fop, 1.1 s defined in Appendiz[B.5
Consequently, the correlation complexity for UC-secure ID-MPC' is at least (3.

The proof is contained in Appendix

comp
Corollary 2. Let n =n(\). In particular, we find {F?, ..., F" 3, Fg} # n_o
Flom.1 where F2, ..., F"=3 stand for arbitrary functionalities of the respective
cardinality. This shows that the result {.Fg;rl,p, ot G Flowp from [41] is
tight up to a constant of Iﬁ

Upper Bound on the Correlation Complexity Towards our construction,
we first prove a complementary graph-theoretical lemma that relates the con-
nectivity of the overall TG to the connectivity of its subgraphs. More concretely,
the lemma states that any graph with “many” disconnected subgraphs of the
cardinality § must be disconnected.

Lemma 3 (Connected graph —> few disconnected (-subgraphs). Let
nteNstn/2<t<n—2,andlet f:=|n/(n—t)]+[n/(n—t)] —2. Let V be
a set of n vertices and let v,v' € V : v # v be two different vertices. Moreover,
let E C (<\/2> be a set of edges s.t. G :== (V, E) is an undirected, reflexive graph,
and let N, = Ng(u) be the set of neighbors of any vertexr u, let
M={V'CV| VAN, #0 AN V' ANy, #0 A |V'|=5}

be the set of relevant subsets of vertices that contain both a neighbor of v and a
neighbor of v', and let

E* = {{u,u'} € E||[NyN Ny|>n—t}

8 We note that [41] state their results in the stand-alone model.
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be the set of postprocesseoﬂ edges. If for all V' € M the subgraph G’ = (V' EN

(Zé)) is disconnected, then G* == (V, E*) is disconnected. Furthermore, the map
¢ : G G* is efficiently computable.

This lemma tightly complements Lemmal 2] It states that as soon as all subgraphs
G’ that contain both a neighbor of v and a neighbor of v’ are disconnected,
the overall postprocessed graph G* must be disconnected as well. The proof is
contained in Appendix

Application to ID-MPC. In the context of our construction, the graph G
takes the role of the TG, v = S will be the sender, and v = R will be some
receiver. As such, the lemma translates to the statement that at least one (not
necessarily fixed) setup in which the sender and the receiver (or their neighbors
respectively) participate jointly cannot be aborted by the adversary without
causing the overall TG to become disconnected. This “guaranteed” setup can
then reliably perform the commitment (resp. OT) between the sender and the
receiver (resp. their neighbors).

The proof is by contradiction. Suppose all subgraphs G’ are disconnected,
yet G* were connected. Then there must be a path W from any neighbor v € N,
to any neighbor v’ € N, with length Ag«(u,u’) > 3. Note that, by definition of
E*, all adjacent parties in G* must have at least n — ¢t common neighbors. This
means that the parties along the path W must have many auxiliary neighbors.
Counting the overall number of parties yields a contradiction. We formalize this
in Appendix For a visual representation see Fig. [I| note that any shortest
path from N; to N,, always has length 8 (in the number of vertices). This graph-
theoretic statement translates into the context of ID-MPC protocols as follows:

Corollary 3. Let n = n(\),t = t(N\),8 = [n/(n —t)| + [n/(n — )] — 2 s.t.
n/2 <t <n-—2. For any security parameter A € N let Py be a set of n parties,
and let vy, vy € Py be two different parties. Furthermore, let ©F be any abort-
respecting protocol for some functionality F™ in some F-model s.t. Fi- € F. If
an adversary for m¥ that corrupts at most t parties aborts all setups of cardinality
B in which any neighbor of vy and any neighbor of v} participate, then the overall
Trust Graph becomes disconnected, i.e., the protocol ' aborts.

This follows from Lemma [3| and Corollary [5| (aborted setups correspond to
disconnected subgraphs).

In particular, in our protocols we require all honest parties to locally postpro-
cess G* = ¢(@) from Lemma [3| when querying the TG G from F7. Moreover,
we require all parties to abort according to G* instead of G. This modification of
the abort condition is justified because the additional (specific) conflicts intro-
duced by the postprocessing ¢ preserve the invariant that no two honest parties

are in conflict, as required by of Definition

9 The postprocessing ¢ corresponds to the (repeated) application of of Defini-
tion |8] i.e., removing edges from parties with strictly more than ¢ conflicts.
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Committed Oblivious Transfer. Before we proceed with a more detailed
description of our protocols we have to introduce a committed variant of Obliv-
ious Transfer (OT) (20} 22] where the sender, the receiver and some witnesses
participate. We call this variant Fully Committed Oblivious Transfer (FCOT).
As in the standard 1l-out-of-2 OT, the sender inputs two messages and the re-
ceiver inputs a choice bit, then the receiver obtains its chosen message while the
receiver remains oblivious to the choice bit. The committed variant additionally
allows the sender and the receiver to later open their inputs to all other parties
(called witnesses).
The purpose of this FCOT can be state as follows.

Lemma 4 (Completeness of committed OT (informal)). There is a pro-
tocol in the Flcor-hybrid model that realizes any ideal n-party functionality.

We can replace the standard OT setups in the IPS-compiler [31]. The IPS-
compiler is an OT-hybrid protocol in the client-server-model that realizes general
MPC guaranteeing security with (non-identifiable) abort against malicious (ac-
tive) adversaries. In this protocol each party sets up a watchlist for each server
such that other parties can monitor a small subsets of servers to detect tamper-
ing with overwhelming probability. Once a party detects misbehavior on some
server it announces a complaint and all parties abort the protocol (without iden-
tifying malicious parties). For this reason, the standard IPS-compiler only enjoys
security with (non-identifiable) abort. Substituting all calls to classical OT se-
tups with calls to FCOT setups allows the parties to open all messages regarding
the server in question. This way all parties can retrace which party misbehaved,
thus identifying at least one malicious party, hence the resulting protocol enjoys
security with Identifiable Abort. (We refer the interested reader to Appendix
for more details.)

We continue with a high-level overview of our two protocols that utilize the
guaranteed setups mentioned above. The two constructions are
« n-party commitment from S-party commitments and n-party broadcast, and
« n-party FCOT from S-party FCOT, n-party commitments and broadcast.

Commitment expansion.
Theorem 3 (COM expansion). Let n = n(\),t = t(\),[ = [n/(n—1t)] +
[n/(n—t)]—2st.n/2<t<n-—2and (g) € poly(A). There is an efficient pro-
tocol weoy that statistically securely UC-realizes Floy in the {Feyr, FP, Fic}-
hybrid model against environments that (maliciously) corrupt up to t parties.
Formally,

{Fur F2 Foc} ™ Feom - (2)

On a high level our one-to-many commitment protocol follows a commit-and-
prove approach. Without going into too much detail, we outline the idea of the
protocol. The sender inputs its message m—in the form of a threshold shar-
ing p—into all setuple and gives (secret-shared) masks &7 to its neighbors

10 The sender inputs the same shares into each setup that it participates in.
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R; € Ng(S) who, in turn, also commit to their sharings in all commitment setups.
Additionally, the sender broadcasts the message’s sharing p masked with the
masks’ sharings o == & @Rj EN(S) &7, Subsequently, all parties broadcast some
randomly drawn “probing indices” on which the sender (resp. neighbors) broad-
cast the resp. share and open the setup commitment for the resp. share. Then
all parties check for inconsistencies. Indeed, all setups (intended for the same
value) contain sharings of the same (possibly masked) value with overwhelming
probability. If shares differ significantly, this discrepancy will be detected with
overwhelming probability; then the affected setup is considered aborted by iden-
tifying the committer as malicious. If shares differ only on a few indices, then
the sharing’s error-detection will allow the parties to notice that the shares are
invalid. Again, the affected setup is considered aborted by identifying the com-
mitter as malicious. Moreover, due to the privacy of the secret-sharing opening
a few shares does not reveal anything about the encoded value.

Lemma [3| guarantees that at least one setup of cardinality § that contains both
a neighbor of the sender and a neighbor of the receiver must succeed. Otherwise,
if all such setups are aborted, then the TG becomes disconnected by Lemma
and the honest parties can abort the protocol.

To open the message, all parties open all commitment setups and at least one
honest receiver is able to recover the message either directly from the sender’s
sharing p of the message, or from the opened masks £/ and the previously broad-
casted masked sharing o. Those receivers then broadcast the recovered message.
Any honest receiver that did not receive any opening information—because all
its setups have been aborted—then it outputs the majority of its neighbors’
broadcasted messages. To see why such “cut-off” receivers output the correct
message we have to see the following fact. Whenever all setups containing both
a neighbor of the sender and a neighbor of the receiver are aborted, then an
honest receiver has a majority of honest neighbors that could reconstruct the
message. This statement follows from graph-theoretical considerations best vi-
sualized in Fig.[ll An intuitive explanation is that if all such setups are aborted,
then the sender and the cut-off receiver have a large distance of at least 8 in the
TG. In that case the cut-off receiver cannot have too many malicious neighbors,
yet honest parties always remain neighbors.

Skipping ahead to the proof of security, the simulator will extract the com-
mitted message from the sharings input into the partial commitment setups.
As the verification step ensures consistency among the committed messages the
simulator’s extracted message is uniquely defined and correct.

Committed OT expansion.

Theorem 4 (FCOT expansion). Let n = n()\),t = t(A),8 = |n/(n —
]+ [n/(n—1t)] -2 st n/2 <t < n-—2 and (g) € poly(X\). There is
an efficient protocol mrcqr that statistically securely UC-realizes Ficor in the
{Feur ngE,fv Floms Fic t-hybrid model against environments that (maliciously)
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corrupt up to t parties. Formally, for some specific functionality F° we get
{Feur, P, Fom Fisc } ™5 Fieor - (3)

Recall that in the FCOT functionality there exists a sender, a receiver and n — 2
witnesses. Let ]-'SﬂFEJ be some Secure Function Evaluation (SFE) setup for g-
parties for some function for that allows for an FCOT but whose details we
omit at this point. In our FCOT protocol the sender and the receiver try to
perform the global FCOT directly, i.e., via some setup in which both the sender
and the receiver and n — 8 witnesses (w.r.t. the overall FCOT) are left out.
To ensure consistency with the excluded witnesses the sender and the receiver
globally commit to their inputs (again as secret-sharings) via FZqy. Accordingly,

the setup }"SBFE 7 also takes the same sharing as inputs. As in the commitment

protocol the sender and the receiver open their shares, in the ]-'gFE’ 5 setup and the
global commitments, on some random probing indices to detect inconsistencies.
To open, the sender and the receiver can simply open the global commitments
to their respective inputs.

In the security proof the simulator extracts the sender’s messages and the
receiver’s choice bit from their inputs to their global commitments. Again, the
verification step (commit-then-prove by probing random shares) guarantees that
the simulator’s extracted inputs match the ones output be the honest parties in
the real protocol execution with overwhelming probability.

As in the previous construction, we leverage Lemma [3| which guarantees es-
sentially that some such “direct” SFE setup must not be aborted, if the protocol
is not to abort. Here lies the technical difficulty of our protocol because Lemma[3]
only guarantees such a setup between a neighbor of the sender and a neighbor of
the receiver (not the sender and the receiver themselves). To remedy this issue
we make the following observation: In the seemingly hopeless scenario where the
adversary chooses to abort the setups in such a way that the sender and the re-
ceiver themselves are not able to perform the direct setup, then one of them (the
honest one) has many honest neighbors. In this case the sender and receiver use
their neighbors respectively to carry out the OT for them. Here, the sender and
the receiver secret-share their inputs to retain their privacy and distribute them
to their neighbors. While for the sender’s messages the sharing seems straight-
forward (additive sharing), it may not be obvious how the receiver’s choice bit
can be shared s.t. the receiver obtains its chosen message. To this end we invoke
a technique akin to the one used by Wolf and Wullschleger [43] which they used
to show the symmetry of OT. This allows the receiver to only distribute additive
shares of its choice bit (ensuring privacy) but still obtain the chosen message.

Equivalence of SFE-Complete Setups In Appendix we prove that the
setups Fully Committed Oblivious Transfer (FCOT) Ffcqr, Secure Function
Evaluation (SFE) F¢ee ,, and Correlated-Randomness from [30] F¢,,, p can be
efficiently realized from each other with statistical security; so we can substitute
one with the other by the Universal Composability Theorem of [11]. (We include
formal definitions of these functionalities in Appendix )
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Putting the Results Together For brevity we use the short notation F' ~»; F
(see Notation |8)) to describe the construction of UC-secure protocols for the ideal
functionality F in the F-hybrid model against at most ¢ corruptions.

Corollary 4 (Composition of constructions). The correlation complezity
for UC-secure ID-MPC is at most 3. We observe

stat
{fi?cm} B ‘FgFE,f (4)
n stat n
{fs2MT,]:sBFE,fach} ~t FrcoT (5)
= (6)

where F™ is any arbitrary functionality. Equation follows from the combi-
nation of Theorems @ and and Eqgs. and @ follows from the ID-MPC-
completeness of FCOT (see Lemma @) For statistical security we get

stat
{]:gorr,D} ~B ‘FFﬁCOT (7)
n stat n
{FgMT’fgomD’ BC} ~p F (8)

where F" is any arbitrary functionality. Equation follows from the ID-MPC-
completeness of the correlated randomness setup (Theorem 6 in [30]). For com-
putational security we get

comp
{WOTPF(?RS’]:I?C} ~B ]:FBCOT 9)
= {WOTv‘FSzMTangSa I;LC}C(LH;?-FTL (10)

where F" is any arbitrary functionality, mot is any adaptively secure OT protocol

and ngs is the Common Reference String functionality from [12]. Equation @
follows from the computational construction in Theorem 12 in [30].

For ID-MPC with statistical security this reduces the required correlation
complexity from n to 5. For ID-MPC with computational security this reduces
the required cardinality of the CRS for the computationally secure offline phase
of the construction in [30] from n to 5.

Theorem 1 (Correlation complexity bounds). The correlation complexity
for UC-secure Multi-Party Computation with Identifiable Abort (given broadcast)
is B == min(n, |[n/(n—1t)] + [n/(n—1t)] —2) = 2n/(n —t) where n is the overall
number of parties and t is an upper bound on the number of malicious parties.

In other words, for any n-party functionality with Identifiable Abort there exists a
protocol that uses hybrid functionalities of cardinality 8 and broadcast, but there
exists an n-party functionality with Identifiable Abort which cannot be realized by
any protocol that uses hybrid functionalities of cardinality B — 1 and broadcast.

Proof. The theorem follows directly from Theorem [2] and Corollary [ O
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Supplementary Material

A Discussion

A note on efficiency. We view this work as taking the first step towards
constructing protocols that resist a dishonest majority with small correlation
complexity. As such we did not optimize the concrete efficiency of our protocols,
to keep them as easily accessible as possible. Though, in certain settings the
efficiency considerations in Section [1] still attest a (potentially exponential) ad-
vantage of our protocol for t < (1—¢)n, over protocols that use an n-party setup.
Let us make some high-level remarks. First, our constructions only use information-
theoretic tools, e.g. secret-sharing and some efficient graph operations. As such
our protocol is computationally inexpensive, in particular it does not require any
computational assumptions.

On the other hand, the communication complexity is comparatively high be-
cause the consistency of the Trust Graph is ensured by each party broadcasting
their conflicts. The abort-respecting property which is at the heart of our tech-
nique requires that—upon abort of a setup—parties gradually declare conflicts
until the corresponding subgraph is disconnected. This gradual declaration of
conflicts (abort-then-disconnect) requires O(8) = O(n/(n — t)) rounds in the
worst-case (where § is the cardinality of the setups). Moreover, the adversary
can abort O(n?) setups. This abort-then-disconnect approach leads to a worst-
case round complexity of O(n3/(n — t)). This problem (with a similar bound
O(n?)) also seems to arise in the concurrent work [41] and is thus not specific
to our approach. Since it is not clear if this is an inherent problem when con-
structing MPC from smaller setups or not, we propose this question for further
research.

At first glance replacing one large setup with many smaller setups may seem
like a unfavorable tradeoff. However, all these smaller setups can be performed
concurrently in the same rounds because they are independent of each other.
Thus, while the communication complexity might increase proportional to the
number of setups (polynomial in \), the number of rounds only incurs an addi-
tive overhead.

Overall, in our protocols the computational complexity is low, the communi-
cation complexity is high, and the round complexity is quadraticE in n for
t<(1—e)n.

On the use of broadcast. To us, it not known if a full broadcast is indeed
necessary for all ¢ > n/2. Cohen and Lindell |17] show that without full broadcast
some functionalities are not realizable for ¢ > n/3 (see Corollary 1.5 in [17]). To
some degree this justifies that our technique relies on full n-wise broadcast.
Although we see potential to generalize our technique to partial broadcasts for
fewer corruptions; however, we leave this question for future work. Nevertheless,

11 This is actually the additive overhead on top of the protocol of Ishai, Ostrovsky, and
Zikas [30].
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in light of our lower bound, we can state that partial broadcasts must have
cardinality at least [3.

Limitation of the overall number of parties. Our protocols need (g) €

poly(\) to have polynomial runtime. The reason for this is that there are (Z)
subsets of parties of size 8 almost all of which might have to be used, if the
adversary aborts the setups in a careful way. Unfortunately, this limitation seems
inherent in all protocols that don’t discriminate between different subsets of
parties in any meaningful way. In other words, to overcome this limitation a
protocol would have to never use setups on some a priori fixed subset of parties
of size B although they are not aborted. This gives the adversary more leeway
to abort the other setups in a way that breaks the protocol.

The construction of [41] only supports arbitrary n € poly(A) for constant
expansions n — s € O(1) (where s is the setup size) because of the exponential
composition blowup of the runtime. We have a different situation; see Table
for an overview of the supported number of parties vs. honest parties. The first
intuitive thing to note is that the smaller the fraction of honest parties the less
overall parties are supported. The case t = n — 1 is trivial. Somewhat counterin-
tuitive is the case for ¢t = n — 2 which supports polynomially many parties, the
reason for this is that for ¢ = n — 2 the necessary and sufficient setup encom-
passes all parties but two, i.e. # = n — 2. Here all but one setup contains at least
one honest party.

Another case worth mentioning is the two-party case n = 2 and ¢t = n — 1 where
security with abort is trivially equivalent to TA; interestingly 8 = 2 carries over
to larger n = 2t > 4 from the honest majority case.

When an arbitrarily small but constant fraction of parties is honest our protocols
are efficient for any n € poly(A). However, when less than a constant fraction
of parties is honest, e.g. ©(n/Inn), then the overall number parties drops dras-
tically below n € O(exp vInX) € X°(). To relativize, these bounds only apply
when trying to design protocols with IA from minimal setups. It could be the
case that slightly larger setups yield protocols that support many more overall
parties.

B Technical Preliminaries

B.1 Definitions & Notation

We use A for the (statistical) security parameter, n for the overall number of
parties, h for the lower bound on the number of honest parties, and t for the
upper bound on number of malicious parties. We also use negl(A) and owhl(\)
to denote the set of negligible resp. overwhelming functions w.r.t. A.

Notation 1 (Order of functions). For any two functions f,g : N = R we
write f < g <= YA e N: f(A) < g()).

Notation 2 (Subsets). For any set V and k € N we denote the set of subsets
of cardinality k by (‘g) ={V' CV | |V'| =k}. Also, we use (<Vk) = (V)

k=1 \k
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Notation 3 (Union of disjoint sets). For the reader’s convenience use a
special notation for the union of two disjoint sets. Whenever we write V J V'
instead of VUV for any two sets V and V' it holds that VNV’ = (. In particular,
we use the fact that |V WV’ = |V |+ |V’|. To avoid confusion, note that VUV
does mot mean the exclusive union (VUV')\ (VNV’).

Notation 4 (Neighbors). For an undirected graph G = (V,E) we use the
following notation for neighbors: Ng(v) == {v' | {v,v'} € E}.

Notation 5 (Distance). For any undirected graph G = (V, E) and any two
vertices v,v' € V we denote by Ag(v,v") the number of vertices on the shortest
path between v and v’ (including v and v').

Notation 6 (Index sets). For any ko,k1 € N : k1 > ko we write [ko] =
{17...7k0} and [k‘o,kﬂ = {kmk‘o +1,..,k — 1,k1}.

Notation 7 (Lists). For any list v == (7;)ic of length | € N we denote the
(filtered) list at index set v C [I] by v, = (7;)icw-

Lemma 5 (Error detection). Letu,w,s € Ny s.t. s,w < u andlet W € ([Z)]),
then
s—1 . s—1

PI‘SH([:])[WQS:W — H% S Hu;w _ (1711)/?1)8 S 2,570/“ '
(11)

i=0 i=0
Definition 1 (Threshold secret sharing). For any {1 = £1(\) and €y = {2()\)
s.t. £y < Ly an (€1,Ls)-threshold secret sharing scheme for message space M =
(Mx)xen s defined by a probabilistic algorithm Shares, ¢, and a deterministic
algorithm Recovery, ¢, that compute the following (family of) functions:
« Sharey, ¢, : My — ({0,13M)%2 :m — p = (1) weja]
Sharey, ¢, takes a message m € My and outputs {5 shares such that Recovery, o,
reconstruct the message but £1 — 1 shares perfectly hide the secret. Formally,
for all possible shares ' € ({0,1}*)® output by Sharey, ¢,, for all messages

m,m’ € My and for all sets of indices v € (e[ﬁ]l) it should hold that

PI‘pAfSharegl,g2 (m) [l’[’y = /’[’:/] - PrueShareglygz (m?) [:uy = /’L:/] € negl(/\) .

« Recovery, ¢, : ({0,1}2)%2 — My U {L}: p—m
We require error-detection. Formally, for all messages m € My and for all
sets of indices v € ([ﬁf]) it should hold that

V' st p=p' <= Recovery, s, (p') = m} € owhl()) .

Pr :
p<—Shareg; ¢, (m) |fty =, p#p < Recovery, g, (y) = L

For example, we could use Shamir’s secret sharing [40] with 2 = 2¢;. The
purpose of these threshold sharing is to ensure that parties input the same shares
across multiple setups.E

2 The idea is conceptually similar to public verifiability [1].
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Definition 2 (Realizing ideal functionalities). Let n = n(\) and t = t()\)
s.t. t < n. Let F be a set of setups (ideal functionalities) with cardinality at
most n, let 7 be any family of protocols in the F-hybrid model, and let F" be
an ideal functionality. Iff m¥" securely UC-realizes F™ against environments that
(maliciously) corrupt at most t parties, we write

' >  Fm or equivalently

3521 {REAL,r ap (Zern) (1))} & {IDEAL £ s (1 (12, .))}AEN

where Z<, denotes any environment that maliciously corrupts at most t parties,
REAL,F 4, (th()\)(l’\,o)) is the environment’s output when running with the
(hybrid) protocol =" on security parameter X, and IDEAL zur) 5(Z2<¢(n)(1%,))
is the environment’s output when running with the simulator on security pa-
rameter \. Here, Ap is the canonical dummy adversary who simply forwards
communication from and to the environment (see Section 4.5.1 in [10]).

Notation 8 (Protocol construction). Letn =n()\) and t =t(\) s.t. t < n.
For any set of setups F with cardinality at most n, and any ideal functionality
F", we write F' ~», F™, iff there is a protocol 7% that securely UC-realizes F™
in the F-hybrid model against environments that (maliciously) corrupt up to t
parties. More formally:

F ooy F" — gt 7l > F7 . (12)
Conversely, we write
F ofs, F* = Val' ool $. F . (13)

We furthermore use the additional notation stfitt F™ resp. FFU5) Foto denote
the construction is secure against a computationally unbounded resp. efficient
environment.

Next, we recall the definition of minimal complete functionalities (setups)
as introduced by Fitzi et al. [23]. The notion of a minimal complete cardinality
(MCQ) is relatively straightforward when considering any fixed number of parties
n € N>y, i.e., when the number of parties does not depend on the security
parameter. Then, as in the original work [23], for each n,t € N>o : t < n
there exists exactly one number k; € {2,...,n} s.t. £ is the MCC. As such their
definition gives a meaningful setup size for each n € N, i.e., it is not only an
asymptotic statement.

Definition 3 (Concrete minimal complete cardinality [23]). Let n € N

be any number of parties and t € N be any corruption threshold s.t. t < n, and

let F™ be an ideal functionality. Furthermore, let F be a set of setups for at most

n parties.

Relative to F', we say the cardinality k. r» r € N is (concretely)

« complete, iff AFTHFF L {FrEOFNELY Y F ~sy FL and

» minimal, iff V' < Ky g p - (VF& {FFYUF o, F"), i.e., if any setups of
any cardinality &' are insufficient for constructing F™.
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However, if the number of parties n = n(\) scales with the security parameter
a more nuanced definition is necessary.

Definition 4 (Asymptotic minimal complete cardinality (MCC)). Let
n =n(A) be any number of parties and t = t(\) be any corruption threshold s.t.
t < mn, and let F™ be an ideal functionality. Furthermore, let F' be a set of setups
for at most n parties.

Relative to F', we say the cardinality ki yn p = ki, 7o p(N) is (asymptotically)

« complete, iff AFFeFF  {FRern m VY F oasy P, and

« minimal, iff

\%':k%A):Cﬂnmmkmfmpﬁ)—k%A)>0 zﬁ»VFM:{fW}UlW%tf”>

A—00
(14)
i.e., if any setups of any cardinality k' (that is less than ki zn  for infinitely
manﬁ A) are insufficient for constructing F™.

Remark 1. Note that, technically, the asymptotic MCC makes no statement
about whether setups of a certain fized cardinality are sufficient to realize a
certain functionality for a fized number of parties. Instead, it only makes an
asymptotic statement. The intuitive reason is that protocol runs with small se-
curity parameter A (resp. number of parties n) are irrelevant because the indistin-
guishability of the real and the ideal execution is only an asymptotic property.E
To make this point more clear, note that if k; 7» r is an MCC, then so is

o SR ) A= N
' 2 A< N

for any A € N. This demonstrates that the asymptotic MCC is not unique. As
such, it only yields an asymptotic statement.

Though, both definitions coincide for fixed n € N, then we find that the concrete
MCC of [23] is equal to K zn p = limsup,_, . k¢ 7n 7 (X) where k¢ zn p is any
asymptotic MCC and 7 = limsup,_, . t(A\) € N.

We stress that our results apply both to the case of a fixed n € N>4 as well
as a variable n = n(\). In the former case the condition (g) € poly(X) (necessary
for our construction) holds trivially. Lastly, we want to mention that [23] defined
the MCC relative to F' = () while in this work we consider F' = {Fj}, i.e., the
broadcast functionality defined in Appendix

(15)

Definition 5 (Correlation complexity (CC)). Letn = n(\) be any number
of parties and t = t(\) be any corruption threshold s.t. t < n, and let F be a
set of setups for at most n parties. We say B(A) = maxzn kyrn p(N) is the
correlation complexity relative to F' and t where F™ is any ideal functionality
for n parties. (In this work we only consider F = {Fg-}, i.e., the broadcast
functionality defined in Appendi:v and we omit the argument X.)

13 One can alternatively also define an “all-but-finite”-variant.
14 To the best of our knowledge this issue has not been stated explicitly in previous
literature.
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B.2 Setting

Our constructions enjoy information-theoretic or statistical security, no com-
putational assumptions are made. We only assume the existence of (ideal) hybrid
functionalities—which we call setups to distinguish them semantically from the
(to-be-constructed) ideal functionality. This leaves the means of the realization
of these setups up to the user, e.g. via physical means such as trusted hard-
ware [27) [39] or noisy channels |21} [19]. All functionalities are assumed to be
authenticated. We focus on static corruptions of an arbitrary number of par-
ties at the onset of the protocol. We denote the total number of parties by n and
the upper bound for malicious parties by t < n.

Technically speaking, our results don’t explicitly assume additional pairwise
secure channels, since they can be emulated by setups of size at least 2. Adding
pairwise channels does not affect our results, in fact we use pairwise channels as
a conceptual simplification in our protocols. However, in our settings all parties
have access to an n-party broadcast, which we model as ideal functionality Fg.
(See a brief discussion on the broadcast in Appendix )

The UC framework. We perform our analysis in the Universal Composability
(UC) framework |10} |11], which is a strong version of simulation-based secu-
rity [26}, [25]. The key idea there is to compare a real protocol execution between
mutually distrustful parties to an idealized execution, where a trusted party
performs the computation based on the participants inputs. The behavior of the
trusted party is specified by an ideal functionality F. In the real world, all par-
ties execute a protocol 7, which is said to realize the functionality F, if it can
be shown to be indistinguishable from the ideal world. This requires a simulator
who creates a transcript of an execution without knowing the parties’ inputs.
More precisely, the transcripts of both worlds must be indistinguishable for any
non-participant, even those who know the parties’ secret inputs. The transcript
includes the output of all parties and the respective adversary. Indistinguishabil-
ity of the two worlds implies that the real adversary cannot learn anything from
the real protocol execution that the simulator cannot contrive without knowing
the private inputs.

As opposed to the standalone model, where the simulation only has to pro-
duce a transcript as a whole, in the UC framework the simulator interacts con-
tinuously with an environment—typically denoted by Z. This means that the
simulator can, in particular, not rewind the environment. As such, the UC frame-
work provides much stronger security guarantees than the standalone model, but
comes with some restrictions. Without a trusted setup no protocol can securely
UC-realize functionalities such as commitments |12], while computational con-
structions in the standalone model exist. Constructions in the UC framework also
hold in the standalone model and, conversely, impossibilities in the standalone
model extend to the UC framework.

The synchronous model. We assume a synchronous communication network.
In particular, we require the following properties of the synchronous model,
where we use the terms defined by Canetti [10, 2020 version, Section 7.3.3]:
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Round Awareness. Each protocol description contains a maximum number
of rounds. The round is monotonically increasing throughout the execution
and only increases if all honest parties have been activated in this round. At
each activation, honest parties are aware of the current round.

Guaranteed and Authentic Message Delivery. As mentioned before, we
do not assume direct channels between parties and instead model communi-
cation between parties using setup functionalities. We require these setups
to output their messages to the honest parties in a guaranteed and authentic
way.

Note that in a synchronous model the environment still manages the order in

which honest parties are activated.

Remark 2. The second requirement, Guaranteed and Authentic Message Deliv-
ery, does not imply Guaranteed Output Delivery: Each setup has its own special
input and special output tape for interacting with honest parties. We follow the
general convention and model these as inaccessible for the adversary; neither is
it possible for the adversary to suppress the output, nor is it possible to change
it in any way.

The only way an adversary can interact in this scenario is by aborting the
setup, which requires a non-empty set of corrupted parties C' and changes the
originally intended output to (abort, C'); but this output cannot be suppressed
or changed by the adversary.

This way of changing the output to (abort, C'), such that honest parties do
not receive the original output of the setup, is why our requirements to not imply
Guaranteed Output Delivery and thus evade the impossibility of fairness.

Remark 3. Assuming a synchronous model is necessary to prevent Denial-of-
Service attacks because in an asynchronous model, the adversary can drop all
messages [15} 6], resulting in a situation similar to (non-identifiable) abort. This
renders Identifiable Abort essentially useless. The synchronous model, however,
provides guaranteed termination |33]. When additionally assuming Identifiable
Abort this means that the adversary can only either let the functionality ter-
minate, or abort at the cost of revealing the identity of at least one malicious

party.

Identifiable Abort. Unfortunately, fairness and thus guaranteed output is im-
possible against a dishonest majority |[16]. On the other hand, the weaker notion
of security with (non-identifiable) abort [34] |31], where the adversary can abort
the protocol at any time without repercussions, leaves the protocol vulnerable
to Denial-of-Service attacks.

To sidestep this issue we consider security with Identifiable Abort (IA) as
formalized by Ishai, Ostrovsky, and Zikas [30] (see also |2, [29]). Here, abort is
possible, but only by revealing the same identity of (at least) one malicious party
to all participants. This property disincentivizes adversaries to cheat, especially
if coupled with some form of penalty mechanism.
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Definition 6 (Identifiable Abort [30]). Let n = n()\) and let F* be an
ideal n-party functionality with n parties P and malicious parties C C P. F"
has (Multi-)Identifiable Abort, iff on input (abort,C’) s.t. ) # C' C C
from the adversary F™ sends (abort, C') to all parties and terminates. F" has
Uni-Identifiable Abort, iff F™ has Multi-IA and |C’| = 1.

Notation 9 (Functionalities with Identifiable Abort). Let n = n(\). We
denote by F™ an n-party functionality with Identifiable Abort (IA). In contrast,
the original work [30] uses the notation F'°. To prevent an overloaded notation
we stick to F™ and always assume that all functionality enjoy security with IA.

Note that functionalities with Identifiable Abort are not well-formed, mean-
ing that they know which of the parties are corrupted and which are honest.
This is inherently necessary to check whether ¢’ C C.

Additional care has to be taken into the protocol design. We generally assume
that the protocols and functionalities are not fair. This means, that the adversary
can learn sensitive information in each protocol run, which it can leverage during
the next execution. In our protocols, we mitigate this problem through the use
of appropriate secret-sharings.

B.3 Functionalities / Setups

In this section, we introduce the ideal functionalities we use. We note that all
following functionalities are defined with Identifiable Abort and are inherently
unfair. It might be interesting to also consider fair variants to investigate the
connection between fairness and Identifiable Abort for certain functionalities (for
which fairness is not ruled out) in the vein of Cohen and Lindell [17].

Broadcast. First, we define a broadcast which is essentially the one from [14],
though we only let parties broadcast messages to all parties not any subset of
parties.

Functionality F&
FEc proceeds as follows, running with security parameter A, n = n(\) parties
P = {Py,...,P,}, malicious parties C C P and adversary S. Messages not
covered here are ignored.
« When receiving (input,m € {0,1}*) from party P;, send (output, P;,m) to
S. Upon the next activation, send (output,P;,m) to all parties.
« When receiving (abort, C') from S with ) # C' C C, then output
(abort, C’) to all parties and terminate.

Commitments. Next, we define a (one-to-many) bit commitment, in the spirit
of [14], adapted to the TA setting. We call the one-to-all commitment a global
commitment.
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Functionality Ffom

Flom proceeds as follows, running with security parameter A, n = n(\) parties

P ={S,Ry,...,R,_1}, malicious parties C C P and adversary S. Messages not

covered here are ignored.

« When receiving (commit,m € {0,1}*) from party S, send (receipt commit)
to all parties. Ignore further messages (commit,-) from S.

« When receiving (open) from party S, send (open,m) to S. Upon the next
activation, send (output,m) to all parties and terminate.

« When receiving (abort, C’) from S with ) # €’ C C, then output
(abort, C') to all parties and terminate.

In the proof of Theorem [2| we use a one-to-one variant, which is essentially the
same, except that only one fixed receiver obtains the opened value. We include
it for completeness.

Functionality .7-'6‘OM71:1

FCom 1.1 proceeds as follows, running with security parameter A, n = n(\)par-

ties P = {S,R, ...}, malicious parties C C P and adversary S. Messages not

covered here are ignored.

« When receiving (commit,m € {0,1}*) from party S, send (receipt commit)
to all parties. Ignore further messages of the type (commit,-) from S.

« When receiving (open) from party S, send (open, L) to S (or (open,m) if
R is corrupted). Upon the next activation, send (open,m) to R and send
(open, L) to all parties, then terminate.

« When receiving (abort, C’) from S with ) # C' C C, then output
(abort, C') to all parties and terminate.

SFE-complete functionalities. We start by providing a formal description
of the functionality for Secure Function Evaluation.

Functionality Firg ¥

F3ke,; proceeds as follows, running with security parameter A, n = n(\) parties

P ={P4,...,P,}, malicious parties C' C P, adversary S and (possibly random-

ized) function f: (z1,...,2,) — (Y1, ..., Yn) With private input x; and output y;

for P;. Messages not covered here are ignored.

« When receiving (input, z;) from P; with x; € {0,1}*, store (4, ;) and send
(receipt, P;) to each corrupted party P; and receipt to S. Upon the next
activation, send (receipt, P;) to each honest party P,.

» When there are (i,x;) stored for all i € [n], then send (output,y,) to
each corrupted party P; and (output) to S. Upon the next activation, send
(output, y;) to each honest party P;, then terminate.

« When receiving (abort, C’) from S with ) # C' C C, then output
(abort, C') to all parties, and then terminate.

In particular, this functionality allows to instantiate the following functionality
Flonep Where fp ignores the inputs and samples from the distribution D.
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Functionality F¢,,, p adapted from [30]

FCorr,p Proceeds as follows, running with security parameter A\, n = n(\) par-
ties P = {Pq,...,P,}, malicious parties C C P, adversary A and efficiently
samplable distribution D. Messages not covered here are ignored.

« When receiving start from P or S, sample (r1,...,7,) + D, output r; to
each corrupted party P;. Upon the next activation, send r; to each honest
party P;, then terminate.

« When receiving (abort, C’) from S with ) # C' C C, then output
(abort, C') to all parties, and then terminate.

Next, we formulate a variant of OT originally introduced as Verifiable OT [20],
which was later described as Committed Oblivious Transfer [22]. We call our for-
malization as an ideal functionality Fully Committed Oblivious Transfer (FCOT),
which extends classical OTs in three ways: 1. it includes n — 2 witnesses, which
obtain a receipt if the message has been transferred successfully, 2. the sender S
is committed to both mg and mq, and 3. the receiver R is committed to c.

Functionality Ffcor

FEcot proceeds as follows, running with security parameter A, n = n(\) parties

P ={S,R,Wy,...,W,,_5}, malicious parties C' C P and adversary S. Messages

not covered here are ignored.

« When receiving (messages, m®, m! € {0,1}*) from S, store m®, m! and send
(receipt messages) to all parties and S if (receipt choice) has not been
sent. Ignore further messages of the type (messages,-,-) from S.

+ When receiving (choice,c € {0,1}) from R, store ¢ and send (receipt
choice) to all parties and S if (receipt messages) has not been sent. Ignore
further messages of the type (choice,-) from R.

« When both m® m! and ¢ are stored, send (receipt transfer) to S (or
(output, m®) if R is corrupted). Upon the next activation, send (output, m®)
to R, and (receipt transfer) to each party.

« When receiving (open message,b € {0,1}) from S and m® m! are
stored, send (open message,b,m;) to S. Upon the next activation,
send (open message,b,m;) and to each party. Ignore further messages
(open message, b) from S.

« When receiving (open choice) from R and c is stored, send (open choice,c)
to S. Upon the next activation, send (open choice,c) and to each party.
Ignore further messages from R.

« When receiving (abort, C') from S with ) # C' C C, then output
(abort, C') to all parties and terminate.

Note that this functionality assigns dedicated roles to the participating parties.
Because our results are modeled in the UC framework, multiple instances can
be arbitrarily composed to allow OTs between any two parties.

Helper functionalities. Next, we define two helper functionalities whose pur-
pose is to simplify our protocol descriptions. These variants of the F¢y, and
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Fecot functionalities take as inputs sharings of the message instead of the mes-
sage resp. choice bit themselves. Since we study the question of the minimal
complete cardinality (MCC), we assume setups of some size (here 3) are given.
Recall that for UC commitments setups are necessary. To determine the MCC,
we do not care about how these setups are realized.

For notational ease, our functionalities allow each party to perform an OT
with each other party, resp. each party can commit to all other parties. First, we
define a Shared Oblivious Transfer (SOT) functionality which enables all partic-
ipating parties to verify that the inputs encoded in the sharings are consistent
with the inputs of some other (global) setup functionalities, in particular a global
commitment of the shares. The notation P; — P; signifies an OT with sender
P; and receiver P;.

Functionality f§OT

-FsﬁOT proceeds as follows, running with security parameter A, sharing parameter

¢ = £(X\), number of probing shares p = p(\), 8 = B()) parties P = {Pq, ..., P},

malicious parties C C P, and adversary S. Messages not covered here are

ignored.

« When receiving (messages,P;, — Pj;,u%pu! € ({0,1}})%) st. Vb €
{0,1} : Recoverga,(®) # L from P;, store (P; — P;,u® u') and send
(receipt messages,P, — P;) to S. Upon the next activation, send
(receipt messages,P; — P;) to each party. Ignore further messages of this
type from P; to P;.

« When receiving (choice,P; — P;,v € ({0,1}*)%%) s.t. Recovers.(y) €
{0,1} from P;, store (P; — P;,v) and send (receipt choice,P; — P;)
to S. Upon the next activation, send (receipt choice,P; — P;) to each
party. Ignore further messages of this type from P; to P;.

« When both (P; — P;, u% u') and (P; — P;, ) are stored, draw some “prob-
ing indices” v « ([2;]) and decode ¢ <— Recovery 2¢(7y).

Send (receipt tramsfer,P; — Pjv,ul ul,v,) to S (additionally
(output, P; — P;,u) if P; is corrupted). Upon the next activation, send
(receipt messages,P; — P;) to each party and (output,P; — P;, u¢) to
P;.

« When receiving (open message,P; — P;,b € {0,1}) from P; and pu° u
are stored, send (open message,P; — Pj,b,mb) to & where m® <«
Recovery o¢(u®). Upon the mnext activation, send (open message,P; —
P;,b,m") to all parties.

» When receiving (open choice,P; — P;) from P, and 7 is stored, send
(open choice,P; — Pj,¢) to S where ¢ < Recovers 2(y). Upon the next
activation, send (open choice, P; — P;,¢) to all parties.

« When receiving (abort, C’) from S with ) # C' C C, then output
(abort, C') to all parties and terminate.

1

=

Next, we define a Shared Commitment (SCOM) functionality that enables the
verification of consistency of inputs across setups. The motivation behind this

26



functionality is that it admits a standard commit-then-prove technique in our
construction. The idea is to commit the same sharing into many (different) setups
and prove the equality (of the encoded message) by opening (sufficiently many)
random shares. In this way a commitment to few parties can be extended to
many parties.

Functionality ]:gcom

]-'éGCOM proceeds as follows, running with security parameter A, sharing param-
eter £ = £(N), f = B(N) parties P = {P1, ..., P3}, malicious parties C' C P, and
adversary S. Messages not covered here are ignored.

« When receiving (commit, u* € ({0,1}*)%) from P; s.t. Recovery o (p®) # L,
store 4* and send (receipt commit, P;) to S. Upon the next activation, send
(receipt commit, P;) to each party. Ignore further messages (input, -) from
P;.

« When receiving (open, U C [2/]) from P;, if the sharing u’ is stored, send
(output, P;, U, p1f;) to S. Upon the next activation, send (output, P;, U, ui;)
to each party.

« When receiving (abort, C’) from S with ) # C' C C, then output
(abort, C') to all parties and terminate.

For our proof we define the two-party functionality Secure Message Transfer
(SMT) which usually describes the underlying communication model. Our con-
struction do not explicitly require pairwise channels between parties, yet we still
use the F&r to simplify our protocols. This does not change the statements
w.r.t. the minimal complete cardinality.

Functionality Fayt
Fut proceeds as follows, running with security parameter A, parties P =
{P1, P2}, malicious parties C' C P and adversary S. Messages not covered here
are ignored.
« When receiving (input,m € {0,1}*) from party P, send m to Ps.
« When receiving (abort, C') from S with ) # C' C C, then output
(abort, C') to all parties and terminate.

C Trust Graph: Identification via Conflicts

Let us start with the formal definition of the TG.

Definition 7 (Trust Graph). The Trust Graph (TG) is defined as the output
of the following functionality.
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Functionality F1g
T proceeds as follows, running with parties P = {P1,...,Py,}, malicious par-
ties C C P and adversary S. Messages not covered here are ignored.

« Upon first activation, initiate the set of conflict edges E = (<P2).

+ When receiving a message (conflict,P; € P) from P;, for i # j remove
the edge {P;,P;} from the set of edges E and send (conflict, P;,P;) to the
adversary.

« When receiving a message (conflict, P’ C P) from P;, for each P; € P’
s.t. i # j remove the edge {P;,P;} from E and send (conflict,P;,P;) to
the adversary[7]

+ When receiving a message (query) from P;, output the Trust Graph G =
(P,E) to P;.

« When receiving (abort, C') from S with ) # C' C C, then output (abort, C")
to all parties and terminate.

¢ This instruction is stated merely for notational ease of conflicts with multiple
parties.

The object of the Trust Graph G = (P, E) itself is an undirected reflexive graph
on all parties returned by the F{¢ functionality.

This functionality internally maintains the graph. Each time a party declares
a conflict with another party, the corresponding edge is removed from the graph.
In a given round each party—upon query—the F7; returns the same graph. This
implies a consistent view to all parties for any protocol w1 that realizes F{;.
In particular, the F7; can be realized using only broadcast.

Lemma 6. Let n = n(\). There is an efficient protocol mr¢ that perfectly se-
curely UC-realizes F}¢ in the {Fg-}-hybrid model against environments that
(maliciously) corrupt up to n parties. Formally,

P Fe - (16)
We include the proof in Appendix [E} To link the abort condition of a protocol to
the disconnectivity of the TG we want the protocol to ensure that honest parties
are never in conflict. This is in particular fulfilled by the following definition. Put
simply, the following rules say that the parties should 1) query the TG from FJ,
2) modify the TG according to aborted setups or an abort of the protocol itself,
and 3) report all new conflicts back to Fi.

Definition 8 (Abort-respecting protocols). A protocol with parties P and
corrupted parties C C P in some F-hybrid model s.t. F{; € F is abort-
respectingE iff each honest party P € H obeys the following ruleset. P maintains

~

three sets of parties: P = () is the set of currently “feuding ’ parties, C = () is

15[30] also use the term abort-respecting, we adapt it to the context of Trust Graphs.
16 The parties just that witnessed the abort of a setup are “feuding” because they
declare conflicts to eventually disconnect the corresponding subgraph.
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the set of initially accused (identified) parties after a setup-abort, and D=0 as

the set of parties that P has currently identified as malicious.

Rule 1 At the onset of each round P sends (query) to F3 to obtain G == (P, E) in
the next round.

Rule 2 When P reads (abort, C") where ) # C' C C N P’ as output from some
setup on parties P' 5 P, then P inputs (conflict, C') into Fic and defers
processing all other inputs until the subgraph on P’ is disconnected. Then P
sets P =P and C C', and continues to

Rule 3 If C # 0, P sets D:=DuU C and otherwise skzps this rule. The party P
extracts the set L of “loyal” parties in P that are not in conflict with all
parties in D and send (conflict, L) to Ff, then D := DUL. This process
is repeated in each following round (only applymgm and deferring all
other inputs) until the subgraph on P is disconnected. Once the subgraph
on P is disconnected P resets C = P = ) and continues according to the
protocol.

Rule 4 After obtaining G = (P, E) from Fis, the party P checks if G is dis-
connected. If so, P determines its connected component P' > P (e.g. via
breadth-first-search) and aborts the computation with (abort, P\ P').
Otherwise, P checks if there are parties with more than t conflicts. If so,
P sets C as the set of partzes with more than t conflicts, and P = P, and
continues according to|Rule 3|

Rule 5 Whenever P is about to abort the computation with output (abort ') s

(Z) # C' C C and the overall TG is (stil l) connected, P sets C = C' and
P= P, and continues according to

Rule 6 The party P only declares conflicts with mallcious parties. Conflicts declared
according to the rules above are called generic, any other conflicts are called
specific.

First, we want to discuss [Rule 6] i.e., there are no honest-honest conflicts. In
particular, generic conflicts fulfill this requirement honest parties only declare a
conflicts

1. with parties identified in the abort of a setup or the protocol itself, or

2. with parties who stay loyal to such identified parties, or

3. with parties that have more conflicts than are allowed.
First, because the setups and the protocol are secure with Identifiable Abort
by assumption, all identified parties upon abort (of a setup) must be malicious
with overwhelming probability. Second, by honest parties do not stay
loyal to identified parties. Third, if a party has strictly more than ¢ conflicts it
must be malicious. For contradiction, suppose the following: In a protocol any
honest party P gets more than t conflicts for the first time in some fixed round
p. Consequently, all (strictly more than t) parties in conflict with P must be
malicious because before round p conflicts were only issued by P due to

" If the underlying protocol is secure with Identifiable Abort, then all honest parties
will abort with the same identified parties in the same round, hence C' and P are
consistent among all honest parties.




] and This, however, contradicts the assumption that at most ¢ parties
are malicious, hence P must be malicious. In summary, any conflict contains at
least one malicious party.
Moreover, the process of gradual conflict declarations terminates within at most
n rounds because in each non-final round at least one loyalist is moved into the
set of malicious parties D.

We want to elaborate on the notion of specific conflicts. A specific conflict
must—>by design of the protocol—ensure that it contains at least one malicious
party. That is, whenever presenting an abort-respecting protocol, one must prove
its specific conflict rules indeed cause no honest-honest conflicts. We do this for
our construction in Appendix
We emphasize that Definition [8| does not dictate which specific conflicts are
declared in a protocol but it dictates which ones may not be declared, namely
any conflict that could result in an honest-honest conflict. For example, consider
a protocol where each party broadcasts start in the first round. If any party
P instead broadcasts L or nothing, then P must be malicious and it is safe to
declare a (specific) conflict with P because P violated the protocol specification
in an obvious manner.@ Looking ahead to the next lemma, we note that a
protocol can canonically be made abort-respecting by amending the protocol
with instructions (Rule 1} [Rule 2| [Rule 5| and [Rule 4]) corresponding to generic
conflicts but none for specific conflicts.

Now that we have a good intuition of the presented graph properties, we can
formally show that the disconnectivity of the Trust Graph corresponds to the
honest parties’ ability for Identifiable Abort.

Corollary 5 (Identifiable Abort <= disconnected Trust Graph). Let
n =n(\) and let F' be a set of setups for at most n parties. Let w¥" be an abort-
respecting protocol that securely UC-realizes a functionality F™ with Identifiable
Abort in the F-hybrid model where F':= F' U {F{:}.
1. If the TG of " becomes disconnected, the (honest) parties abort by identi-
fying malicious parties.
2. Upon abort, the TG G of =¥ must be disconnected.

Proof. The first statement follows directly from in Definition [§] Let P
be the set of parties. Note that all honest parties are in the same connected
component () # P’ C P of the TG. Hence, all parties in P\ P’ must be malicious.
As such, an honest party in P’ aborts correctly with P\ P’. The second statement
follows from [Rule 5l in Definition O

Lemma 7 (TG augmentation). Let n be the number of parties P of which
at most 0 < t < n are malicious. Let ¥ be a protocol that securely UC-realizes a
functionality F™ in some model F' F F{¢. Denote by 716 the FU{F}:}-hybrid
protocol that is identical to ©¥" with the addition that it uses F2c in an abort-
respecting way according to Definition E Then 7776 also securely UC-realizes
F™, d.e., 7Pt >

'8 This is similar to the usage of the Trust Graph in [42].
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Proof. Here, the intuition is that the environment can infer the TG from its own
behavior without querying F7. Furthermore, the additional behavior described
in Definition [8| is deterministic and can be inferred from a transcript of the base
protocol mf" by adding the appropriate calls to FT¢ and potentially aborting,
i.e., ending the protocol with abort-messages, if [Rule 4] in Definition [§ occurs.
Now, we formally prove the statement. First, note that 3SVZ : REAL,r 4, (Z)
~ IDEALf» s(Z) because 7 securely UC-realizes ]-"".lﬂ That is, S is the sim-
ulator for protocol 7%,
Let Z denote an environment for protocol 716 Let [ZN’] be the environment
for protocol 7f" that internally emulates Z. As the inner environment Z expects
an interface to F{ the outer environment [Z] simulates a Fi¢ setup for it. [Z]
outputs whatever Z outputs with the following modification: [Z] also simulates
the additional behavior of honest parties as described in Definition [§| using the
internally simulated F7;. As such, the output transcript of [Z] when running

with 7f" is identical to the output of Z when playing with %F’f?% ie.,
REAL.< 4, (|Z]) = REAL-rry, , (Z) . (17)
By the security of 7" there exists some simulator S s.t.
REAL,+ 4, ([;ZVD ~ |DEALM§([§D . (18)

Furthermore, let [g] be the simulator that internally emulates S and also simu-

lates an FJ setup. Analogously to [Z], the outer simulator [S] outputs whatever
the inner simulator & outputs with the modification that [5] also simulates the
additional behavior of honest parties as described in Definition [§] using the in-
ternally simulated F7¢, hence

IDEAL ., 5([2]) = IDEAL,., 15 (2) - (19)
We can conclude that for any Z

REAL-rr, , (Z) =REAL 4, ([Z])
™ s AD

~ IDEALFH7§<[Z~D = IDEAL,, 5 (2) .

D Full Constructions & Proofs

D.1 Impossibility / Lower Bound

In this section we formally prove our impossibility result as sketched in Sec-
tion

19 As in Notation [2| Ap is the canonical dummy adversary.
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Lemma 2 (Connected graph — many disconnected 5—1-subgraphs).
Letn,t e Ns.t.n/2 <t <n—1, andlet = min(n, |[n/(n—t)]+[n/(n—t)]—2).
Furthermore, let V' be a set of n vertices and let v,v' € V : v # v be two different
vertices. There exist some edges 2 C (<\/2) s.t.
1. G = (V,E) is an undirected, reflexive and connected graph,

2. Y{u,u'} € E: |Ng(u) NNg(u)| > n—t,

3. for each V' € M the subgraph G' .= (V' EN (Z;)) is disconnected
where

Nu::{{u} ,ift=n—1
Ng(u) , else

is the set of “effective” neighbors of any vertex u, and
M={V'CV| VAN, #0 AN V' AN, #0 A |V|<p}

is the set of relevant subsets of vertices that contain both an effective neighbor
of v and an effective neighbor of v'.

Proof. The proo@ itself is—by its graph-theoretical nature—quite technical, so
we want to give a brief intuition first. To start, we give a constructive description
of the graph G. This might be best visualized with Fig. |1} it depicts examples of
the graph G for some parameters. Its structure looks somewhat like a caterpillar
path but with triangles. After presenting the description of the graph, we prove
all required properties. The key point to showing that if all relevant subgraphs
(on vertex subset in M) are disconnected, then all such subgraphs contain ver-
tices near each end of the caterpillar. Because the subgraphs are sufficiently
small, some part in the middle of the caterpillar must be missing—dissecting
the caterpillar.

Let h:==n—t,let V = {v1,...,v,} and w.l.o.g. v := vy and v’ := v,,. We define
S- and L-segments by S; = {vjni2,...,vG4+1)n} and L; == {vjny1}. There are
[n/h] many L-segments, and [(n — 1)/h] many S-segments if h > 2. Otherwise
there are no S-segments, i.e., in case h = 1 the S-segments .S; are empty. Based
on these segments we define the graph G = (V| E) by

E={vj,vja}jeln—1}U{{v;v;} ={v;} |j € [n]} (21)
if h=1and
dj€0,[n/h] —1]:ue S;Avw €S, UL; UL
E = {u,u/} V UeSLn/hJ—l /\U/GSLn/hJ (22)
v u=u

if h > 2. Obviously, G is reflexive. We show the following properties of G:
1. G is connected,
2. Y{u,u'} € E: |Ng(u) NNg(u')| > h,
3. each subgraph G’ on V' € M is disconnected.
To show Property |_TS|W notice that all vertices within a given segment are con-
J

e
nected in G, i.e., (<2) C E and (?2) C E. Furthermore, consecutive segments

20 This proof is very similar to the one of Claim 3.1 in [42].
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(d) Example of the graph G from Lemmawith t=7,n=10and 3 =5.

Fig.1: Examples of the graphs from Lemma [2f with V = [n], v = 1 and v' = n.
Segments are represented as dashed boxes, and “effective neighbors” of v and v’ in
grey. Note that any shortest path from N, to N,s (grey to grey) always has exactly
nodes. The graph structure is the same as the “multi-layer graph” in Figure 1 of .
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are also connected in G. For h = 1 this is trivial, for A > 2 this is ensured by
the condition w € S; Avw' € S; U L; U Lj;q in the definition of E.

Next, we show Property i.e., for each V' € M the subgraph (V', EN (Z;))
is disconnected. To this end, we prove that there exists a splitting index jy
which defines two partitions

X=V'n {111, ...7Ujv,h+]_} and Y :=V'n {vjv,h+2, ...,vn} (23)
s.t. L;

g, NV =0 or S;, NV = 0. In other words, V' is missing all vertices
from some segment (in the middle of the caterpillar graph).

In the case h =1 <= [ = n we find for each V' = V' \ {v;} = V' \ L; s.t.
1 < j < n that the splitting index is jy» = j — 1. Because the overall graph G is
a line graph, the strict subgraph on V' is disconnected.

Henceforth, we consider h > 2 <= [ = [n/h]| + [n/h| — 2. Define for
each V' € M the sets of possible splitting indices for the L- and S- segments
respectively
Iy ={ju € [1,[n/h] = 2] | L;, NV’ = 0} (24)

and
Jp = {js € [1,[n/h] —2] | Ss NV’ =0} . (25)

These sets describe which L-/S-segments are missing in V’. Note that N,, =
{v1,...,;vn} and Ny, € {v(rn/n1=2)h+25 -+ U} Which implies

VijL € (1, [n/h] = 2] : Lj, O (No, UNy,) =0 (26)

and
Vjs € [1,[n/h| — 2] : Sjs N (Ny, UN,, ) =10 (27)

For intuition, note that N,, and N, are the “ends” of the caterpillar graph
depicted in Fig. [I} The segments corresponding to ji, € [1, [n/h] — 2] and js €
[1,[n/h| — 2] in the middle of the graph are disjoint from the ends.
Next, we show for each V/ € M that |J&, U J3,| > 0, i.e., a splitting index

exists. Suppose for contraction that no such index existed, i.e.,

Vi, € [1,[n/h] = 2] : L;y NV' #0 < |L;, NV'| > 1 (28)
and

Vjs € [l,[n/h] —=2]: S;u NV #£0 < |S;sNV'|>1. (29)

Moreover, we know that N,, NV’ # () and N,,, NV’ # 0 by the definition of
M >V’ hence |(Ny, UN,, )NV’'| > 2. Then we can write V' as unions of disjoint
subsets

[n/h]—2 |n/h]—2
V'O (N UN, )NVYU | | LipnV'|ul [ SenV'| (30)
ju=1 js=1

which implies
VI =2+ ([n/h] = 2) + (In/h] = 2) = [n/h] + [n/h] 2= (31)

which contradicts the assumption |V’| < . Now, we have shown that such a jy-
exists. For the sake of simplicity we choose the minimal jy = min(J% U J5).
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We go on to show that no vertex in X is connected to any vertex in Y in the
graph G. Suppose for contradiction that {v,,v,} € E for some v, € X C V'
and v, € Y C V', ie., a < jy/h+ 1 and b > jy h + 1. Because v, and vy
are connected in GG, they must be in consecutive segments by the definition of
E. Consequently, we find v, € L;,, and v, € Sj,, because a < jy-h + 1 and
b > jy'h+1 and v, and v are in consecutive segments. This directly contradicts
the splitting property L;,, NV =0V S; , NV’ =0.

Lastly, we show Property [2] i.e., that any pair of connected parties has at
least A common neighbors. For A = 1 this is trivial. Henceforth consider h > 2.
Note that for S-segments it holds that j < |n/h|] = |S;| = h — 1. For each
u, v € L; US;s.t. j < |n/h] it holds that Ng(u), Ng(vw') D L; U S;, hence

NG(U) N N(;(u’) D) Lj C] Sj £S5
INe(u) "Ne(u')| > L US| =[S;| +|Lj|=h—1+1=h. (32)
For each u,u’ € L;US; with j = [n/h] it holds that Ng(u), Ng(u') D S;-1UL;,
hence
Ng(u) ﬂN(;(u/) 28 1ULl; =
Ne(u) "\Ne(u')| > |Sj—1 U Lj| = [Sj—1| + |Lj| = h—1+1=h. (33)
For each u € Sj,u’ € Lj4q with j < [n/h] —1 it holds that Ng(u), Ne(v') D
S; WU Ljy1, hence
Nea(u)n Ng(u/) D) Sj ULy =
Ne(u) "N ()] > [S; U Lj| =S|+ [Ljxa| =h—1+1=h. (34)
This concludes the proof. O

Theorem 2 (No transmitted commitment). Let n = n(\),t = t(\), =
min(n, [n/(n — )] + [n/(n —t)] —2) s.t. n/2 < t < n and (Z) € poly(A).
No {F?, ..., FP=1 Fi-}-hybrid protocol can securely UC-realize Flom 1.1 against
environments that (maliciously) corrupt up to t parties. Formally, we get

comp
{‘F27 "'7‘7571"7‘{31(:} %t ‘FgOM,lzl (1)

where F2, ..., FP=1 stand for arbitrary functionalities of the respective cardinality,
and Flom.1.1 i defined in Appendix ,
Consequently, the correlation complexity for UC-secure ID-MPC' is at least 3.

Proof. On a high level the proof proceeds similar to the the impossibility of
UC commitments without setup in [12]. There an environment Z° corrupts the
sender but simulates the sender honestly, i.e., according to the protocol specifi-
cation with input m. Because all parties act honestly, the receiver must eventu-
ally output the message m upon opening. However, in the ideal execution, this
means that the simulator must extract the message m from the corrupted (but
honestly acting) sender’s message to the receiver during the commitment phase.
Intuitively, this contradicts the hiding property the commitment. More formally,
this simulator (or extractor) can be used by a second environment that corrupts
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the receiver, to extract the message m before its opening. This, however, is im-
possibile for a simulator to achieve because in the ideal execution the simulator
has no information about the honest sender’s message before obtaining it from
the ideal commitment functionality upon opening.

In this proof we proceed similarly but we have to account for the fact that
setups are aborted, hence not all parties can behave objectively honestly, i.e.,
according to the protocol. We remedy this by providing the corrupted (sim-
ulated) parties with alternative (faux) abort messages, that look legitimate to
them. Thus, the simulated parties act honestly relative to their view of the Trust
Graph.

Denote the set of parties by P = {P; = S,Pa,...,P, = R} where S is
the sender and R is the receiver. Let h = n — ¢, and let Ny = {Pq,...,Pp},
N, = {Pn—nt1,..,Pn} and I = {Ppy1,...,Pp_p} be three partitions of the
parties. (Intuitively N; will be the neighbors of the sender and N, will be
the neighbors of the receiver.) Furthermore, denote by 7comit the round num-
ber in which the last (honest) party outputs (receipt commit). Denote by
extE™ = (1), 4,0, .00 )< the list of all messages that party P € P
sends to any setup (excluding broadcast) during the commit phase. Here s, , ;
denotes the i-th message that P sends to the setup with session id ¢ in round
n. For any set of parties P’ C P let ext$™*® := (extg™™*)pepr. Moreover, let
BEOMI = (1), 4, Wy P i )< neomse,P,i deNOtE all messages that were broadcasted dur-
ing the commit phase.

We will prove the impossibility via a series of hybrid games. Suppose for
contradictio that {F7~1 o} 50 Féom1.s i-e., there exists a protocol

p—1 zn . . .
7/ »Fec and a simulator S s.t. for all environments Z<; that maliciously cor-

rupt up to ¢ parties it holds that

{REALWFBI’FQQAD (th(k) (1)‘7 )) })\GN ~ {IDEAL}-n()\),S (th(k) (1)" )) },\EN .

We note that each following environment corrupts either Ny W1 or I U N, i.e.,

at most t parties.

H, Consider an environment Z2, that initially corrupts I U N,,, and let’s the
(simulated) adversary abort all setups of size at most 3 — 1 that contain
both a neighbor of the sender S and a neighbor of the receiver R according
to Corollary |1l The honest sender S gets a random message m «+ {0,1}*
as input. The malicious parties I U N,, are simulated honestly with faux
aborts. Concretely, the environment Z2, modifies the internal simulation of
the malicious parties as follows: When a setup F?~! on parties P’ C P is
aborted with (abort, C), then the environment Z2, provides the simulated
parties with a counterfeit abort message (abort, P'\ C). Note that the faux
aborts lead to the same Trust Graph for the honest parties N7 and the
malicious parties I WU N,,. Yet, the TG is connected, thus the protocol cannot
abort, as guaranteed by Corollariesand Therefore, in the ideal execution,

21 We omit setups of cardinality smaller than 8 — 1, this does not affect the validity of
the proof.
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after opening, the environment in the name of the malicious receiver learns
the opened message m’ from the ideal Flom1.1- The environment decides
ideal iff m = m’, and real otherwise.

Here, we switch to the real execution with the same environment Z2, and the
dummy adversary. This is justified by the security of the assumed protocol
7P TR

Here, we consider a slightly different environment Z1, which behaves the
same way as th but corrupts N1 U I instead of I U N,,. Now, the malicious
parties N; U are provided with faux aborts analogously to the first hybrid.
Still the sender S has the input message m < {0,1}*, and the environment
ZL, decides ideal iff m = m’, and real otherwise. However, now m’ is
the honest receiver’s output instead of the adversary’s output. The output
distributions of the environments Z2, and Z1, are identical because all
parties have the same view of the TG and behave exactly the same way in
both games, i.e., they behave honestly relative to their view of the TG.
Here, we consider a slightly different environment Z2, which behaves the
same way as ZL, but Z2, internally simulates all setups in which only par-
ties from P’ C N; U I participate. All messages to such setups that Z1,
gives to the adversary in the name of malicious parties are suppressed, and
all messages to malicious parties from such setups are replaced with the mes-
sages from the internal simulation. (From the view of the simulated parties
the setups work normally.) In other words, all inputs to setups that only
concern malicious parties are sanitized. Technically, the purpose of this step
is to prevent the simulator from learning any communication between ma-
licious parties via setups. Intuitively, the environment controls all malicious
parties anyway, so malicious parties need not communicate via setups in the
first place. The output distributions of the environments Z1, and 22, are
identical because the honest parties’ view is identical to the previous hybrid,
and hence the adversary’s output distribution of the opened message m’ is
the same.

Here, we switch back to the ideal execution with the same environment
Z2, and the simulator. Recall that the parties Ny U I are malicious. If the
environment’s output is to be indistinguishable from the previous hybrid—as
is dictated by the security of our assumed protocol, the simulator needs to
extract the (malicious sender’s) message m during the commitment phase
from the malicious parties’ messages to setups, i.e., from ext?@ff‘jilt. In other
words, there exists an extractor £ that on input (ext35r, B™*) outputs
m with some overwhelming probability 1 — pu.

Claim 1. In and it holds that exti™"® = 0, thus ext§"ly" = ext§o™*.

Proof. Recall that all messages from malicious parties to setups exclusively
among malicious parties are suppressed. Furthermore, recall the structure of the
TG after aborts according to Corollary [1| (compare Fig. |1)). The crucial point is
that the parties N only participate in non-aborted setups (excluding broadcast)
that contain exclusively malicious parties, i.e., within N7 WI. Thus all their setup
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inputs are sanitized.

For contradiction, suppose there was a setup of cardinality 8 — 1 on some par-
ties P’ C P s.t. it contains some party from N; and some honest party from
P\ (N1UI)=N,,ie.,

PONi#OANP NN, #0AN|P'|<B. (35)
Exactly this kind of setup is aborted according to Corollary [I] Consequently,
only (some) messages from parties I are not sanitized. |

Now, consider a final environment Z2, that corrupts I U N, (the sender
is honest) but uses the extractor £ during the commitment phase to obtain
some message m’ from the messages (ext§o™i Beommit) Specifically, Z2, acti-
vates parties until all (honest) parties output (receipt commit), thus learning

(ext§ommit, Beemmit) Rinally, Z2, uses the extractor £ on input (ext§o™i®, Beomit) Claim [

(ext§ry", BE™*) to extract message m/. The environment Z2, outputs real
iff m = m’ where m < {0,1}" is the honest sender’s random input message, and
ideal otherwise. In the real execution, Z2, will output real with overwhelming
probability 1— p due to the correctness of the extractor £. In the ideal execution,
the simulator has no information about m during the commitment phase (before
round 7comnit ), thus the probability for m = m/ is 272 hence Zit outputs ideal
with probability 1 — 27*. The environment’s probability of success is
2|Pr [Z%t correct] —1/2| > 1 — 27 — 11 € owhl(\) (36)
where
Pr [Zét correct| = Pr[real] Pr [Z%t — real | real]
+ Pr[ideal]|Pr [Z%t — ideal | ideal]
= (Pr [Z%t — real | real] + Pr [th — ideal | ideall)/2
(37)
where the randomness is over the honest parties’ and the environment’s ran-
dom coins (including the sender’s message). This contradicts the security of the
assumed protocol 77 +Fec, O

D.2 Constructions / Upper Bound

In this section we formally prove Lemma [3| and present our two constructions in
detail. Obviously, for t = n — 1 we get 8 = n which—in light of the universal
Correlated-Randomness setup [30]—renders any other construction redundant,
therefore we consider t < n—2 = = |n/(n—t)|+[n/(n—t)] —2 henceforth.

Lemma 3 (Connected graph — few disconnected jS-subgraphs). Let
nt€Nst.n/2<t<n-2 andletf:=|n/(n—t)|+[n/(n—1t)] —2. Let V be
a set of n vertices and let v,v' € V : v # v be two different vertices. Moreover,
let E C (<V2) be a set of edges s.t. G == (V, E) is an undirected, reflexive graph,
and let N, = Ng(u) be the set of neighbors of any vertex u, let

M:={V'CV]| VAN, #0 A V'ONy#0 A |V|=5}
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be the set of relevant subsets of vertices that contain both a neighbor of v and a
neighbor of v', and let

E* = {{u,u'} € E||N,NNy|>n—t}
be the set of postpmcesseﬂ edges. If for all V' € M the subgraph G' .= (V' EN

(Z;)) is disconnected, then G* = (V, E*) is disconnected. Furthermore, the map

o G— G* is efficiently computable.

Proof. Similar to the proof of Lemma [2| this proof quite technical, so we want
to give a brief intuition first. For contradiction we assume that all relevant sub-
graphs are disconnected, yet the overall graph is connected. Then there must
exist some path between any two vertices. Moreover, to due to the postprocess-
ing ¢ of the graph, the vertices along such a path must have some auxiliary
neighbors that are not in the path themselves (the legs of the caterpillar graph
in the proof of Lemma. We reach a contradiction by counting all vertices along
any such path plus their auxiliary neighbors. It turns out that strictly more than
n vertices are necessary to construct such an postprocessed, connected graph.
Again, we recommend to keep Fig. [l|in mind as a visual guide.

First, we note that the map ¢ is computable in time O(n?®) by computing
|Ny N Ny| for each pair u,u’ € V and removing the appropriate edges {u,u’}
from F.

Let h :=n —t and let N} := Ng-(u). For contradiction we make the following
assumptions

1. for each V/ € M the subgraph G’ = (V' EN (Z;)) is disconnected,
2. Y{u,u'} € E* 1 [N NN} | > h, yet
3. G* is connected. (counter assumption)

Because of there must be a path in G* from any vertex u € N

to any vertex v’ € NJ. Consider any shortest path W = {wq = u,...,wg = v’}
from u to v’ with length 5. Note that WN N = {u} AW NN} = {v'} and

Vie[l,8 —3]: N5 NN, =10 (38)

Wi43
because otherwise a shorter path from N; to N existed. Any such path W
must have length 5’ > 3. Otherwise, because of Assumﬁtion 3 there existed
some V' s.t. W C V' € M yet V' is connected which contradicts [Assumption 1
For each two consecutive vertices w;, w;1+1 on the path W we define joint neigh-
bors J; == (Ny, NNy )\ W (excluding parties on the path itself) and notice
that

LﬁLﬁ:(NLﬂN; AN AN )\Wg(N;mN;

i+1 Wi42 Wi+3

)\W=@
(39)

i+3

22 The postprocessing ¢ corresponds to the (repeated) application of of Defini-
tion |8] i.e., removing edges from parties with strictly more than ¢ conflicts.
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and Ny NNy NW = {w;, w1} due to Eq. . From |[Assumption 2| i.e.,

V{u,u'} € E* : NN N},| > h, it follows that
|JZ| =|N NN}

w;y Wi41

— Hwi, wig1}[ > h—2.
—_—

=2

(40)
>h
Note that Vi € [2,5' — 1] : N N (N;UN}) =0, otherwise there existed some ¢

wi

st. W= A{wi,...,wg } or W' := {wy,...,w;} would be a shorter path from N}
to NV, in G*. Moreover

Vie 2,8 —2]: ;N (NS UN;) =10 (41)
implies
Viell,[8/2] —1]: JouuN(NFUNS) =0 . (42)
Now we can express the set of all vertices as disjoint sets
[8/2] -1
VOWuW AW UN A\ ) (43)
i=1
which implies
#72] -
n=V|> W+ N \W[+ N AW+ > |
—~ —— —— =~~~

B’ >h-1 >h-1
>3 +2(h—1)+[B'/2-1](h—2)
=p"+2+[8/2+1](h—2)
> B+3+[(B+3)/2](h—-2).

Forn/h e N < [ =2n/h—2 we get
n>2n/h+1+(n/h)(h—2)=n+1. (45)
Forn/h ¢ N <= B =2|n/h| — 1 we get
n>2|n/h]+ 2+ (In/h] +1)(h—2) = |n/h|h+h=[n/hlh>n. (46)
Both cases come to a contradiction which concludes the proof. Note that Eq.
poses a “minimal” contradiction, in the sense that the overall number of vertices

exceeds n by just one. This attests that the setup size [ is indeed optimal,
matching the tightly complementing Lemma [2} O

The above lemma can be understood visually when looking at Fig. [I| There
is always a connected subgraph of G of size 5 which connects some neighbor (in
grey) of the first vertex and some neighbor of the last vertex.

Next, we give a construction of a global (one-to-many) commitment func-
tionality from commitment setups of size 8 and a global broadcast. The basic
idea is for the sender to simply input its message into all setups, and later open
all of them. If the sender is honest, all messages will be consistent and all honest
parties will output the correct message. A problem arises when a) the sender is
malicious and inputs different messages into different setups, or b) many setups
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are aborted s.t. some (honest) receivers don’t obtain any opening information.
For a) the remedy is to let the sender commit to a threshold sharing of its
message such that the receivers can request the opening of some shares—which
the sender then also has to broadcast—because the threshold sharing is robust
against a half of manipulated shares any sufficient inconsistency between the
shares obtained from the setup commitment and the ones broadcasted will be
detected with overwhelming probability. For b) we use the structure of the TG to
recognize that whenever a receiver was completely “cut off”, most of its neigh-
bors must be honest, thus such receivers simply follow the behavior of their
neighbors.

Theorem 3 (COM expansion). Let n = n(\),t =t(\),[ = [n/(n—1t)] +
[n/(n—t)]—2st.n/2<t<n—2and (g) € poly(X). There is an efficient pro-
tocol weoy that statistically securely UC-realizes Floy in the {Fayr, FP, Fic}-
hybrid model against environments that (maliciously) corrupt up to t parties.
Formally,

n ) stat n
{fSQMTa]:ﬂ» BC} ~t FCom - (2)

Proof. First, note that F7 is realizable using only Fg. by Lemma |§|, SO we
explicitly use F7¢ in the protocol construction. We require all honest parties
to locally compute the postprocessed Trust Graph G* < ¢(G) when obtaining
G from F{;. Moreover, we require mcqy to be abort-respecting as described
in Definition [8] In particular, whenever a setup is aborted, the honest parties
resolve that abort according to before resuming the protocol s.t. the
corresponding subTG is disconnected.

Before we give a formal description we outline the protocol intuitively. Let P =
{S,R1,...,R,_1} denote the set of parties where S is the sender and R; are the
receivers. For notational purposes we use the notation Ry := S. Denote by Np :=
Ng(P) the party P’s neighbors at any given point in time. Let £ := n)? be the
size of the (¢,2¢)-threshold sharing and let p := A be the number of probing
shares per party.@ The commit phase goes as follows:

1. The sender draws a random bits b + {0, 1}" and secret-shares its message m
as (1 < Sharey o,(m) and each bit of b as &/ < Share 2,(b;). Then the sender
broadcasts (commit, o, Ns) where 0 := 11 & g e, & is a masked sharing,
and sends & to the neighboring receiver R;. Additionally, the sender inputs
the sharing p into all non-aborted SCOM setups.

2. Each receiver R; who obtained some sharing &7 inputs it into all non-aborted
SCOM setups and acknowledges with a broadcasted receipt.

3. Each party draws random probing indices 17 ([Qj]) and broadcasts them.

4. Each party opens all its SCOMSs on all probed indices U = U;:& v and
additionally broadcasts its respective shares, i.e., u5¢ or §gc’j .

5. Each party checks the consistency between the probed shares and the broad-
casted one. If the shares opened in a setup are not equal to the broadcasted

23 We use these (non-optimal) parameters for simple exposition.
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ones, then the parties that notice the inconsistency proceed to declare con-
flicts with the parties whose broadcasted shares are not equal to the ones
opened in the SCOM. Consequently, such setups will become aborted (dis-
connected) after the application of because honest parties declare

conflicts with the offender and its loyalists. Next, the parties check consis-

tency of the broadcasted shares themselves, i.e., oy Z ,ugc <) @R]E Ne f’,CJ .

« If all shares are consistent, each receiver outputs a receipt.

« Otherwise, the sender must identify which neighbors broadcasted a differ-
ent £€BCJ £ €1, As such at least one sender-neighbor conflict arises, the
protocol starts again with updated neighbors Ns. If no such conflict is
declared, then S must be malicious.

The opening phase goes as follows:

1. Each party opens all SCOM setups in which it committed to some shares.@

2. Each receiver that receives all necessary shares reconstructs the message m
and broadcasts it.

3. Each receiver declares a conflict with each receiver that broadcasts another
message, and outputs m.

4. Each receiver who did not receive all sufficient shares either abort the pro-
tocol if the TG is disconnected or they output the majority of what their
neighbors broadcasted.

The crux of the protocol can be made intuitive by looking at Fig. ) Suppose
the malicious sender is represented as 1 and the honest parties are 7,8,9. Now,
the adversary can abort setups in such a way that the sender and honest parties
are not jointly in any setup—thus cutting off the honest parties 8 and 9 from
obtaining any opening information. However, the party 7 will always be in some
setup with each neighbor, 2 and 3, of the sender. Recall that the sender gives its
neighbors an additive share &/ of the mask. Because the sender’s neighbors are
committed towards party 7, party 7 can recover the message and parties 8 and 9
can output the same message because they know that 7 is honest as well. On the
other hand, if the sender was honest, then malicious receivers don’t obtain any
information about the message from o and the £7’s because at least one additive
share of the mask is held by an honest neighbor of the sender.

Now, we provide a more formal description of the protocol. Throughout the
protocol let J(S) ={M C P ||M|=8ASCMA(M,E*N (242)) connected }
be the set of subsets of parties containing the parties S whose corresponding
subgraph is (still) connected, i.e., whose corresponding setup is not (yet) aborted.
In other words, J(S) is the set of subsets of parties with which the parties S
can still perform a setup. Note that this set might dynamically change during
the protocol as setups are aborted. We use the number ¢ := |Ns| as a counter,
i.e., everytime ¢ decreases the protocol restarts—all honest parties deprecate all
previously used information and setups, and the sender behaves as if it received
(input,m). We denote an instance of ]-"SBCOM on some set of parties M € J(0)

24 Due to the verification step in the commit phase the shares in each setup must
reconstruct to the same message except with negligible probability.
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with counter ¢ by Cas,. As a notational guide we use the index j for receivers
that are neighbors with S while the index i € [0,n — 1] is used for any receiver.

Protocol meom

The protocol mgy proceeds as follows, running with parties P =

{S,Ry,...,Ru—1}, malicious parties C' C P, adversary .4 and environment Z.

Messages not covered here are ignored.

+ In the first round each party G}, + (P, (<PQ)) and stores tref < L.

« Each round each party P inputs (query) into Fic to obtain the TG in the
next round.

+ On output G = (P, E) from F4, the party P computes the current counter
L. If t < iret, it deletes all previously received messages and updates the stored

Yt o(G) and sets tyer < ¢. If the sender received (commit,m) from Z
before, it behaves as if it received it again.

+ On input (commit,m € {0,1}) from Z, the sender S creates a sharing
p < Shareg 2¢(m), and inputs (commit, ps) into Cpy, for each M € J({S}).
The sender draws bits b + {0, 1}" !, shares each bit &/ «+— Sharey 2,(b;) and
sends (shares,£’) to R; via F&,. Then S broadcasts (commit, o, Ns) where
o= u®d @Rie N €%, The sender ignores further input of this type except
when the counter ¢ is decreased.

« On output (shares, &) from F2,r from S, the party R; stores &/ and inputs
(commit, &) into all Cpy,, for each M € J({R;}). The receiver R; broadcasts
(receipt).

» On output (output,S, (commit,o, N')) from F§., the receiver R; checks
whether N’ = Ns, if not the message is ignored. Any receiver R; € N’
also checks whether it received (shares, ¢?) before. If not, then it inputs
(conflict,S) into F7. (Note that ¢ decreases by one.) Next, R; checks if
it received (receipt, R ) from Cps, for all R; € Ns and M € J({R;,R;}). If
so, R; samples some probing indices v* < ([Qf]) and broadcasts (probe, /).
Then R; stores Ngy < N'.

« On output (output, Ry, (probe, v )) from Fg. for all i’ € [0,n — 1], each
party R; : ¢ € [0,n — 1] opens its shares at the probed indices by inputting
(open, U) into Cyy,, for each M € J({R;}) where U == J;,_ 0 v* . Furthermore,
each neighbor receiver R; € Ng, broadcasts the probed shares (shares, §JU)
while S broadcasts (shares, u;).

+ On output (output,S,U, piyy) from Cas,,, the receiver R; stores uU — uy-

+ On output (output,R;,U, fU) from Chr,., the party R; stores fj M §J

« On output (output, S, (shares, z5°)) from Fg, the recelver R; checks con-
sistency with the opened shares. If 3M € J3({S,R;}) : uM # uBC, then re-
ceiver R; declares a conflict with S, i.e., it inputs (con:fllct S) into F..
In effect, the setup Cas,, is aborted with (abort,S), hence of Defini-
tion [8| applies and the subgraph on M becomes disconnected. (Note that ¢
decreases.)
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Protocol meqy (cont’d)

+ On output (output, Rj, (shares,fgc’j)) from Fj for all R; € N’, the re-
ceiver R; checks consistency with the opened shares. If 3IM € J({R;,R;}) :
5(1}/1,]‘ #* §Ec’j, then receiver R; declares a conflict with Rj, i.e., it inputs
(conflict, R;) into FJ. In effect, the setup Cps,, is aborted with (abort, R;),
hence of Definition [§ applies and the subgraph on M becomes discon-
nected. For each R; € N’ the sender checks whether fgc’j = ¢}, if not, then
S inputs (conflict,R;) into F7;. (Note that . decreases.) Furthermore, if
ou # upC @ Dr, N &°
d < 1, otherwise 6 < 0. Each party broadcasts OK'.

+ On output (output, Ry, 0K!) from FJ. for all i’ € [0,n — 1], then
e R; abortslﬂ with (abort,S), if § = 1 A Ns = Ngy,

o otherwise R; broadcasts 0K?, if § = 0 A Ns = Ngx.

« On output (output,R;,0k?) from Fg- for all i € [0,n — 1], each party
outputs (receipt commit) and stores gy < ¢

+ On input (open) from Z, sender S opens all shares by inputting (open, [2¢])
into Cpyz,,, for each M € J3({S}), and broadcasts open.

+ On output (output,S, [2(], p15 = ) from Cas.4,, the receiver R; stores p.

+ On output (output,S,open) from FJ, any receiver R; € Ngy opens its
SCOMs by inputting (open, [2¢]) into Cpys,,, - If receiver R; obtained y, i.e.,
J({S,Ri}) # 0, then R; broadcasts and stores message m <— Recovery o¢(p).

« On output (open, Rj,f[jm = ¢J) from Cpr,,, for all R; € Npgy, then R;

recovers m <— Recoverp o¢(o & @Rj €Ng &7) and broadcasts and stores m.

. then receiver R; stores an inconsistency flag

« On output (output, S, open) and (output, Ri/,ﬁzi') from Fg. for all Ry €
N¢(R;), the receiver R; inputs (conflict,Ry) into F7. for each m’ # m,
i.e., R; declares a conflict with each receiver broadcasting a message different
from its own. Afterwards, of Definition [§] is applied. If the TG is
disconnected, then R; aborts, otherwise R; outputs (open, m) and terminates.
Either R; recovered m itself, or it outputs the majority bit of whatever its
neighbors broadcasted.

% Some receiver broadcasted inconsistent shares but the sender did not declare a
conflict with them.

Before analyzing the protocol in detail we give a simulator for the canonical
dummy adversary. The simulator runs a simulated protocol where it executes
the protocol code for all non-corrupted parties. Whenever the environment acti-
vates an honest dummy party, the simulator is notified and simulates the party’s
protocol code. Any message from and to malicious parties are forwarded to the
simulated setup functionalities.
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Simulator for gy

+ On output (receipt commit) from F¢q,,, the simulator S gives input
(commit,0) to the simulated sender S'.

« On output (receipt commit) from all simulated (honest) R}, the simulator
S sends (commit,m) for m < Recovery o¢(12) to the ideal Flq), in the name
of S which previously input the sharing i into the setup Cps .4, s.t. M’ is
the canonically smallest set in J({S}).

+ On output (open,m) from FZq),, the simulator S gives local input (open)
to the simulated sender S’ which will open the remaining setups Cyy ., for
all M € 3({S}). Here, the simulator equivocates each remaining simulated
CM g, t0 a random sharing fi <— Shares o¢(m) s.t. fiy = py. The simulated
Ch s, ON input (open,[2€]) from S’ sends (open, S, [2€], i) to the simulated
dummy adversary. This is possible because at most np shares have been
probed (at least 2¢ — np remain veiled) but the simulator only needs to
equivocate £ +1 = nA\%2 + 1 < n(2)\? — \) = 20 — np. The same strategy
applies for the opening of the £/’s of the honest receivers.

+ On output (open,m) from all simulated R}, the simulator S sends (open)
to F&om in the name of S.

« On input (abort, C’) for any simulated setup session with parties M C P
and ) # C' € M N C, the simulator aborts that session by forwarding
(abort, C') to it.

« On output (abort, C’) from all simulated parties, the simulator S inputs
(abort, C") into F&oy-

From the description of the simulator it is apparent that the honest dummy
parties output the receipt resp. the opened value exactly when the simulated
(honest) parties would output the receipt resp. opened value. It is also clear from
the simulator’s description that for an honest party the simulator can equivocate
its input into simulated setup functionalities to let the simulated parties output
m which the simulator receives from F¢q), at the start of the opening phase.

Henceforth, we focus on proving that honest (simulated) receivers actually
output m. To see why the protocol works, we make four observations conditioned
on the fact that the protocol does not abort. Let H C P denote the honest
parties.

Claim 2. When all (honest) parties output (receipt commit) in the real/sim-
ulated protocol, for all M € J({S}) s.t. M N H # O the sharings i in Car.,,
encode the same message m with overwhelming probability. The same holds for
the sharings €M for all R; € Ngy and M € J({R;}) s.t. M N H # (.

Proof. We prove Claim [2] by contradiction. Note that all sets M contain at least
one honest party. Therefore, when all (honest) parties output (receipt commit),
then there exists a set of (at least p uniformly chosen) indices v on which the
shares i of all setups must equal the broadcasted shares i°°. Formally,

e ([Qj]) VM e3({S}): MNH#0 — M =puBc. (47)
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Now, suppose for contradiction that there exist two setups M and M’ whose
valid sharings encode different messages. Because the sharings are valid they
must differ on at least £ + 1 indices, i.e., I € (ﬁﬂ) Vk €V : ﬁfy #+ ﬁfy , while
also v N7 = (). By Lemma [5] the probability of that event is bounded by

Pr, (i) [Ny = 0] < 277(FD/20 < gmol2 = 972 (48)

Conversely, with probability at least 1 — 27*/2 two sharings encode the same
message. The same argument holds for the masks £*7. By a union bound over
all possible commitments (with the maximum of n restarts) we know that all
mask bit and the masked message itself are consistent with probability at least
1 —n327M2, [

Recall that the simulator extracts the message m from the malicious sender’s
inputs into the setups during the commitment phase. Claim [2| combined with
the fact that (receipt commit) is only output if 0 = p® Py, ;.. &' guarantees
that m is equal to whatever message (if any) all honest receivers output during
the opening phase. For an honest sender it obviously holds that m = m.

Next, we show that honest receivers can indeed output the message m. To
this end we first show that some honest receiver can output m by recovering it
from at least one setup.

Claim 3. For S & H, at least one honest receiver is able to reconstruct the

message by receiving all shares: 3R € H3IN € Ns : I({N,R}) # 0.

Proof. Again, we prove the observation by contradiction. First, note that the
map ¢ : G — G preserves the “no honest-honest-conflict” property of the TG.
That is, for honest parties H C P, if (<1{2) CFEF = (52) C E*. This follows
readily from the fact that honest parties are always in some (possibly many)
h-clique in G whereas the postprocessing ¢ removes edges between exactly those
parties that are not jointly in any h-clique in G. Therefore at least one party of
any removed edge must be malicious.

If an honest receiver R is in some setup with S itself or in some setup with
each neighbor of the sender, the receiver R can recover the correct message. In
the first case R can directly recover m <— Recovery o¢(t), in the second case R
can recover m < Recovery (o ® @g . &) because R obtains all &/’s of all
neighbors of the sender.

Now, suppose for contradiction VR € HVYN € Ns : J({N,R}) = 0. The
statement J({N,R}) = () means that all setups on parties M s.t. NNR € M A
|M| = 8 must be aborted. To bring this counter assumption to a contradiction
we use the counting argument from Lemma (3| where V := P, v = S and v’ =
H € H C P. Note that any Ns € Ns and Ny € H C Ny must have distance at
least Ag(Ns,Ny) > 3 by assumption. We consider the two cases:

1. Some honest party has a large distance to the sender, i.e., 3H € HVNg €

Ns : Ag(Ns,H) > 84 2. Then any Ns € Ns, Ny € Ny have at least distance

B =+ 1> . Hence, counting the overall number of parties according to

Eqgs. (44) to (46) yields a contradiction.
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2. All honest parties have small distance to the sender, i.e., INg € Ns\{S} VH €
H: Ag(Ns,H) = 8+ 1. Let Nj; be some neighbor of the honest parties with
distance A¢(S,Niy) = 8 = Ac(Ns, H). Here, we can count the overall number
of parties in L- and S-segments corresponding to a shortest path from S to
Nj. Overall, we count n > [(8+1)/2] + | (B+1)/2](h — 1) + h parties, i.e.,
the parties in the L-segments, the parties in the S-segments, plus the honest
parties. We find the contradictions

B=2n/h—2 = n>n/h—1)(h—1)+n/h+h=n+1 (49)
B=2n/h] -1 = n>(In/h] —1)(h—1)+ |n/h] +h>n.

Consequently, if no abort occurs, at least one honest receiver must obtain m. W

Lastly, we show that any receiver that does not obtain m from some setup
can rely on its neighbors to output m.

Claim 4. If an honest “cut-off” receiver does mot receive any shares and the
TG is connected, it can output whichever message the majority of its neighbors
output.

Proof. Note that for h = 2 a receiver that does not recover the message directly
has only one neighbor who must be honest. For h > 3 at most h — 1 neighbors
of an cut-off receiver can recover the message directly. Furthermore, to the cut-
off receiver R; it is obvious from the T'G which ones those are, i.e., Ng(R;) N
Unene(s) Unreaqny) M- We want to recall Fig. ) as a visual aid. Here, suppose
1 is the sender and 8 is the cut-off receiver, then only 5 and 6 are the receivers
that recover the message from the masked sharing o and the mask sharings ¢’
obtained from 2 and 3. If 5 and 6 are honest, they both broadcast m. If one
deviates and broadcasts something else, then 5 and 6 get into a conflict As a
consequence of applying the map ¢ we now also find conflicts between 4 and 5,
and 4 and 6, thus the overall TG is disconnected and all (honest) parties can
abort.

More generally, if a receiver R is cut off, then the distance between the sender
and the receiver is large. W.l.o.g. the sender is in the first segment, and the
cut-off receiver is in the last segments, i.e., R € Ly, /n) U Spp/n)—1-

« If |Liy/n) Y Srn/n—1] = h, then all neighbors of an honest R are honest as
well because R € Ly, /n W Sr,n1—1 = H.

« If |L|n/n) Y Stn/n1—1] < h, then the parties in Sp,/p1—2 form a majority of
the parties R’ := (S(n/h}—l UL\_n/hJ US(n/m,l) \ {R} 2 Nr\ {R}. Moreover,
all parties in Sy, ,1—2 must have broadcasted the same message, otherwise
they would be in conflict, and hence not in the same segment. Furthermore,
at least one party in Sy, /,1—2 must be honest as well, because h — 1 of the
at most 2h — 3 parties in R’ are honest. As such all parties in Sp,/,7—2 (the
majority) must broadcast the correct message.

|
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For a malicious sender we have shown that the simulator extracts the message
m that the honest receivers actually output in the opening phase. We make a
last observation for the case of an honest sender.

Claim 5. If the sender is honest and the protocol is not aborted, then all honest
recetver will output the correct message.

Proof. If the sender is honest it will truthfully input its sharing p into Cay,,,,, for
all M € J({S}). As such, if a receiver R recovers the message from some direct
setup M € J({S,R}), then it obviously recovers the correct message. Here the
adversary has no way of interfering with the sharing of the message. Lastly, note
that if S is honest and R is honest as well, then J({S,R}) # 0 because {S,R}
plus their extended neighbors always form a connected subgraph of size 8 of
the complement TG, otherwise the TG would be disconnected and the protocol
aborted. |

For exhibition, we can now give a series of hybrid games:

‘H1 This game is the real execution where all parties follow the protocol.

Ho This game is the same as before except that there is an ideal dummy func-
tionality FZqy which is connected to (honest) dummy parties which obtain
the same local inputs as the honest parties in the real protocol. The real ad-
versary A is replaced with a simulator S that behaves exactly as A and, if the
sender is malicious, the simulator S extracts the sender’s input (commit,m)
for F¢om from the real protocol execution. If the sender is honest, then the
honest dummy sender forwards its input (commit,m) to Fqy-

The output of the dummy parties is ignored, i.e., the game’s output is still
exactly the same as before.

Hs This game is the same as before except that this game aborts, iff the (opened)
message output by the honest parties differs from the output of the dummy
parties interacting with the ideal dummy functionality.

This event of differing outputs occurs only negligibly often, as argued in
Claims 2 to 5. Hence, the game’s output behavior is statistically close to the
previous one.

H4 This game is the same as before except that now the environment interacts
with the the dummy parties of the ideal functionality instead of the parties
in the (real) execution output. (Still the parties of the protocol execution
get the same input as the dummy parties, i.e., they behave as before. The
only difference is that their output is ignored.)

Due to the abort condition established in the previous game these outputs
are identical, hence the output of this game is exactly the same as on the
previous game.

Hs This game is the same as before except that the parties in the protocol
no longer obtain the environment’s input but are instead simulated by the
simulator S. In particular, if the simulator gets (receipt commit) from the
ideal F&q) it simulates the honest sender with input (commit,0). This game
is the ideal execution.
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This game and the previous game have exactly the same output behavior
because the (honest) dummy parties’ output depends solely on the ideal
functionality F{gy and not on the local input of the simulated sender.
The protocol requires invocation of at most O((g)) C poly(\) setups per restart
(decrease of ¢) and can be restarted at most O(n) C poly(A) times because a
restart means that the sender lost at least one neighbor. O

Next, we present our protocol for Fully Committed Oblivious Transfer (FCOT).
As in the classical OT the sender holds two messages m®, m' and the receiver
holds a choice bit c. To make the construction easier to analyze we assume parties
to have access to the global commitment setup which is provided by Theorem 3}
The role of the global commitment is to commit both the sender and the receiver
to their input s.t. they cannot change it after the OT phase.

Intuitively, the protocol tries to perform a direct Shared Oblivious Transfer
(SOT) via a setup that contains both the sender and the receiver. If this does
not work, then the sender and the receiver use designated (trusted) neighbors to
carry their SOT, or the sender additively shares its message with its neighbors
who perform the SOT on the sender’s behalf. The structure of the TG guarantees
that the neighbors can indeed perform SOTs with each other, i.e., while all direct
SOTs may be aborted the “mediated” SOTs cannot be aborted without causing
the overall protocol to abort.

In the proof we use the following multi-sender variant of global commitment
which can be constructed from FZyy by the Universal Composability Theorem
of [11].

Functionality F{icom

Flicom proceeds as follows, running with security parameter A, parties P =

{P1, ..., P}, malicious parties C C P and adversary S. Messages not covered

here are ignored.

« When receiving (commit, m € {0,1}*) from party P;, store (P;,m) and send
(receipt commit, P;) to all parties. Ignore further messages (commit, -) from
P;.

« When receiving (open) from party P; and (P;, m) is stored, send (open, P;,m)
to S. Upon the next activation, send (output, P;,m) to all parties and ter-
minate. Ignore further input from P;.

« When receiving (abort, C’) from S with ) # C' C C, then output
(abort, C') to all parties and terminate.

Theorem 4 (FCOT expansion). Let n = n(\),t = t(A),8 = |[n/(n —
)]+ n/(n—t)] —2 st. n/2 <t < n-2 and (g) € poly(X). There is
an efficient protocol Trcqr that statistically securely UC-realizes Ficor in the
{Feur fsﬁFE,fv Floms Fic t-hybrid model against environments that (maliciously)
corrupt up to t parties. Formally, for some specific functionality F°® we get

0 n | St n
{Fawr, 7, Feoms Foc} i Ficor - (3)
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Proof. First, note that F7 is realizable using only Fg. by Lemma @ SO we
explicitly use F{ in the protocol construction. Moreover, note that {ngM}Siitn
Fiicom by the UC theorem. Thus we use Fyjcom as well, and to reduce the
notational complexity of the protocol we omit the session ids when they are
clear from the context.

Denote the set of parties by P = {S,R, Wy, ..., W,,_a}. We require all honest
parties to locally compute the postprocessed Trust Graph G* < ¢(G) when
obtaining G from F7;. Moreover, we require mrcqr to be abort-respecting as
described in Definition [8] As such, we condition our analysis on the case where
the overall TG is connected.

Before we give the formal description of the protocol we outline it intuitively.
The OT phase goes as follows:
The sender draws two mask bits at random and commits to them globally.
The sender creates two threshold sharings of its two masked messages.
The sender commits globally to each share individually.
The sender inputs its shares into the canonically smallest (not yet aborted)
SOT-setup that contains both the sender and the receiver.
The receiver creates a threshold sharings of its choice bit.
The receiver commits globally to each share individually.

7. The receiver inputs its sharing into the canonically smallest (not yet aborted)

SOT-setup that contains both the sender and the receiver.

8. The receiver obtains the chosen (masked) message.
9. All parties in the setup obtain some probing shares of (the sharings of) the
masked messages and the choice bit.
10. The sender and the receiver open the global commitments corresponding to
the shares at the probed indices.
11. The parties which participate in the SOT-setup verify that the opened shares
are consistent with the ones obtained from the SOT-setup.

11.1. If all shares are consistent, the sender opens the masks. The receiver
obtains the chosen unmasked message. The other parties in the setup
output a receipt, followed by all other parties (outside the setup).

11.2. If any shares are inconsistent, then all parties in the setup declare a
conflict with the resp. offender and its loyalists.ﬁ The current setup is
aborted, its subgraph disconnected, and the (canonically) next setup is
used with fresh sharings, i.e., the protocol goes back to step

11.3. If no setups containing sender and receiver are left, the protocol goes
into fallback mode.

The fallback protocol uses the same basic idea with the following modifications:
o If the sender and the receiver have distance $ + 1 in G and the receiver has
exactly h neighbors (including itself), then the sender performs an SOT with
the canonically smallest neighbor of the receiver. (In this case all neighbors of
the receiver are honest.) Otherwise, if the receiver has more than h neighbors,
the sender additively secret-shares its messages and gives them to its neighbors
(who have distance 8 to R) who then perform SOTs with the receiver. The

= W N

> o

25 Recall this behavior is called abort-respecting in Definition 8] specifically
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receiver obtains all shares and reconstructs the chosen message. Moreover,
because at least one of the suited neighbors of the honest sender is honest the
privacy of the non-chosen message is guaranteed.

On the other hand, if the sender and the receiver have distance g + 2, the
sender creates a somewhat more intricate secret sharing and also gives the
shares to suited neighbors who perform SOTs with suited neighbors of the
receiver instead of the receiver directly.

« If the sender and the receiver have distance S+ 1 in G and the receiver has

exactly h neighbors, then the receiver gives its choice bit to its canonically
smallest neighbor who then performs an SOT with the sender. Otherwise, if
the receiver has more than h neighbors, then the receiver performs SOTs with
the suited neighbors of the sender who each provide an additive share of the
chosen message.
On the other hand, if the sender and the receiver have distance g + 2, the
receiver secret-shares it own choice bit and distributes the shares among suited
neighbors who then perform SOTs with the sender’s neighbors and forward the
results to the receiver. Subsequently, the receiver can reconstruct the chosen
message. Again, the privacy of the honest receiver’s choice bit is guaranteed
by the fact that at least one of the suited neighbors of the honest receiver is
honest as well.

Furthermore, if the verification step in the fallback mode fails in all setups,

then the overall Trust Graph becomes disconnected. The opening phase goes as

follows:

1. The sender opens the global commitments to all shares of the resp. message.

2. The receiver open the global commitments to its shares.

Already the informal description of the protocol is non-trivial. To maintain
the readability of the protocol and we describe the formal protocol only for the
case where the sender and the receiver perform a direct SOT and argue the
fallback case separately. We suggest the reader to keep Fig. || in mind when
reading the protocol as it makes it easier to follow some arguments with a visual
aid.

Now, we provide a more formal version of the proof. Let h :==n — ¢, and let
£ := n)? be the size of the applied secret sharing and let p := A be the number
of probing shares. Throughout the protocol let 3(S) = {M C P | |M|=5AS C
MA(M,E*N (g)) connected} be the set of subsets of parties containing parties
S and whose subgraph is (still) connected. Note that this set might dynamically
change during the protocol as setups are aborted. We use the number ¢ =
|J({S,R})| as a counter. Everytime ¢ decreases the protocol restarts, i.e., the
protocol informally goes to step 1. For each two parties P,P’ € P let Mppr =
min J({P,P’}) be the canonically smallest set of parties containing P, P’ whose
subgraph is (still) connected. Also, we denote the setup ]:SﬁOT on parties Mp pr
with session id ¢ by Tp p/ ,.
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Protocol mecor (simplified)

The protocol 7oy proceeds as follows, running with parties P =

{S,R,W1, ..., W, _o}, malicious parties C' C P, adversary A and environment

Z. Messages not covered here are ignored.

+ In the first round each party stores G < (P,0), tret < |I({S,R})| and
Ds, Dr + 0.

+ Each round each party P; inputs (query) into F3 to obtain the TG in the
next round.

+ On output G = (P, E) from FY{;, the party P computes the new ¢ <
|T({S,R})|- If ¢ < tref, it deletes all previously received messages and updates
the stored G%; < ¢(G) and tyer < ¢.

« On input (choice,c¢) from Z, the receiver R creates a sharing
v 4 Sharesas(c) and commits to each share -+, by inputting
(commit, (choice share,k,v,)) into Flcom- Then R inputs its shares
(choice,S — R,c¢) into the SOT-setup Tsr,,. The receiver ignores further
inputs of this type.

+ On output (receipt commit, R) from Fj-oy for all shares p,, : & € [2/], the
party P outputs (receipt choice) if it did not output (receipt messages)
before.

« On input (messages, m’, m!) from Z, the sender S samples masks w®, w! «+
{0,1} and commits globally to (mask,w®, w!). Then S creates a sharing 1®
Sharey 2,(m® @ w®) for both b € {0,1} and commits to each share u’ by
inputting (commit, (message share,b, s, u)) into Fiicom. Then S inputs
its shares (messages,S — R, 1%, u!) into the SOT-setup Tsr,. The sender
ignores further inputs of this type from Z.

+ On output (receipt commit,S) from Fj-q for all sessions containing the
shares p? : k € [20],b € {0,1} and the masks w®, w!, the party P outputs
(receipt messages) if it did not output (receipt choice) before.

+ On output (output,S — R, u¢) from 7sr,,, the receiver R stores u°.

« On output (output,S — R,u,ﬁg,ﬁiﬁy) from Tsr,, the party P stores
(v, i, ik, 7 ,). The sender and the receiver open all their global commitments
corresponding to the probed shares v by inputting (open) into Fyjcom for
each session containing x € v.

« On output (open, S, ul) from Flicqy for all k € v and b € {0,1}, then
o if i% # pb for some b € {0,1}, the setup Ts,r is effectively abortedﬂ

with (abort,S), i.e., the honest parties apply of Definition |8 to
disconnect the subgraph on Ms R,

o if ¥, # v, the setup Tsr, is effectively abortedﬂ with (abort,R), i.e., the
honest parties apply of Definition [§] to disconnect the subgraph on
Ms g,

e in any of the above cases, the sender and receiver (after the subgraph is
disconnected) act as on input (messages, m”, m!) and (choice, c) respec-
tively, i.e., the protocol restarts,

e otherwise P; broadcasts (receipt transfer).

0
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Protocol mgcot (simplified) (cont’d)

+ On output (output, P, (receipt transfer)) from Fg. for all P € Mspg,
the sender opens the global commitment to the initial masks w?, w'.

« On output (open,S, (mask,w?,w')) from Fhcom. any party P; # R out-
puts (receipt transfer) and stores (w® w!'). The receiver reconstructs
me < w® & Recoverp o4 (1®) (using the previously obtained p°) and outputs
(output, m®).

+ On input (open message, b) from Z, the sender S opens the global commit-
ments to the shares (b, x, u’) for each k € [24].

« On output (open, S, (message share, b, s, %)) from Flicoy for all & € [24],
then
e P; aborts with (abort,S), if Recovery o, (u®) = L, or otherwise
e P, outputs (open message, b, m”) where m® «— Recovery o0 (u?) @ w®.

+ On input (open choice) from Z, the receiver R opens the global commit-
ments to the shares (k,~,) for each k € [2/].

+ On output (open, R, (choice share, k,7,)) from Fjjcoufor all x € [2¢],
then
e P, aborts with (abort, R), if Recovery 2¢(y) = L, or otherwise
e P, outputs (open choice,¢) where ¢ < Recovers 2¢(7y).

¢ All participants know that the sender broadcasted inconsistent shares.
b All participants know that the receiver broadcasted inconsistent shares.

Before analyzing the protocol in detail we give a simulator for the canonical
dummy adversary. The simulator runs a simulated protocol where it executes
the protocol code for all non-corrupted parties. Whenever the environment acti-
vates an honest dummy party, the simulator is notified and simulates the party’s
protocol code. Any message from and to malicious parties are forwarded to the
simulated setup functionalities.

Note that at most np many shares of the sender’s and receiver’s committed
sharings are probed.

Simulator for mpcor (simplified)

+ On output (receipt messages) from FecoT
or on output (receipt transfer) from Ff-qr after (receipt choice),
simulator S gives input (messages, 0,0) to the simulated sender S’.

+ On output (receipt messages) from all simulated (honest) parties, the
simulator S inputs (messages, m® & w", m' ® w') to the ideal Fqy in the
name of S where m? < Recover o¢(fi°) & w®. Here, (w®, w') are the masks
and ﬁb is the sharing that the malicious sender previously input into the
simulated commitment setup Ficom-

¢« On output (receipt choice) from  Flcor or on
output (receipt transfer) from Ffqr after (receipt messages), sim-
ulator S gives input (choice,0) to the simulated receiver R’.
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Simulator for mpcor (simplified) (cont’d)

+ On output (receipt choice) from all simulated (honest) parties, the
simulator S (choice,¢) to the ideal Ffcqr in the name of R where ¢ «+
Recovery 2¢(7) and 7 is the sharing that the malicious receiver previously
input into the simulated commitment setup F{com-

+ On output (open choice,¢) from Flcqt, the simulator S gives local input
(open) to the simulated receiver R" which will open the remaining setups
Fricom- However, the simulator equivocates the remaining simulated Fycom
containing share 7,, for the indices [2¢]\v. That is, 7’ < Share,(¢) while v}, =
7, where v is the set of already probed indices. To this end the simulated
Fiicom on input (open) from R sends (open, (k,7,)) to all parties and the
simulated dummy adversary. This is possible because at most np shares have
been probed but the simulator only needs to equivocate £+ 1 =nA2 41 <
n(2A? — \) = 20 — np shares.

« On output (open choice, ¢) from all simulated parties, the simulator sends
(open choice) to the ideal ¥t in the name of R.

« On output (open message, b, m") from Ftcot, the simulator S gives local
input (open) to the simulated sender S’ which will open the remaining setups
Flicom- Again, the simulator equivocates the remaining simulated Fycom
containing share ﬁi for each k € [{] \ v. The same argument as for the
equivocation of the receiver’s shares applies.

« On output (open message, b, m") from all simulated parties, the simulator
inputs (open message, b) to the ideal Ff-or in the name of S.

« On input (abort, C’) for any simulated setup with parties M C P and () #
C' C M N C, the simulator aborts that instance by forwarding (abort, C")
to it.

« On output (abort, C’) from all simulated parties, simulator S inputs
(abort, C') into Ffeor-

From the description of the simulator it is apparent that the honest dummy
parties output the receipt resp. the opened value exactly when the simulated
(honest) parties would output the receipt resp. opened value. It is also clear from
the simulator’s description that for an honest sender resp. receiver the simulator
can equivocate its simulated setup functionalities to let the simulated parties
output m®,m' resp. 5 which the simulator receives from Ff-or at the start
of the opening phase. In particular, because the simulator extracts its inputs
m?,m! and 5 from whatever inputs are encoded in the sharings in the global
commitments and all parties output exactly the opened value from the global
commitments, the opened messages resp. choice bit are equal in the real and
ideal run.

Henceforth, we focus on proving that

« When all parties output (receipt transfer), then the inputs of the last used
setup 7Tsr,, are indeed equal to the inputs encoded in the sharings contained
in the global commitments.
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« All (honest) parties eventually output (receipt transfer) or the protocol
aborts.

To this end we make some observations.

Claim 6. When all (honest) parties output (receipt transfer) in the real/sim-
ulated protocol and the last used setup Tsr,, contains some honest party, the in-

puts encoded in the sharings of Tsr,., i.¢€., ﬁb and 7, and the globally committed
sharings ﬁb and 7 are equal with overwhelming probability.

We prove Claim [6]similarly to Claim [2] Suppose the choice bit encoded in the
sharing of Tsr,, i.e., 7, and the globally committed sharing 7 differ. Because

Recoverg 2¢(7) # L and Beioverg,gg(:?) #+ 1 there~exists aset v € (Eﬂ) of
differing indices s.t. V& € U : 7,, # 7,.. Furthermore 7 must be disjoint from the
uniformly random probing indices v ([zpe]), otherwise the parties Ms g ,NH # ()
would have declared a conflict with the sender and/or the receiver. Lemma

bounds the probability that no differing share is probed by

Eq.
<

Prw_(ppe])[ﬂﬂ v =10 9 PUHD/26 < 9=M/2 < pegl()) . (50)

The same argument applies to the two sharings for the sender’s messages. Con-

sequently, by the union bound over all possible commitments (for the maximum

of n? restarts) we know that each of the encoded messages are equal in the SOT-
setup and in the global commitments with probability at least 1 — 3n*2=/2.

For exhibition, we can now give a series of hybrid games:

Hy This game is the real execution where all parties follow the protocol.

Ho This game is the same as before except that there is an ideal dummy func-
tionality Ffot which is connected to (honest) dummy parties which obtain
the same local inputs as the honest parties in the real protocol. The real
adversary A is replaced with a simulator S that behaves exactly as A and,
if the sender is malicious, the simulator S extracts the sender’s messages
(messages, m", m*) for Fécot from the real protocol execution, i.e., from
the sharings p°, ! input into the commitment setup. If the sender is hon-
est, then the honest dummy sender forwards its input (messages, m®, m!)
to Fecot- If the receiver is malicious, the simulator S extracts the receiver’s
choice bit (choice,¢) for Ff-qr from the real protocol execution, i.e., from
the sharing + input into the commitment setup. If the sender is honest, then
the honest dummy sender forwards its input (choice,c) to Ffcqr-

The output of the dummy parties is ignored, i.e., the game’s output is still
exactly the same as before.

Hs This game is the same as before except that this game aborts, iff the (opened)
message output by the honest parties differs from the output of the dummy
parties interacting with the ideal dummy functionality.

This event of differing outputs occurs only negligibly often, as argued in
Claim [0} Hence, the game’s output behavior is statistically close to the pre-
vious one.
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H4 This game is the same as before except that now the environment interacts
with the the dummy parties of the ideal functionality instead of the parties
in the (real) execution output. (Still the parties of the protocol execution
get the same input as the dummy parties, i.e., they behave as before. The
only difference is that their output is ignored.)

Due to the abort condition established in the previous game these outputs
are identical, hence the output of this game is exactly the same as on the
previous game.

‘Hs This game is the same as before except that the parties in the protocol
now longer obtain the environment’s input but are instead simulated by
the simulator S. In particular, if the simulator gets (receipt messages), or
(receipt transfer) after (receipt choice) from the ideal F¢q,, it sim-
ulates the honest sender with input (messages,0,0). If the simulator gets
(receipt choice), or (receipt transfer) after (receipt messages) from
the ideal Ffco it simulates the honest receiver with input (choice,0). This
game is the ideal execution.

This game and the previous game have exactly the same output behavior
because the (honest) dummy parties’s output depends solely on the ideal
functionality Ff-ot and not on the local input of the simulated sender.

It remains to show that all parties eventually output (receipt transfer) if

the protocol does not abort. In the above description of the protocol we have

assumed that at least one setup containing both the sender and the receiver will
not be aborted. If this was the case we would already have concluded the proof.

Fallback protocol. In the remaining part we argue that even if the sender and
the receiver cannot perform a direct SOT—in the fallback case—the protocol
still works. The simulator for the fallback case is essentially the same as for the
simplified version except that the protocol code of the sender and receiver also
covers the above cases when their input has to be delegated to suited neighbors.
We stress that in the fallback mode, either the sender, or the receiver, or both
are corrupted. We consider the following cases one by one.

1. The distance between sender and receiver in GG is § + 1, and R has exactly
h neighbors; then all neighbors of an honest receiver are honest as well.
The receiver simply gives its choice bit to the smallest neighbor who then
performs the SOT with the sender.

2. The distance between sender and receiver in G is 8 + 1, and the receiver
has strictly more than h neighbors. Then the sender secret-shares its mes-
sages and gives one share to each neighbor (with distance § to R) who then
performs an SOT with the receiver.

3. The distance between sender and receiver in G is 5 + 2. Then the sender
secret-shares its messages and gives one share to each neighbor (with dis-
tance 8+ 1 to R) who then performs an SOT with the receiver’s neighbors.
Similarly, the receiver secret-shares its choice bit and gives one share to each
neighbor (with distance 8 + 1 to S) who then performs an SOT with the
sender’s neighbors.
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Furthermore, if all setups containing some neighbor Ns € Ng and some neigh-
bor Ng € Ng, then Corollary |3| states that the overall Trust Graph must be
disconnected, i.e., the protocol successfully aborts.

Claim 7. The distance between the sender and receiver in G is at most B + 2,
i.e., AG(S, R) < pB+2.

Proof. For contradiction suppose Ag(S,R) > 8 + 3. By recalling Corollary
and Fig. [T[] we count at least

n'=[(8+3)/2] + [(B+3)/2](h—1) (51)
parties, i.e., the L- and S-segments of any shortest path between S and R. Now
we show that n’ > n.

« If n/h €N, then n’ = (n/h+ 1)+ (n/h)(h—1) =n+1.
o If n/h ¢ N, then n’ = (|n/h] + 1)+ (In/h| +1)(h — 1) = [n/h]h > n.
|

Claim 8. If Ag(S,R) = B8+ 1 and |Ng(R)| = h, then the receiver gives its
choice bit to its canonically smallest neighbor who then performs the SOT with
the sender.

Proof. First, note that if an honest party has h neighbors (including itself),
then all neighbors are honest as well. Hence the privacy of the honest sender’s
(resp. receiver’s) input is guaranteed. Moreover, all neighbors of the sender (resp.
receiver) must have distance 5 to the receiver (resp. sender), i.e., any neighbor
can perform an SOT with the receiver (resp. sender). |

Claim 9. If Ag(S,R) > B+ 1 and |Ng(R)| > h, then | Ng(S)| < 2h — 2.

Proof. For contradiction suppose |Ng(S)| > 2h — 1, then we count at least

n' = (2h 1)+ [(B—3)/2] + (B -3)/2](h—1)+h+1
—— S~
Na(S) L-segments S-segments Ng(R) (52)
=3h+[(B-3)/21+[(B-3)/2](h—1)
parties. Now we show that n’ > n.
« If n/h €N, then n’ =3h+ (n/h—2)+ (n/h—3)(h—1) =n+1.
« If n/h ¢ N, then n’ = 3h + (|n/h| —2) + (In/h] —2)(h — 1) = [n/h]h > n.
As a consequence, each subset of at least h — 1 neighbors of the honest sender
(resp. receiver, excluding themselves) contains at least one honest party because

the honest sender (resp. receiver) has at least h — 1 honest neighbors (excluding
itself). |

Claim 10. If Ag(S,R) = 8+ 1 and |Ng(S)| < 2h — 2, then the sender can
additively secret-share its messages and distribute the shares among its neighbors
with distance 8 to the receiver. These neighbors can then perform the SOT with
the recetver. In other words, at least one neighbor (of the honest sender) with
distance B to the receiver is honest.
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Proof. This procedure protects the honest sender’s privacy because—as Claim@
just established—at least one additive share is held by an honest neighbor. Be-
cause in thefallback case, if the sender is honest, the receiver must be malicious,
we do not not need to worry about the receiver obtaining the correct chosen
message. |

Claim 11. If Ag(S,R) = g+ 2, then |Ng(S)|, | Na(R)| < 2h — 2.

Proof. For contradiction suppose |Ng(S)| > 2h — 1, then we count at least

n' = (2h— 1)+ [B/2] + [B/2](h - 1) (53)
parties. Now we show that n’ > n.
« Ifn/heN,thenn’ =2h—1+(n/h—1)+(n/h—=1)(h—1)=n+h—-1> n+1.
« If n/h ¢ N, then n’ =2h — 1+ [n/h|+ (|n/h| —1)(h — 1) = [n/h]h > n.
The analogous argument applies for | Ng(R)| > 2h — 1. |

Claim 12. If Ag(S,R) = 8+2 and |[Ng(S)|,| Ng(R)| < 2h — 2, the sender can
additively secret-share its messages and distribute the shares among its neighbors
with distance B+ 1 to R. Moreover, the Teceive@ can additively secret-share its
choice bit and distribute the shares among its neighbors with distance  + 1 to
S. These neighbors can then perform the SOTs with each other and forward the
results.

Proof. More precisely, let

NEH = {N € Ng(S) | A(N,R) = B+ 1} = {Nf,..., Nié} . dl= ]Ngm]
NET = [N € Ng(R) | Ag(N,S) =3 +1} = {N{*, ijé} . dh= ‘N@“)
(54)

be the suited neighbors of the sender (resp. receiver). Note that ag,ag > h — 1.
The sender creates an additive sharing u® € {0, 1}’1é per message s.t. m® =
D.. elal] 1. For each is € [ag] the sender sets randomly

Vi € [ag —1]: 20, {0,1}
Zinay = 1 © D e (55)
ZR<(l
ViR € [a;?] : ilg iR T Mzs & Mzs ® ZZSJR

and gives the sharings z{, z\ to NS In turn, the receiver creates an additive
1] Vigyis+ Lhe neighbor

sharing ;. € {0, 1}% for each nelghbor NR s.t.c= Dirclo

R
N3, (in the role of the sender) performs an SOT with each neighbor N (in the
role of the receiver) where the message sharings are z?s ir? zZS i and the ch01ce bit

sharing is v, ;.. Consequently, the neighbor NR obtains the share zls Rst from

26 This setup bares some similarity to the minimal protocol of Wolf and Wullschleger
[43] which shows the symmetry of OT.
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the SOT with NZ-SS and forwards it to R. Finally, R can reconstruct

@ ZZ;;»:S = @ @ (’YiR,is ('u?s EB,U}S) ® Z?s,iR)

is€ [a’s] JIRE [a’R] is€ [ag] iRE [al/?]

= @ (N?s & N}s) @ Vigsis | D @ Z?s,iR
S l:ag] IRE [a&] IRE I:a';:l

= D (1w o pi)cony)
is€ [a;]

= P u
is€ [ag]

= mc

(56)
very efficiently by adding all obtained shares. The privacy of the honest sender’s
message (resp. the honest receiver’s choice) bit is guaranteed by Claimbecause
at least one out of the at least h — 1 suited neighbors is honest.

Naturally, the sender and the receiver commit globally to each of their shares

(here Z?s,iw zi i and 7, o instead of u°, pt and ) to enable the same verification
as in the main protocol. |

In the fallback protocol at most n? SOTs have to be called per restart, i.e.,
aborted setup, and at most n? setups can be aborted because each abort removes
at least one edge from the TG. Overall, we find that at most O(n?*) setups will
be called. O

D.3 Equivalence of FCOT, SFE and Correlated-Randomness

Lemma 8. Let n = n(A). The functionalities Féeg ;. Fecor and Fio, p are
equally powerful. Formally,

tat f tat
Frcor ~n Fée f ~n Florp ~>n Ficor - (57)

The first construction is essentially the IPS-compiler with FCOT setups. The
second construction follows directly from the fact that F¢,, p is a special case
of ]'—§LFE,f~ The third construction follows from the MPC-completeness of the

Correlated-Randomness model in [30].

The IPS-compiler. Before showing the construction Ffqr g Fire ; we first

recall the so-called IPS-compiler [31] (see also [35] for reference).

The IPS-compiler provides n-party MPC from two-party OT against arbi-
trarily many malicious parties in the Anonymous Abort setting. Thereby, two
separate protocols with different security guarantees are combined: The so-called
outer protocol II provides security against a malicious adversary but only for an
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honest majority (that is, ¢ < n/2), while the inner protocol p is secure against
arbitrarily many semi-honest parties. The resulting protocol @ then inherits the
best of both worlds; is remains secure against any number of malicious parties.

Instead of performing a single n-party MPC directly on their respective in-
puts, the n parties simulate the behavior of a larger number m € O(n?) of virtual
parties. The high level idea is for the n parties to engage in a combined protocol
@ that lets them use the outer protocol I to additively share their input with
the m virtual parties, who then execute the inner protocol p based on these
inputs. The inner protocol is only secure against (arbitrarily many) semi-honest
parties but their right behavior is ensured by letting the combined protocol use
the outer protocol to deploy a watchlist for each of the m inner parties. That
way each of the n actual parties can pre-compute the to-be-received messages
of the m simulated parties from the inner protocol. Thus misbehavior of any
outside party is detected with high probability.

The m simulated parties of the inner protocol are generally called servers,
the n actual parties are referred to as clients. This is due to the outer protocol IT
making black-box use of the inner protocol p reminiscent of a client-server model.
For each server, each client draws a long one-time pad. When a party sends its
input to the i-th server, it also encrypts the message with successive parts of the
corresponding one-time pad and broadcasts it on its watchlist broadcast channel
of the i-th server. At the beginning of the combined protocol each client offers
each other client a certain fraction of their own one-time pads via OT. Thus,
a client P that is in possession of the one-time pad that another client P’ uses
for the i-th server can read all messages that P’ inputs into the i-th server. If a
party is in possession of all one-time pads used for the i-th server, it can read
all messages input into the i-th server. This way the party knows the complete
state of that server and hence can pre-compute the messages that server will
receive in advance. If the messages the i-th server actually received deviate from
the own pre-computation based on the watchlist broadcast channel then the
affected server must be corrupted and the party can abort. This way the watchlist
mechanism ensures that the servers execute the inner protocol correctly, hence it
suffices for p to be secure only against semi-honest adversaries; either sufficiently
many servers are correct or the computation is aborted.

The parameters for the secret sharing scheme are chosen such that on the
one hand side the probability for unnoticed deviation from the inner protocol
is negligible while on the other hand no information from the watched servers
allows reconstruction of the clients actual inputs; for further details we refer
to [31].

As an artifact of their security notion a party can notice malicious behavior
but neither identify the cheater, nor convince other parties who do not have that
server on their watchlist that misbehavior has occurred.

While Cohen and Lindell [17] already obtained MPC with IA by making non-
black-box use of the GMW-compiler [25], we claim that the IPS compiler can
also be modified so as to yield IA: By replacing two-party OT F&; with Fully
Committed Oblivious Transfer Ff-oy, any client that detects the misbehavior
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can post hoc request the opening of all communication regarding the affected
server and the corresponding one-time pads such that all parties can retrace the
inner protocol and identify which party made inputs to the affected server that
do not match the value on the watchlist broadcast channel:

Lemma 9 (FCOT ~, SFE). Letn =n()\). Let f: ({0,1}M)" — ({0,1}*)"
be an efficiently uniformly computable family of functions. There is an efficient
protocol megg that statistically securely UC-realizes Figg ; in the {Fgcor}-hybrid
model against environments that (maliciously) corrupt up to t parties. Formally,

Fecot Sﬁ%tn ]:gFE,f . (58)
Proof. Here, we prove that there exists a {Ffqr}-hybrid protocol ¢ that se-
curely UC-realizes F¢re ;. Again, for arbitrary n, denote the set of parties by
P.

We use the IPS-compiler [31] described above, which compiles two proto-
cols IT and p into an {]—'(%T}—hybrid protocol @. Their result cannot be directly
transferred into the setting of TA. However, we slightly modify their protocol
in the following ways: (1) All communication in the new inner protocol is pro-
cessed via FCOTs. (2) We replace F3r-calls with to Ffeqr. (3) When a client P
would abort in the original protocol [31] due to noticing misbehavior in server
1, it instead publicly demands the opening of all communication corresponding
to server i. After the opening, it holds that either there is a set of malicious
parties C’ that was identified by this procedure or that refused to open their
communicationlﬂ then all honest parties send (conflict, (') to F4s. Or the
opened messages indicate no malicious behavior on that server, in which case all
honest parties send (conflict,P) to Ff;. Note that Item is without loss of
generality as OT (hence also FCOT) suffices to set up authenticated channels,
but allows opening the relevant communication upon accusation of misbehavior.
Item also does not change the behavior of the simulator as the extraction
that Ishai, Prabhakaran, and Sahai [31] use for OT is compatible with the defini-
tion of FCOT. To prove security we can hence use essentially the same simulator
that was also used by Ishai, Prabhakaran, and Sahai [31], which only has to be
adjusted to incorporate the new Identifiable Abort criteria from Item

Ttem only changes behavior with respect to aborts, so if no aborts occur
then simulation is exactly the same and the modified simulator learns as much
information as the original simulator from [31]. The only adaptations to the
simulator are with respect to detected misbehavior of parties: instead of merely
forwarding the abort of a single party to the functionality our simulator must
provide a set of corrupted parties C’ to abort the ideal functionality F3ke, 2 and
all simulated parties in the protocol must provide output (abort, C’). The new
protocol ensures this in the following way. The key to the new behavior is a
parties message (challenge,i) which a party can use to receive an explanation
of the behavior regarding the i-th server. This can either be caused by the
simulator directly in the name of an honest party after detecting misbehavior in

2" The synchronous model allows parties to notice when a party denies opening.
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the i-th server, or by a malicious party who is controlled by the environment.
Yet both scenarios are handled equivalently by the simulator. The challenge
causes all parties to open the FCOTs used to distribute their watchlist one-
time pads and explain the messages that are related to the ¢-th instance of
the inner protocol (that is, the é-th server). More precisely, we assume that for
distributing the watchlist keys a ("i)‘)—
can be canonically constructed from (%)—FCOTS. Then each choice index in the

("j\’\)-FCOT corresponds to multiple choice bits in the (?)—FCOTS in a priori

known manner, hence all (?)—messages m. neighbored with the i-th watchlist
can be opened.

FCOT was used for each party which

Consequently, all parties learn the complete in- and outcoming messages of
the i-th server but no additional communication of any other server. Thus each
party can retrace the complete computation of the i-th server and register any
deviation from the protocol. Again, either the challenging party indeed identified
a malicious message on the i-th server, then all parties notice this misbehavior
and identify the malicious party P and abort with (abort, P). Or the challenging
party lied about receiving a malicious message on the i-th server, which only
happens if the calling party is really malicious; in which case all other parties
will abort with (abort, P") where P’ corresponds to the party that sent challenged
server ¢. Thus the simulator can extract the identity of a malicious party, and
use it to abort the ideal functionality F3re,y in the name of that party. Note
that even in the original simulator [31], after a misbehavior has been detected
by the simulator it corrupts that server in the inner protocol; hence our induced
changes leak no additional information to the adversary.

However, we must still ensure that opening all inputs of a single server does
not violate the privacy of the clients in the outer protocol II. In the following,
we formalize this idea: Let n be the number of clients in the outer protocol.
In the original paper |31] there are m € ©(n?\) servers. Each party gets to
select A\ watchlists from each party, such that each party can see all in- and
outcoming communication of A servers. In total, at most a fraction of n\/n?X\ =
1/n of all servers state is known by any set of parties. Because the used secret
sharing requires a constant fraction of shares to reconstruct the original input,
no coalition of parties can learn the input of another party. Now, if misbehavior
occurs and the state of an additional server is opened any coalition of parties
knows at most ’Z‘f)\l < %, which is still less than a constant fraction.

Thus, with the induced changes not violating privacy and with the simu-
lator being able to correctly simulate the modified protocol in the setting of
Identifiable Abort we have proven our claim. O

Instantiating the Correlated- Randomness model.

Lemma 10 (SFE ~; Correlated-Randomness). Let n =n()\). Let D be a
efficiently uniformly samplable distribution. There is an efficient protocol wc, p
that perfectly securely UC-realizes FE.,, p in the {}"glFE,f}—hybrz'd model against

Corr,

62



environments that (maliciously) corrupt up to t parties. Formally,

n perf n
SFE,f ~n Y Corr,D - (59)

Proof. Let f = fp be the function that ignores the inputs and samples from the
distribution (y1,...,yn) < D. Each party P; € P inputs start into Fire fp tO
obtain and output y; = r;. When Fge ; is aborted with (abort, C") then each
party outputs (abort, C’) and terminates. O

FCOT in the Correlated-Randomness model.

Lemma 11 (Correlated-Randomness ~»; FCOT). Letn = n(A). Let D be
the SCP-distribution from [30] (the corresponding functionality is Fos¥ ). There
is an efficient protocol Trcot that statistically securely UC-realizes Ficqr in the
{FCour.p}-hybrid model against environments that (maliciously) corrupt up to t
parties. Formally,

‘Fgorr,Ds«titn ‘FI?COT . (60)
Proof. This follows directly from the MPC-completeness of the Correlated-Randomness
model in [30]. The high-level idea of the construction in [30] is that the parties
use their correlated randomness to commit to their inputs and randomness and
then to prove via zero-knowledge that each computation step is consistent with
their initial commitments. We refer the reader to [30] for the detailed construc-
tion. O
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E Trust Graph from Broadcast

Here we provide the full protocol 7+ alongside the proof, that 7 really realizes

T in the {FE}-hybrid model, which proves the following lemma:

Lemma 6. Let n = n(\). There is an efficient protocol m1¢ that perfectly se-
curely UC-realizes F}¢ in the {Fg}-hybrid model against environments that
(maliciously) corrupt up to n parties. Formally,

n perf

gc ~n FTG - (16)

Proof. We prove our statement by providing a protocol description for 7 and
prove it secure by providing a simulator. Denote the set of parties by P =
{P1,...,Py}. The protocol is given as follows:

Protocol F{g
1. At the onset each party P; € P starts with a graph G; := (P, E;) with

Ei = @
2. Omn input (conflict, P;) from Z to P;, P; inputs (input, (conflict, P;))
to Fgc.

3. On output (output, P;, (conflict, P;)) from FJ. with ¢ # j, all parties
P e P add {Pi, P]} to E;.

4. On input (query) from Z to P;, P, outputs it own G;.

5. On output (abort, C') from Fg- each party outputs (abort, C’) and
terminates.

A simulator for this protocol is straightforward:

Simulator for F{

1. On input (input, (conflict,P;)) from a corrupted party P; to Fg¢, the
simulator ignores the input if ¢ = j. Otherwise, S inputs (conflict,P;)
into F{¢ in the name of P;. Naturally, the simulator forwards P;’s input
(conflict, P;) to Fi..

2. On output (conflict,P;,P;) from
Fie to S, S inputs (input, (conflict,P;,P;)) into Fg§- in the name of
P;.

3. On output (abort, C’) from all simulated parties, the simulator inputs
(abort, C') into the ideal Flqyy.

The simulator provides an indistinguishable view for Z. To prove our claim we
provide a series of hybrid games that start from an honest execution in the real
world and ends with the ideal world where the behavior of honest parties is
simulated by a simulator. Intuitively, this is no problem as there are no secret
inputs, but more formally:

‘H1 This is the real world execution where all honest parties follow the protocol.
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Ho In this game there are two major changes from We introduce a dummy
functionality F ;G that forwards all inputs to the simulator, and honest par-
ties are replaced by dummy parties that forward their inputs to F7; and
the corresponding simulator executes the code of the respective party. The
simulator now also simulates the /g setup, i.e., malicious parties interact
with the simulated setup.

This change is purely syntactical, the same code gets executed by the simu-
lator as in the real execution.

Hz Now the dummy functionality is replaced with the ideal functionality F7g
and the simulator is correct simulator given above.

In particular, whenever a corrupted party P; inputs (conflict,P;) into the
simulated Fgc the simulator inputs (conflict, P;) into F7 in the name of
P;.

This game is the ideal world execution; it is indistinguishable from the pre-
vious game because whenever the simulated honest parties output a new
conflict the dummy parties also output that conflict.

Note here that the simulator does not have to manage inputs (query) as it
involves no interaction. Honest parties merely forward the request and obtain
the correct Trust Graph G. And corrupted parties query their local copy. O

F Global Commitment from FCOT

We present a protocol, which realizes Fqy; in & (Fgcot)-hybrid model, and thus
prove the following lemma:

Lemma 12. Let n = n(\). There is an efficient protocol meqy, that statistically
securely UC-realizes Floy in the {Ffcort-hybrid model against environments
that (maliciously) corrupt up to t parties. Formally,

n perf n
Frcot ~n Fcom - (61)

Proof. We denote the parties by P := {S,R; = R,Ry = Wy, ...,R,_1 = W,,_o}.
We start by sketching the protocol:
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Protocol meom

1. At the onset the receiver R inputs (commit,0) into Ffeq-

2. On input (commit,m) for m € {0,1}* from Z to S, S samples a uni-
formly random m® « {0,1}* and computes m' := m @ m°. Then S inputs
(messages, m®, m') to For. Any other party P # S ignores the message.

3. On input (receipt transfer) from Ff.qr, the R; outputs
(receipt commit).

4. On input (open) from Z to S, S inputs (open message,0) and
(open message, 1) into Ffco-

5. On output (open message,0,m’) and (open message, 1,m') from Fleqt
to any receiver R; for i € [n — 1], R; outputs (open, (m° @ m')).

6. On output (abort, C') from Ffor each party outputs (abort, C’) and
terminates.

The protocol simply uses the committed nature of the messages provided by

Fecot
A simulator for this case is straightforward, since all the secrets are sent to

the hybrid functionality Ffcot:

Simulator for gy

1. On input (messages,m’,m!') from a corrupted sender S to Ffegr, S

reconstructs m := m°® @& m! and sends (commit,m) to Fy), in the name of
S.

2. On output (receipt commit) from FZg),, S samples two messages m? i
{0,1}* and m? & {0, 1}* uniformly at random and simulates Ffqr with
sender input (messages, m®, m!).

3. On input (choice,c) for ¢ € {0,1} by a corrupted receiver Ry, S stores ¢
and reports (receipt transfer) to Z and simulates Ffcyr accordingly.

4. On output (open message,0,m’) and (open message, 1,m') from Freor
to all simulated parties, S sends (open) to Flgy in the name of the sender.

5. On output (open,m) from Flgy, S equivocates the commitment by set-
ting m® == m @® m® for For and outputs (open message,0,m’) and
(open message, 1,m') from Ffqr to all other parties.

6. On output (abort, C’) from all simulated parties, the simulator inputs
(abort, C') into the ideal F&qyy.

The simulator provides an indistinguishable view:

‘Hq This is the real world execution where all honest parties follow the protocol.

Ho In this game there are two major changes from We introduce a dummy
functionality .%ZOM that forwards all inputs to the simulator, and honest
parties are replaced by dummy parties that forward their inputs to Fgy
and the corresponding simulator executes the code of the respective party.
Again, this change is purely syntactical.

Hs In this game we modify the dummy functionality F ZOM s.t. when it receives
(commit,m) from the dummy sender or the simulator in the name of the
corrupted sender it outputs (receipt commit) to all other parties.
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Moreover, the simulator now recovers m < m’ @ m! from the corrupted
sender’s input (messages, m’, m') input into Ff-ot and inputs (commit,m)
into F, :OM'

When the simulator receives (receipt commit) it let’s the simulated sender
input (messages,0,0) into Feo-

When the simulator receives (open,m) from F ZOM it equivocates the simu-
lated setup Ff-or to (open message,0,m’) and (open message,1,m!) for
random m° < {0,1} and m! < m & m°.

As before these modification do not change the output behavior of the game.
For a corrupted sender, the dummy parties output the same value as the
simulated honest parties because the simulator extracts F ZOM’S input from
the corrupted sender. For an honest sender, the dummy parties output the
same value as the simulated parties because the simulator equivocates the
output of the simulated Ffq.

In this game the simulator aborts, iff the message extracted from the cor-
rupted sender’s local input and the opened message output by the (honest)
simulated parties differ.

By definition of Ff-oy this never happens.

In this game we modify the dummy functionality to be Fqyy, i-e., when it
receives (open) from the honest sender or from the simulator in the name of
the corrupted sender it outputs (open,m) where m is the previously com-
mitted message.

This change is purely syntactical conditioned on the fact that the extracted
message (from the corrupted sender) and the opened message by the simu-
lated resp. dummy parties is the same.

In this game the simulator has no formal abort condition. This is the ideal
world execution. Note that the previous abort condition only happened with
negligible probability in the first place.

Thus, the claim follows. O

Alternatively, one can also directly use the committed choice bit, removing
need for sharing the message in the inputs for Ff-ot at the cost of only

committing to one bit.
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