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Abstract. We propose a new notion of short identity-based signature
scheme. We argue that the identity-based environment is essential in
some scenarios. The notion of short identity-based signature schemes
can be viewed as identity-based (partial) message recovery signatures.
Signature schemes with message recovery has been extensively studied
in the literature. This problem is somewhat related to the problem of
signing short messages using a scheme that minimizes the total length of
the original message and the appended signature. In this paper, ﬁrstly,
we revisit this notion and propose an identity-based message recovery
signature scheme. Our scheme can be regarded as the identity based
version of Abe-Okamoto’s scheme [1]. Then, we extend our scheme to
achieve an identity-based partial message recovery signature scheme. In
this scheme, the signature is appended to a truncated message and the
discarded bytes are recovered by the veriﬁcation algorithm. This is to
answer the limitation of signature schemes with message recovery that
usually deal with messages of ﬁxed length. This paper opens a new research area, namely how to shorten identity based signatures, in contrast
to proposing a short signature scheme. We present this novel notion together with two concrete schemes based on bilinear pairings.

1

Introduction

Even in a small organization, it is desirable to authenticate all messages sent from
one employee to the other. One way to authenticate an email is by incorporating
a method such as PGP. However, the length of the signature itself is quite long.
This drawback certainly has great inﬂuence in an organization where bandwidth
is one of the main concerns. Therefore, the invention of a short signature scheme
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applicable to email is essential. This problem can be viewed as how to construct
an identity based (or ID-based, for short) short signature scheme. The ID-based
scenario is required to avoid the necessity to employ a certiﬁcation system.
Several signature schemes have been proposed over the last decade by the research community. It is known that a signature scheme that produces signatures
of length  can have some security level of at most 2 , which means that given
the public key, it is possible to forge a signature on any message in O(2 ) time.
A natural question is how we can concretely construct a signature scheme that
can produce shorter signature length whilst maintaining the same security level
against existential forgery.
It was noted in [7] that in some situations, it is desirable to use very short
signatures, for instance when one needs to sign a postcard. In this situation, it is
desirable to minimize the total length of the original message and the appended
signature. In the early days, research in this area has been mainly focusing on
how to minimize the total length of the message and the appended signature
[7, 1]. The idea was originated from the message recovery schemes, for example
[8]. For example, the work proposed in [7] has shortened DSS signatures to
provide security level O(2 ) with signature length of about 3.5 bits (in contrast
to 4 bits in the original DSS scheme).
A totally new approach to this problem was made by Boneh, Lynn and
Shacham by proposing a short digital signature scheme, where signatures are
about half the size of DSA signatures with the same level of security [5]. The
resulting signature scheme, referred to as the BLS signature scheme, is based on
the Computational Diﬃe-Hellman (CDH) assumption on certain elliptic curves.
The approach that was taken in this scheme is totally diﬀerent from its predecessor, i.e. directly minimizing the signature without providing a partial message to
the receiver, with the intention that on the receiver’s side, the complete message
can be recovered (eg. [7, 1]). In BLS signature scheme, with a signature length
 = 160 bits (which is approximately half the size of DSS signatures with the
same security level), it provides a security level of approximately O(280 ) in the
random oracle model. This signature scheme has attracted a lot of attention
in the research community and has been used to construct several other new
schemes (eg. [4, 12]). The main drawback of the BLS scheme is its dependency
on a special hash function, i.e. an admissible encoding function, which is still
probabilistic.
In [13], a more eﬃcient approach to produce a signature of the same length
of BLS was proposed by Zhang, Safavi-Naini and Susilo. However, its security is
based on a stronger assumption. The same assumption has been used by Boneh
and Boyen [2] to produce a short signature scheme without random oracles.
1.1

Our Contribution

In this paper, we revisit the notion of shortening messages and the appended
signature [7] in the ID-based setting. We provide two formal models and schemes,
namely an ID-based message recovery signature scheme and an ID-based partial
message recovery signature scheme. Our ID-based message recovery signature
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scheme can be regarded as an ID-based version of the signature scheme in [1].
Although message recovery techniques seem to solve the signature size problem,
they still suﬀer from several drawbacks. They usually deal with messages of
ﬁxed length and it is unclear how to extend them when the message exceeds
some given size. For example, the Nyberg-Rueppel scheme applied to redundant
messages of twenty bytes. This presumably means ten bytes for the message and
ten for the redundancy, but the message could be of fourteen bytes long. In our
ID-based partial message recovery signature scheme, we resolve this problem by
providing a method to deal with the messages of arbitrary length.
The rest of this paper is organized as follows. In section 2, we review some
preliminaries used throughout this paper. In section 3, we propose a notion of IDbased message recovery signature scheme and present a concrete scheme based
on bilinear pairings. In section 4, we extend this notion to an ID-based partial
message recovery signature scheme that can handle messages of arbitrary length.
Finally, section 5 concludes the paper.

2
2.1

Preliminaries
Bilinear Pairings

Let G1 , G1 be cyclic additive groups generated by P1 , P1 , respectively, whose
order are a prime q. Let G2 be a cyclic multiplicative group with the same order
q. We assume there is an isomorphism ψ : G1 → G1 such that ψ(P1 ) = P1 . Let
ê : G1 × G1 → G2 be a bilinear mapping with the following properties:
1. Bilinearity: ê(aP, bQ) = ê(P, Q)ab for all P ∈ G1 , Q ∈ G1 , a, b, ∈ ZZq .
2. Non-degeneracy: There exist P ∈ G1 , Q ∈ G1 such that ê(P, Q) = 1.
3. Computability: There exists an eﬃcient algorithm to compute ê(P, Q) for all
P ∈ G1 , Q ∈ G1 .
For simplicity, hereafter, we set G1 = G1 and P1 = P1 . We note that our scheme
can be easily modiﬁed for a general case, when G1 = G1 .
Bilinear pairing instance generator is deﬁned as a probabilistic polynomial
time algorithm IG that takes as input a security parameter  and returns a uniformly random tuple param = (p, G1 , G2 , ê, P ) of bilinear parameters, including
a prime number p of size , a cyclic additive group G1 of order q, a multiplicative
group G2 of order q, a bilinear map ê : G1 × G1 → G2 and a generator P of G1 .
For a group G of prime order, we denote the set G∗ = G \ {O} where O is the
identity element of the group.
Complexity Assumption
Deﬁnition 1. (Computational Diﬃe-Hellman (CDH) Problem)
Let G1 and G2 be two groups of order the same prime order q. Let P be a
generator of G1 . Suppose there exists a bilinear map ê : G1 × G1 → G2 . Let A be
an attacker. A tries to solve the following problem: Given (P, aP, bP ) for some
unknown a, b ∈ ZZ∗q , compute abP .

48

F. Zhang, W. Susilo, and Y. Mu

The success probability of A, which is polynomially bounded with a security
parameter , is deﬁned as
Z∗q ].
SuccCDH
G1 ,A () = P r[A(P, aP, bP, abP ) = 1; a, b ∈ Z
The CDH problem is said to be intractable, if for every probabilistic polynomial time, 0/1-valued algorithm A, SuccCDH
G1 ,A () is negligible.
2.2

Identity-Based Cryptography

The idea of ID-based system was originally proposed by Shamir [11]. In this
system, the user’s public key is simply an identiﬁer information (identity) of
the user. In other words, the user’s public key can be calculated directly from
his/her identity rather than being extracted from a certiﬁcate issued by a certiﬁcate authority (CA). ID-based public key setting can be a good alternative
for certiﬁcate-based public key setting, especially when eﬃcient key management and moderate security are required. The construction of identity based
signature scheme was also proposed in [11], but the ﬁrst eﬃcient construction
of ID-based encryption scheme was proposed in [3] that was developed using
bilinear pairings.
2.3

Notations

Throughout this paper, we will use the following notations. Let |q| denote the
length of q in bits. Let [m]k1 denote the most signiﬁcant k1 bits of m and [m]k2
denote the least signiﬁcant k2 bits of m.

3
3.1

Identity-Based Message Recovery Signatures
Model

There exists a trusted Private Key Generator (P KG) in the system. An ID-based
message recovery signature scheme consists of four algorithms.
– Setup: A probabilistic algorithm that is on input a P KG’s secret key, sP KG ,
outputs the P KG’s public key, Ppub , together with the system parameters,
param.
– Extract: A deterministic algorithm that is on input an identity of a user, ID,
outputs a user’s secret key, SID .
– Sign: A probabilistic algorithm that accepts a message m, an identity ID and
his/her secret key SID , outputs a signature σ on m.
– Verify: A deterministic algorithm that accepts an identity of the sender, ID
and a signature σ, outputs either true or ⊥ to indicate whether the veriﬁcation is successful or not. When the output is true, the original message m
can be reconstructed.
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Consistency
For consistency of the scheme, we require
⎞
⎛
(true, m) ← Verify(σ, ID);
⎠=1
P r ⎝ σ ← Sign(ID, SID , m);
SID ← Extract(ID)
holds with an overwhelming probability.
3.2

Formal Security Notion

We provide a formal deﬁnition of existential unforgeability of an ID-based message recovery signature scheme under a chosen message attack. To do this, we
extend the deﬁnition of existential unforgeability against a chosen message attack of [6]. Our extension is strong enough to capture an adversary who can
simulate and observe the scheme. It is deﬁned using the following game between
an adversary A and a challenger C.
– Setup: C runs Setup for a given security parameter  to obtain a public
parameter param. The public key of the P KG, Ppub , is also obtained. The
associated P KG’s secret key is kept by C.
– Extract Queries: A can request the private key corresponding to any identity,
IDi for 1 ≤ i ≤ qex where qex denotes the number of extraction queries,
which is polynomial in l. As a response to each query, C runs Extract taking
IDi as input and returns a resulting secret key SIDi .
– Sign Queries: A can request a signature on a message mj for 1 ≤ j ≤ qm
where qm denotes the number of extraction queries, which is polynomial in
l, for any identity IDi . In response, C runs Extract to get a secret key SIDi
associated with IDi . It then runs Sign taking IDi , SIDi and mj as inputs and
returns a resulting a signature σj for the message mj .
– Verify Queries: Answers to these queries are not provided by C since A can
compute them for himself using the Verify algorithm.
?

– Output: Finally, A outputs a tuple (ID, σ). A wins the game if Verify(IDi , σ) =
true holds; no secret key for ID was issued in Extract Queries stage; and σ
was not obtained in Sign Queries stage.
The success probability of an adversary to win the game is deﬁned by
U F −IDM RSS−CM A
().
SuccA

Deﬁnition 2. We say that an ID-based message recovery signature scheme is
existentially unforgeable under a chosen message attack if the probability of success of any polynomially bounded adversary in the above game is negligible. In
other words,
U F −IDM RSS−CM A
SuccA
() ≤ 
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3.3

A Concrete Scheme from Bilinear Pairing

In this section, we present a concrete ID-based message recovery signature scheme
from bilinear pairing. Our scheme can be regarded as the ID-based version of
Abe-Okamoto’s scheme [1]. The scheme is illustrated as follows.
– Setup: P KG chooses a random number s ∈ ZZ∗q and sets Ppub = sP. P KG
also publishes system parameters {G1 , G2 , ê, q, λ, P, H0 , H1 , F1 , F2 , k1 , k2 },
and keeps s as the master-key, which is known only to itself. Here |q| =
k1 + k2 , H1 : {0, 1}∗ → ZZ∗q , H0 : {0, 1}∗ → G∗1 , F1 : {0, 1}k2 → {0, 1}k1 and
F2 : {0, 1}k1 → {0, 1}k2 are four cryptographic hash functions.
– Extract: A user submits his/her identity information ID to P KG. P KG computes the user’s public key as QID = H0 (ID), and returns SID = sQID to the
user as his/her private key.
– Sign: Let the message be m ∈ {0, 1}k2 .
S1 v = ê(P, P )k , where k ∈R ZZ∗q
S2 f = F1 (m)||(F2 (F1 (m)) ⊕ m)
S3 r = H1 (v) + f (mod q)
S4 U = kP − rSID .
The signature is (r, U ). We note the length of the signature is |r + U | =
|q| + |G1 |. This signature can be used to recover the message m, where
|m| = k2 .
– Verification: Given ID, a message m, and a signature (r, U ), compute
r − H1 (ê(U, P )ê(QID , Ppub )r ) = f,
and

m = [f ]k2 ⊕ F2 ([f ]k1 ).

Check whether [f ]k1 = F1 (m) holds. If it is correct, then accept this signature
and output true. Otherwise, output ⊥.
3.4

Security Analysis

Theorem 1. Our ID-based message recovery signature scheme is correct and
sound.
Proof. The correctness of the scheme is justiﬁed as follows.
ê(U, P )ê(QID , Ppub )r = ê(kP − rSID , P )ê(QID , Ppub )r
= ê(kP − rSID , P )ê(sQID , P )r
= ê(kP − rSID , P )ê(rSID , P )
= ê(kP, P )
= ê(P, P )k
Hence, we obtain
r − H1 (ê(U, P )ê(QID , Ppub )r ) = r − H1 (ê(P, P )k )
= r − H1 (v)
=f
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Since f is computed from f = F1 (m)||(F2 (F1 (m))⊕m), therefore testing whether
[r − H1 (ê(U, P )ê(QID , Ppub )r )]k1 = [f ]k1
= F1 (m)
should hold with equality. This way, we obtain [f ]k1 = F1 (m). Finally, to recover
the message from the signature, we can compute
m = [f ]k2 ⊕ F2 ([f ]k1 )
= [(F1 (m)||(F2 (F1 (m)) ⊕ m))]k2 ⊕ F2 ([f ]k1 )
= F2 (F1 (m)) ⊕ m ⊕ F2 ([f ]k1 )
= F2 (F1 (m)) ⊕ m ⊕ F2 (F1 (m))
=m

2

Theorem 2. Our ID-based message recovery signature scheme is existentially
unforgeable under a chosen message attack in the random oracle model, assuming
the hardness of Computational Diﬃe-Hellman problem.
Proof. We note that the complete security proof of this Theorem will be provided
in the full version of this paper.
2
3.5

Eﬃciency and Limitation

The length of the signature produced by our scheme is |r + U | = |q| + |G1 |. This
signature can be used to sign (and recover) the message m, where |m| = k2 .
Using any of the families of curves described in [5], one can select q to be a
170-bit prime and use a group G1 where each element is 171 bits. Hence, the
total signature length is 341 bits or 43 bytes. With these parameters, security
is approximately the same as a standard 1024-bit RSA signature, which is 128
bytes. This signature scheme can be used to recover a message m where |m| = k2
and |q| = k1 + k2 . The overhead of this scheme is |q| + |G1 | − k2 = |G1 | + k1 . To
obtain a 2−80 probability of the veriﬁcation condition holding for an attempted
forgery generated by an adversary, we need to have k1 ≤ 80 bits. Hence, if |G1 | is
chosen to be 171 bits, we obtain the signature overhead as 251 bits. We note that
the previous pairing ID-based signature schemes normally requires two elements
of G1 , which is approximately 340 bits. The only limitation in this scheme is that
the message size |m| is limited to k2 . In the next section, we will eliminate this
problem by proposing an ID-based partial message recovery signature scheme.

4
4.1

Identity-Based Partial Message Recovery Signatures
Model

There exists a trusted P KG in the system. An ID-based message recovery signature scheme consists of four algorithms.
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– Setup: A probabilistic algorithm that is on input a P KG’s secret key, sP KG ,
outputs the P KG’s public key, Ppub , together with the system parameters,
param.
– Extract: A deterministic algorithm that is on input an identity of a user, ID,
outputs a user’s secret key, SID .
– Sign: A probabilistic algorithm that accepts a message m, an identity ID and
his/her secret key SID , outputs a signature σ on m and a partial message
m1 .
– Verify: A deterministic algorithm that accepts an identity of the sender, ID,
a partial message m1 and a signature σ, outputs either true or ⊥ to indicate
whether the veriﬁcation is successful or not. If the output is true, outputs
the complete message m.
Consistency
For consistency of the scheme, we require
⎞
⎛
(true, m) ← Verify(m1 , σ, ID);
P r ⎝ (σ, m1 ) ← Sign(ID, SID , m); ⎠ = 1
SID ← Extract(ID)
holds with an overwhelming probability.
4.2

Formal Security Notion

In this section, we provide a formal security notion for an ID-based partial
message recovery scheme. We provide a formal deﬁnition of existential unforgeability of an ID-based partial message recovery signature scheme under a chosen
message attack, which is similar to the notion of existential unforgeability of
an ID-based message recovery signature. It is deﬁned using the following game
between an adversary A and a challenger C.
– Setup: C runs Setup for a given security parameter  to obtain a public
parameter param. The public key of the P KG, Ppub , is also obtained. The
associated P KG’s secret key is kept by C.
– Extract Queries: A can request the private key corresponding to any identity,
IDi for 1 ≤ i ≤ qex where qex denotes the number of extraction queries,
which is polynomial in l. As a response to each query, C runs Extract taking
IDi as input and returns a resulting secret key SIDi .
– Sign Queries: A can request a signature on a message mj for 1 ≤ j ≤ qm
where qm denotes the number of extraction queries, which is polynomial in
l, for any identity IDi . In response, C runs Extract to get a secret key SIDi
associated with IDi . It then runs Sign taking IDi , SIDi and mj as inputs and
returns a resulting a signature σj for the message mj and a partial message
mj related to mj .
– Verify Queries: Answers to these queries are not provided by C since A can
compute them for himself using the Verify algorithm.
– Output: Finally, A outputs a tuple (ID, m , σ). A wins the game if
?

Verify(IDi , σ) = true holds; no secret key for ID was issued in Extract Queries
stage; and (σ, m ) was not obtained in Sign Queries stage.
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The success probability of an adversary to win the game is deﬁned by
U F −IDP M RSS−CM A
SuccA
().

Deﬁnition 3. We say that an ID-based partial message recovery signature
scheme is existentially unforgeable under a chosen message attack if the probability of success of any polynomially bounded adversary in the above game is
negligible. In other words,
U F −IDP M RSS−CM A
() ≤ 
SuccA

4.3

A Concrete Scheme from Bilinear Pairing

– Setup: P KG chooses a random number s ∈ Zq∗ and sets Ppub = sP. P KG
also publishes system parameters {G1 , G2 , ê, q, λ, P, H0 , H1 , F1 , F2 , k1 , k2 },
and keeps s as the master-key, which is known only by itself. Here |q| =
k1 + k2 , H1 : {0, 1}∗ → Zq∗ , H0 : {0, 1}∗ → G∗1 , F1 : {0, 1}k2 → {0, 1}k1 and
F2 : {0, 1}k1 → {0, 1}k2 are four cryptographic hash functions.
– Extract: A user submits his/her identity information ID to P KG. P KG computes the user’s public key as QID = H0 (ID), and returns SID = sQID to the
user as his/her private key.
– Sign: Let the message be m = m2  m1 , here m2 ∈ {0, 1}k2 .
S1 v = ê(P, P )k , where k ∈R Zq∗
S2 f = F1 (m2 )||(F2 (F1 (m2 )) ⊕ m2 )
S3 r = H1 (v) + f (mod q)
S4 c = H1 (m1  r)
S5 U = kP − cSID .
The signature is (m1 , r, U ). We note that the size of the message-signature
pair is |m1 + r + U |, which is |m1 | + |q| + |G1 |.
– Verify: Given ID, a partial message m1 , and a signature (r, U ), compute
r − H1 (ê(U, P )ê(QID , Ppub )H1 (m1 r) ) = f.
and
m2 = [f ]k2 ⊕ F2 ([f ]k1 ).
?

Check whether [f ]k1 = F1 (m2 ) holds. If it holds with an equality, then accept
this signature and output true and the complete message m = m1  m2 .
Otherwise, output ⊥.
4.4

Security Analysis

Theorem 3. Our ID-based partial message recovery scheme is complete and
sound.
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Proof. The correctness of the scheme is justiﬁed as follows.
ê(U, P )ê(QID , Ppub )H1 (m1 r) = ê(kP − cSID , P )ê(QID , sP )H1 (m1 r)
= ê(kP − cSID , P )ê(QID , sP )c
= ê(kP − cSID , P )ê(csQID , P )
= ê(kP − cSID , P )ê(cSID , P )
= ê(kP, P )
= ê(P, P )k
Obtaining this value, we can compute
r − H1 (ê(U, P )e(QID , Ppub )H1 (m1 r) ) = r − H1 (ê(P, P )k )
= r − H1 (v)
=f
?

Since f = F1 (m2 )||(F2 (F1 (m2 )) ⊕ m2 ), then testing [f ]k1 = F1 (m2 ) must hold
with equality. Therefore, we obtain F2 ([f ]k1 ) = F2 (F1 (m2 )). Hence, to recover
the message, we can compute
m2 = [f ]k2 ⊕ F2 ([f ]k1 )
= [f ]k2 ⊕ F2 (F1 (m2 ))
= [F1 (m2 )||(F2 (F1 (m2 )) ⊕ m2 )]k2 ⊕ F2 (F1 (m2 ))
= (F2 (F1 (m2 )) ⊕ m2 ) ⊕ F2 (F1 (m2 ))
= m2
The complete message is recovered as m = m1  m2 .

2

Theorem 4. Our ID-based message recovery signature scheme is existentially
unforgeable under a chosen message attack in the random oracle model, assuming
the hardness of Computational Diﬃe-Hellman problem.
Proof. The proof is similar to the proof of Theorem 2 and therefore it is omitted.
2
4.5

Eﬃciency

The length of the signature of the scheme presented in this section is |m1 +r+U |,
which equal to |m1 | + |q| + |G1 |. The scheme can be used to recover a message
m of arbitrary length, where m is represented as m = m1 ||m2 . Using any of
the families of curves described in [5], one can select q to be a 170-bit prime
and use a group G1 where each element is 171 bits. Hence, the total signature
length is |m1 | + 341 bits or |m81 | + 43 bytes. With these parameters, security
is approximately the same as a standard 1024-bit RSA signature, which is 128
bytes. We note that the overhead of our second scheme is identical to our ﬁrst
scheme.
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Conclusion

In this paper, we presented the ﬁrst ID-based short signature schemes. Our
schemes are essentially ID-based message recovery signature schemes and IDbased partial message recovery signature schemes. The construction has opened a
new area of research, namely how to shorten ID-based signature schemes. Unlike
the previous contributions in constructing short signature schemes, our schemes
are ID-based. We presented concrete schemes for ID-based message recovery signature scheme and ID-based partial message recovery signature scheme. The
eﬃciency of both algorithms are as follows.
Scheme 1
Scheme 2
Total Length
|q| + |G1 | |m1 | + |q| + |G1 |
Signature Length in Practice 341 bits |m1 | + 341 bits
Maximum size of m
k2
arbitrary length
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