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Phishing is an attack in which victims are lured by oﬃcial looking email to a
fraudulent web-site that appears to be that of a legitimate service provider. The
email also provides victims with a convincing reason to log-on to the site. If
users are fooled into logging-on, then the attacker is provided with the victims’
authentication information for the legitimate service provider, often along with
personal information, such as their credit-card data, checking account information or social security data. Successful phishing attacks can result not only in
identity and asset theft, but also in more subtle attacks that need not be directly
directly harmful to the victim but which have negative consequences for society
(for example: money laundering).
Professional studies that have attempted to estimate the direct losses due to
phishing in 2004 have come up with widely varying ﬁgures: from $150-million
to $2.4-billion U.S. dollars. However, all the studies agree that the costs will
continue to rise in the foreseeable future unless something is done to educate
users and/or technologies are introduced to defeat or limit such attacks. Further,
these estimates measure only the direct costs, and do attempt to measure the
indirect costs that result from the loss of consumer conﬁdence in the Internet
infrastructure and all of the services it can be used to provide. Our panel will
look at a broad number of issues relating to the past, present and future of
phishing, in order to better understand this growing problem.
We will address topics that include the notion that phishing is a special case
of “web-spooﬁng”, an attack that was predicted and researched academically
as early as 1996. We will look at the mutual progression of the research and
practice of such attacks, and what we can learn from both. We will discuss
the fact that phishing is currently a problem, and look at what information
consumers are being given to mitigate their risk of exposure; we’ll ask if the
advice is practical and eﬀective. We will see how the percentage of successful
phishing attacks could dramatically increase if phishing attacks begin to make
use of contextual information about their victims. It will be argued that such
attacks are easily automated, begging the question of how long it will take for
such context sensitive attacks to appear in the wild. We will see that phishinggraphs can be used not only to model phishing attacks, but also to quantify the
feasibility and economic costs of attacks. We will discuss the issue of mutual
authentication, and how it relates to phishing attacks. It will be argued that
easy to use mutual authentication protocols could mitigate many of the risks of
phishing, and we will discuss one such protocol. Finally, we will deliberate on
the likelihood of the advent of a silver-bullet technology that will solve all of our
phishing problems.
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