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When a client attempts to interact with an online service provider that performs any form of ﬁnancial transaction, the service provider requires the client
to authenticate itself. This is normally done by having the client provide a username and password that were previously agreed upon, through some procedure,
the ﬁrst time the client attempted to use the services provided by the provider.
Asymmetrically, the client does not ask the provider for the same form of authentication. That is, the customer of the bank does not ask the web-page to
somehow prove that it is really the bank’s web-page. This asymmetry seems to
come mostly from an attempt to port security models from the physical to the
digital world: I would never expect a physical bank branch to authenticate itself
to me through any form other than its branding. However, that is not to say
customers don’t implicitly authenticate their bank-branches, they do! However,
it is a rather implicit authentication that is based on the use of branding and
law-enforcement by the banks. Unfortunately, many of the security assumptions
that hold in the physical world do not hold in the digital world: the costs of
setting up an authentic looking but fraudulent web-page are low; the pay-oﬀ for
successful phishing attacks is high; and digital law enforcement is weak to nonexistent in the digital realm and so the risks are minimal. This makes phishing
an attractive type of fraud, and has led to its growing popularity.
In order to reduce the ability of phishers to launch successful attacks, we
suggest that users request authentication from their service providers. In other
words, we suggest that the client and service provider engage in mutual authentication. While such authentication is easily achievable with public-key cryptography and certiﬁcates, this solution is not appealing due to the historical
diﬃculty users have had in understanding these concepts: currently many users
automatically accept most certiﬁcates that are brought to their attention by
web-browsers, regardless of their validity or origin.
We will discuss a protocol for mutual authentication that relies solely on a
client being able to remember a password to authenticate him or herself to the
service provider, and the ability to recognize —and not recall, as in the case of a
password— a unique series of images (or other forms of stimuli, such as sound and
touch) corresponding to the appropriate service provider. The client only needs
to be educated to realize that if his or her appropriate sequence of images does
not appear, then the site is not legitimate and should not be used, nor should any
personal information be provided to it. Further, the protocol has the property
that it is secure against man-in-the-middle attacks in the random-oracle model.
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