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Abstract. Suppose Alice and Bob are two entities (e.g. agents, organizations, etc.) that wish to negotiate a contract. A contract consists of
several clauses, and each party has certain constraints on the acceptability and desirability (i.e., a private “utility” function) of each clause. If
Bob were to reveal his constraints to Alice in order to ﬁnd an agreement,
then she would learn an unacceptable amount of information about his
business operations or strategy. To alleviate this problem we propose the
use of Secure Function Evaluation (SFE) to ﬁnd an agreement between
the two parties. There are two parts to this: i) determining whether
an agreement is possible (if not then no other information should be
revealed), and ii) in case an agreement is possible, coming up with a
contract that is valid (acceptable to both parties), fair (when many valid
and good outcomes are possible one of them is selected randomly with a
uniform distribution, without either party being able to control the outcome), and eﬃcient (no clause is replaceable by another that is better for
both parties). It is the fairness constraint in (ii) that is the centerpiece of
this paper as it requires novel techniques that produce a solution that is
more eﬃcient than general SFE techniques. We give protocols for all of
the above in the semi-honest model, and we do not assume the Random
Oracle Model.

1

Introduction

Suppose Alice and Bob are two entities who are negotiating a joint contract,
which consists of a sequence of clauses (i.e., terms and conditions). Alice and
Bob are negotiating the speciﬁc value for each clause. Example clauses include:
1. How will Alice and Bob distribute the revenue received for jointly performing
a task?
2. Given a set of tasks, where Alice and Bob each have a set of tasks they are
willing and able to perform, who performs which tasks?
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3. Given a set of locations to perform certain tasks, in which locations does
Alice (respectively, Bob) perform their tasks?
Alice and Bob will each have private constraints on the acceptability of each
clause (i.e., rules for when a speciﬁc term is acceptable). A speciﬁc clause is an
agreement between Alice and Bob if it satisﬁes both of their constraints. In a
non-private setting, Alice and Bob can simply reveal their constraints to one
another. However, this has two signiﬁcant drawbacks: i) if there are multiple
possible agreements how do Alice and Bob choose a speciﬁc agreement (some
are more desirable to Alice, others more desirable to Bob), and ii) the revelation of one’s constraints and preferences is unacceptable in many cases (e.g., if
one’s counterpart in the negotiation can use these to infer information about
one’s strategies or business processes or even use them to gain an information
advantage for use in a future negotiation). This second problem is exacerbated
when Alice and Bob are competitors in one business sector but cooperate in
another sector. We propose a framework and protocols that facilitate contract
negotiation without revealing private constraints on the contract. There are two
components to such a negotiation: i) the ability to determine if there is a contract
that satisﬁes both parties’ constraints (without revealing anything other than
”yes/no”) and ii) if there is a contract that satisﬁes both parties’ constraints,
then a protocol for determining a contract that is valid (acceptable to both
parties), fair (when many valid and good outcomes are possible one of them is
selected randomly with a uniform distribution, without either party being able
to control the outcome), and eﬃcient (no clause is replaceable by another that
is better for both parties).
We introduce protocols for both of these tasks in the semi-honest model
(i.e., the parties will follow the protocol steps but may try to learn additional
information). The results of the paper are summarized as follows:
– The deﬁnition of a framework for privacy preserving contract negotiation.
This framework allows multiple independent clauses, but can be extended
to support dependencies between diﬀerent clauses.
– Protocols for determining if there is a valid contract according to both parties’ constraints.
– Protocols for determining a fair, valid, and eﬃcient contract when there
is such a contract in the semi-honest model. The most diﬃcult of these
requirements is fairness, and we believe that the ability to choose one of
several values without either party having control of the value will have
applications in other domains.
The rest of the paper is organized as follows. In Section 2, an overview of
related work is given. In Section 3, several building blocks are given that are
used in later protocols. Section 4 describes our security model. Section 5 outlines
the framework for secure contract negotiation. Section 6 describes protocols for
computing the satisﬁability of a clause as well as for determining a valid term
for a clause. In Section 7, we discuss extensions to our protocols that allow Alice
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and Bob to make preferences. Section 8 introduces several extensions to our
framework. Finally, Section 9 summarizes the results.

2

Related Work

The authors are not aware of any directly related work in this area. Much of the
previous work in automated contract negotiation ([15, 14, 26]) focuses on creating logics to express contract constraints so that agreements can be computed.
Our work is not to be confused with simultaneous contract signing [24], which
solves the diﬀerent problem of achieving simultaneity in the signing of a preexisting already agreed-upon contract. The closest work is in [25], which deals
with user preference searching in e-commerce. The problem addressed there is
that a vendor may take advantage of a customer if that vendor learns the customer’s constraints on a purchase (type of item, spending range, etc.). To prevent
this, [25] suggests using a gradual information release.
Secure Multi-party Computation (SMC) was introduced in [27], which contained a scheme for secure comparison; suppose Alice (with input a) and Bob
(with input b) desire to determine whether or not a < b and without revealing
any information other than this result (this is referred to as “Yao’s Millionaire
Problem”). More generally, SMC allows Alice and Bob with respective private
inputs a and b to compute a function f (a, b) by engaging in a secure protocol for
some public function f . Furthermore, the protocol is private in that it reveals no
additional information. By this what is meant is Alice (Bob) learns nothing other
than what can be deduced from a (b) and f (a, b). Elegant general schemes are
given in [11, 10, 1, 4] for computing any function f privately. One of the general
results in Two-party SMC is that if given a circuit of binary gates for computing
a function f that has m input wires and n gates, then there is a mechanism
for securely evaluating the circuit with m chosen 1-out-of-2 Oblivious Transfers(OTs), communication proportional to n, and a constant number of rounds
[28]. There have been many extensions of this including: multiple parties, malicious adversaries, adaptive adversaries, and universal protocols [9, 3, 17]. Furthermore, [19] implemented the basic protocol along with a compiler for building
secure protocols. However, these general solutions are considered impractical for
many problems, and it was suggested in [13] that more eﬃcient domain-speciﬁc
solutions can be developed.
A speciﬁc SMC-based application that is similar to our work is that of [6],
which introduced protocols for computing set intersection eﬃciently. Speciﬁcally,
it introduced protocols (for the semi-honest and malicious models) for computing the intersection between two sets, the cardinality of set intersection, and to
determine if the cardinality was above a threshold. That work also introduced
protocols for multiple parties, approximating intersection, and for fuzzy set intersection. This is similar to the centerpiece of this paper as our work can be
summarized as “choose a random element of the intersection, given that there
is such an element”.
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Building Blocks
Cryptographic Primitives and Deﬁnitions

1. Oblivious Transfer: There are many equivalent deﬁnitions of Oblivious Transfer (OT), and in this paper we use the deﬁnition of chosen 1-out-of-N
OT, where Alice has a set of items x1 , . . . , xN and Bob has an index i ∈
{1, . . . , N }. The OT protocol allows Bob to obtain xi without revealing any
information about i to Alice and without revealing any information about
other xj (j = i) values to Bob. A high-level overview of OT can be found
in [24]. Recently, there has been some work on the development of eﬃcient
OT protocols [20, 21]. It was also shown in [16] that there was no black-box
reduction from OT to one-way functions.
2. Homomorphic Encryption: A cryptographic scheme is said to be homomorphic if for its encryption function E the following holds: E(x) ∗ E(y) =
E(x + y). Examples of homomorphic schemes are described in [5, 23, 22].
A cryptographic scheme is said to be semantically secure if E(x) reveals
no information about x. In other words (E(x), E(x)) and (E(x), E(y)) are
computationally indistinguishable (deﬁned in Section 4).
3. Secure Circuit Evaluation: A well known result in SMC is that boolean circuits composed of 2-ary gates can be evaluated with communication equal
to the size of the circuit, a 1-out-of-2 OT per input wire, and a constant
number of rounds [28, 12].

4

Preliminaries

In this section, we discuss our security model, which is similar to that of [2, 9]
(however we use a subset of their deﬁnitions as we are in the semi-honest model).
At a high level a protocol securely implements a function f if the information
that can be learned by engaging in the protocol, could be learned in an ideal implementation of the protocol where the functionality was provided by a trusted
oracle. We consider semi-honest adversaries (i.e., those that will follow the protocol but will try to compute additional information other than what can be
deduced from their input and output alone).
We now formally review the above notions for two party protocols. We do this
by deﬁning the notion of an ideal-model adversary (one for the situation where
there is a trusted oracle) and a real-model adversary for the protocol Π, and then
state that a protocol is secure if the two executions are computationally indistinguishable. Assume that Π computes some function f : {0, 1} ×{0, 1} → {0, 1} .
Alice (Bob) is viewed as a Probabilistic Polynomial Time (PPT) algorithm A
(B) that can be decomposed into two parts AI and AO (BI and BO ). Also Alice’s
(Bob’s) private input is represented by XA (XB ). We represent Alice’s view of the
protocol as IDEALA,B (XA , XB ) = (AO (XA , rA , YA ), f (AI (XA , rA ), XB )) where
rA is Alice’s private coin ﬂips.
We now deﬁne the actual execution for a protocol Π that implements the
function f . In a real model, the parties are arbitrary PPT algorithms (A , B  ).
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The adversaries are admissible if both parties use the algorithm speciﬁed by
protocol Π (as we are in the semi-honest model). We denote the interaction of
protocol Π by REALΠ,A ,B  (XA , XB ), which is the output from the interaction
of A (XA ) and B  (XB ) for protocol Π.
As is usual, we say that a protocol Π securely evaluates a function f if for
any admissible adversary in the real model (A , B  ), there exists an ideal-model
adversary (A, B) such that IDEALA,B (XA , XB ) and REALΠ,A ,B  (XA , XB ) are
computationally indistinguishable. To deﬁne what is meant by this we recall the
standard deﬁnition of computational indistinguishability [8]: Two probability
def

def

ensembles X = {Xn }n∈N and Y = {Yn }n∈N are computationally indistinguishable if for any PPT algorithm D, any polynomial p, and suﬃciently large
n it holds that:
1
.
|(P r(D(Xn , 1n ) = 1)) − (P r(D(Yn , 1n ) = 1))| < p(n)

5

Secure Contract Framework

In this section we introduce a framework for secure contract negotiation. we
begin with several deﬁnitions:
– A clause is a public set S = {s0 , . . . sN −1 } of possible values. We refer to
each of these values as terms. We assume that Alice and Bob can agree on
S at the start of the negotiation. Furthermore, there is a deﬁned ordering of
the terms, so that si is the ith term in the set.
– For each clause S, Alice (Bob) has a set of constraints on the acceptability
of each of that clause’s terms. These constraints are represented by sets A
(respectively, B), where A ⊆ S (B ⊆ S) and A (B) is the set of all terms for
clause S that are acceptable to Alice (Bob).
– A term x ∈ S is acceptable iﬀ x ∈ (A ∩ B).
– A clause is satisﬁable iﬀ A ∩ B = ∅, i.e., there is a term for the clause that
is acceptable to both Alice and Bob.
– A negotiation is a sequence of clauses S0 , . . . , Sk−1 . In this paper, we assume
that these clauses are independent (i.e., that the acceptability of one clause
does not depend on the outcome of another clause). We brieﬂy discuss how
to extend our protocols for dependent clauses in Section 8.3. A negotiation
is satisﬁable iﬀ each clause is satisﬁable.
– A contract for a negotiation is a sequence of terms x0 , . . . , xk−1 (where xi ∈ Si ).
A contract is valid if each term is acceptable to both parties. A valid contract
is eﬃcient if no term in it is replaceable by another term that is better for both
Alice and Bob (according to their respective private valuation functions).
Example: Suppose Alice and Bob are entities that jointly manufacture some type
of device, and furthermore they must negotiate where to manufacture the devices.
The clause could take the form S = {London, New York, Chicago, Tokyo, Paris,
Ottawa}. Now suppose Alice’s constraints are A = {London, New York, Paris,
Ottawa} and Bob’s constraints are B = {London, Tokyo, Paris, Ottawa}. The
set of acceptable terms are those in A ∩ B = {London, Paris, Ottawa}.

Achieving Fairness in Private Contract Negotiation

275

We now outline the framework for our protocols. Protocols for computing the
satisﬁability of a clause and an acceptable term for the clause are given in the
next section. However, this needs to be extended to the contract level, because
the individual results for each clause cannot be revealed when the negotiation is
not satisﬁable. Given a protocol that evaluates whether or not a clause is satisﬁable in a split manner, it is possible to determine if the contract is satisﬁable.
This is obvious since a contract is satisﬁable iﬀ all clauses are satisﬁable, which
can be computed easily by computing the AND of many split Boolean values
using Secure Circuit Evaluation [28]. A key observation is that if a contract is
satisﬁable, then to ﬁnd a valid and fair contract one can ﬁnd the individual fair
clause agreements independently. Thus given secure protocols for determining
whether a clause is satisﬁable and a protocol for determining an acceptable fair
term for a satisﬁable clause, it is possible to compute these same values at the
contract level.

6

Secure Contract Term Protocols

In this section we propose private protocols for computing: i) the satisﬁability of
a clause(yes/no) and ii) a fair agreement for satisﬁable clauses (recall that fair
means that the term is chosen uniformly from all the set of acceptable terms
and that neither party has control over the outcome). We postpone discussion
of protocols for computing eﬃcient agreements until Section 7. We now deﬁne
some notation for our protocols. We assume that Alice and Bob are negotiating
a speciﬁc clause with N terms. We deﬁne Alice’s (Bob’s) acceptability for term
i to be a boolean value ai (bi ).
6.1

Determining Satisﬁability

A clause is satisﬁable iﬀ

N
−1
i=0

ai ∧ bi is true. Clearly this satisﬁability predicate

be computed (with Secure Circuit Evaluation) with O(N ) communication and
O(1) rounds.
6.2

Computing a Fair Acceptable Term

In this section we introduce a protocol for computing a fair acceptable term for a
clause that is known to be satisﬁable. The protocol can be described as follows:
Protocol Description:
Input: Alice has a set of binary inputs a0 , . . . , aN −1 and likewise Bob has a set
of inputs: b0 , . . . , bN −1 . Furthermore it is known that ∃i ∈ [0, N ) such that ai ∧bi
is true.
Output: An index j such that aj ∧ bj is true, and if there are many such indices,
then neither party should be able to control which index is chosen (by modifying
their inputs).
Figure 1 describes our protocol for computing a fair acceptable term. However, we also discuss three elements about the protocol’s diﬃculty including: i)
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we show that chosen OT reduces to the above mentioned problem, ii) we discuss
a solution using circuit simulation for this problem, and iii) we show a false start
for the problem.
A Reduction from OT:
Suppose Bob is choosing 1 out of N items (item i) from Alice’s list of binary
values v0 , . . . , vN −1 . Alice and Bob deﬁne a list of 2N values. Alice creates a list
where item a2j+vj is true and a2j+1−vj is false for all j ∈ [0, N ). Bob creates a

Input: Alice has a set of binary inputs a0 , . . . , aN −1 and likewise Bob has a set of
inputs: b0 , . . . , bN −1 . Furthermore it is known that ∃i ∈ [0, N ) such that ai ∧ bi is
true.
Output: An index j such that aj ∧ bj is true, and if there are many such indices,
then neither party should be able to control which index is chosen.
1. Alice does the following:
(a) She chooses a semantically-secure homomorphic encryption function EA
(with modulus MA ) and publishes its public keys and public parameters.
(b) For each item ai in the list a0 , . . . , aN −1 , she creates a value: αi ← EA (ai ).
She sends these values to Bob.
2. Bob does the following:
(a) He chooses a semantically-secure homomorphic encryption function EB
(with modulus MB ) and publishes the public keys and the public parameters.
(b) For each i from 0 to N − 1, Bob chooses/computes:
i. A random value ri chosen uniformly from {0, 1}.
ii. If bi = 0, then he sets βi ← EA (0), and otherwise he sets it to βi ←
αi ∗ EA (0).
iii. if ri = 0, then γi = βi , and otherwise γi = ((βi ∗ EA (MA − 1))MA −1 ).
iv. δi [0] ← EB (ri ) and δi [1] ← EB (1 − ri )
Bob forms ordered triples (γi , δi [0], δi [1]) and randomly permutes all of the
tuples (storing the permutation ΠB ), and he sends the permuted list of ordered
triples to Alice.
3. Alice permutes the triples using a random permutation Π  and then for each
triple in the permuted list (γi , δi [0], δi [1]) (note that these i values are not the
same ones that Bob sent, but are the new values in the permuted list) she
computes/chooses:
(a) ζi ← δi [DA (γi )] ∗ EB (0)
(b) ηi ← ζi ∗ (ηi−1 )2 (if i = 0, then she sets it to ζ0 ).
(c) She chooses a random qi uniformly from Z∗MB .
(d) θi ← (ηi ∗ EB (−1))qi
Alice permutes the θ values using another random permutation Π  and she
computes the permutation ΠA = Π  Π  . She sends the permuted θ values
along with the permutation ΠA
4. Bob decrypts the values with DB and ﬁnds the value that decrypts to 0; he
then ﬁnds the original index of this value by inverting the permutation and he
announces this index.
Fig. 1. Protocol FIND-AGREEMENT
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similar list, but sets only values b2i and b2i+1 to true (and all other values are set
to false). Alice and Bob engage in the above mentioned protocol. Clearly from
the returned value, Bob can deduce the value of Alice’s bit vi .
Using Circuit Simulation
In order to make the term fair, the participants could each input a random
permutation into the circuit that would compose the permutations and then
permute the list with the composed permutation. The circuit would then choose
the ﬁrst value in the list that was an agreement. This would be fair because if
at least one party chose a random permutation than the composed permutation
would also be random (making the ﬁrst acceptable item a fair choice). However, this would require at least O(N log N ) inputs into the circuit (and thus
this many 1-out-of-2 OTs) as this is the minimum number of bits to represent
a permutation. Also, the circuit would have to perform the permutation, which
would involve indirectly accessing a list of size N exactly N times. The direct
approach of doing this would require O(N 2 ) gates. Thus the standard circuit
would require at least O(N log N ) OTs (also this many modular exponentiations) and O(N 2 ) communication. The protocol we outline below requires O(N )
modular exponentiations and has O(N ) communication. Now, it may be possible to reduce the number of bits input into the circuit to O(N ) by using a
pseudorandom permutation, however this would require the computation of a
permutation, which would be a diﬃcult circuit to construct.
Some False Starts for Sub-Linear Communication
It would be desirable for a protocol to have sub-linear (in terms of the number of possible terms) communication. A possible strategy for this is to use a
randomized approach. This solution works well if it is known that the sets have
a “substantial” intersection, but all that is known is that there is at least one
item that is in the intersection. Furthermore, the participants do not want to
leak additional information about their own sets, including information about
their mutual intersection. And thus any probabilistic strategy must behave as
if there is only a single item in the intersection, and such a protocol would not
have sub-linear communication. As a ﬁnal note if it the contract is to be fair and
eﬃcient then there is a communication complexity of Ω(N ) for ﬁnding such a
contract (we prove this in Section 7).
Proof of Correctness:
Before discussing the security of the above protocol, we show that the protocol
is correct in that it computes an agreement. It is easy to verify that the permutations do not eﬀect the result as they are reversed in the opposite order that
they were used, and thus our correctness analysis ignores the permutations. We
consider a speciﬁc term with respective acceptability for Alice and Bob as ai
and bi (we use ci to denote ai ∧ bi ). We now trace the protocol describing each
variable:
1. The value αi is EA (ai ).
2. The value βi is EA (ci ).
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3. It is easy to verify that the value γi is EA (ci ⊕ri ) (where ⊕ denotes exclusiveor).
4. The value δi [0] is EB (ri ) and the value δi [1] is EB (1 − ri )
5. Now, ζi is δi [0] when ci = ri and is δi [1] otherwise. This implies that ζi =
EB (ci ).
6. Let î be the ﬁrst index where ζî is EB (1). For i < î, the value ηi will be
EB (0). Furthermore, the value ηî will be EB (1). However, for i > î the value
ηi will be something other than EB (1), because ηi = ζi + ηi−1 2 .
7. If ηi = EB (xi ), the value θi will be EB (qi (xi − 1)), this value will be EB (0)

only when xi = 1, which will only happen at i = î.
Proof of Security (Semi-honest Model)
There are two parts to proving that this protocol is secure: i) that Alice (or
Bob) does not learn additional information about indices that are not the output
index, and ii) since we consider the permutations to be inputs into the protocol,
we must show that that a party cannot choose its permutation to aﬀect the
outcome. Since Alice and Bob’s roles are not symmetrical in the protocol, we
must prove security for both cases.
Alice
We introduce an algorithm SB that takes Alice’s inputs and creates a transcript
that is computationally indistinguishable from Alice’s view in the real model.
This algorithm is shown in Figure 2.
Input: Alice sees a0 , . . . , aN −1 , EA , DA , EB and she sees the output index j.
Output: Alice must generate values indistinguishable from Bob’s values in step 2;
these values are triples of the form (γi , δi [0], δi [1])
1. Alice generates a sequence of values b̂0 , . . . , b̂N −1 where where b̂i is chosen
uniformly from {0, 1} if i = j and is 1 if i = j.
2. Alice generates a sequence of random bits r0 , . . . , rN −1 chosen uniformly from
{0, 1}.
3. Alice creates tuples of the from (EA (ri ⊕ (ai ∧ b̂i ), EB (ri ), EB (¬ri )).
4. Alice permutes the items using a random permutation and then outputs these
tuples.
Fig. 2. Algorithm SB

Lemma 1. In the semi-honest model, SB is computationally indistinguishable
from Alice’s view from running FIND-AGREEMENT.
Proof: Since EB is semantically-secure, the second and third elements of the
tuple are indistinguishable from the real execution. To show that the ﬁrst item
is computationally indistinguishable, we must show two things: i) that the decrypted values are indistinguishable (since Alice knows DA ), and ii) that from
Alice’s previous information that she created in Step 1 she cannot distinguish
the values.
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To show (i), the decrypted values from SB are chosen uniformly from {0, 1}.
In the real execution the values are EA (ci ⊕ ri ), where ri is chosen uniformly
from {0, 1}. Thus, the sequences are indistinguishable.
Part (ii) follows from the statement that Bob performs at least one multiplication on each item or he generates the values himself. By the properties of
semantically secure homomorphic encryption, this implies that these values are
indistinguishable.

Lemma 2. In the semi-honest model, Alice cannot control which term is chosen
by selecting her permutation in the protocol FIND-AGREEMENT.
Proof: The composition of two permutations, with at least one being random,
is random. Thus, when Bob randomly permutes the tuples in Step 2, Alice
cannot permute them in a way that beneﬁts her, as she does not know Bob’s
permutation. Thus, when she computes the θ values the permutation is random
and the term is chosen fairly.

Bob
We introduce an algorithm SA that takes Bob’s inputs and creates a transcript
that is computationally indistinguishable from Alice’s view in the real model.
This algorithm is shown in Figure 3.
Input: Bob sees b0 , . . . , bN −1 , EB , DB , EA and he sees the output index j.
Output: Bob must generate values indistinguishable from Alice’s values in steps 1
and 3; these values include: EA (a0 ), . . . , EA (aN −1 ), θ0 , . . . , θN −1 and Π.
1. Bob generates a sequence of values â0 , . . . , âN −1 where where âi is chosen uniformly from {0, 1} if i = j and is 1 if i = j.
2. Bob generates a list of N items θ̄0 , . . . , θ̄N −1 where the jth value is 0 and
all other values are chosen uniformly from Z∗MB . He then creates a random
permutation Π̂ and permutes the values. Call this permuted list θ̂0 , . . . , θ̂N −1 .
3. Bob outputs EA (â0 ), . . . , EA (âN −1 ), θ̂0 , . . . , θ̂N −1 and Π̂.
Fig. 3. Algorithm SA

Lemma 3. In the semi-honest model, SA is computationally indistinguishable
from Bob’s view from running FIND-AGREEMENT.
Proof: Since EA is semantically-secure, the values EA (â0 ), . . . , EA (âN −1 ) are
indistinguishable from the real execution and the permutation Π̂ is also indistinguishable. To show that the the values θ̂0 , . . . , θ̂N −1 are computationally
indistinguishable from the real execution, we must show two things: i) that the
decrypted values are indistinguishable (since Bob knows DB ), and ii) that from
his computations from Step 2, he cannot distinguish the values.
To show (i), the values in SA are N − 1 random values and a single 0 value
where the 0 is placed randomly. And since in Step 3.d of the protocol, Alice
multiplies the values by a random value and then permutes the items these
values are indistinguishable.
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To show (ii), all that needs to be shown is that Alice performs a multiplication
on each item, and this is clearly done in Step 3.a of the protocol.

Lemma 4. In the semi-honest model, Bob cannot control which term is chosen
by selecting his permutation in the protocol FIND-AGREEMENT.
Proof: The composition of two permutations, with at least one being random,
is random. Thus when Alice permutes the list with Π  the values are randomly
permuted, and when the ﬁrst agreement is chosen from this list, it is fairly
chosen.


7

Expressing Preferences

It is of course unrealistic to assume that Alice and Bob have sets of acceptable
states that are all equally desirable. There are many terms for a clause that are
a win-win situation for Alice and Bob (i.e., both prefer a speciﬁc term), however
the random selection provided by FIND-AGREEMENT does not allow the choice
of contracts that are eﬃcient in the sense that both parties may prefer another
term. Therefore by eﬃcient we mean Pareto-optimal: Any improvement for Alice
must be at the expense of Bob and vice-versa. In this section, we describe an
extension that allows Alice and Bob to make preference choices through arbitrary
utility functions that assign a desirability score to each term. We then ﬁlter out
all terms that are not Pareto-optimal.
Let UA (x) (respectively, UB (x)) denote Alice’s (Bob’s) utility for term x. In
this section we introduce a ﬁltering protocol FILTER, that ﬁlters out ineﬃcient
solutions. We assume that any terms that are deemed unacceptable to a party
have utility of 0 for that party, and we assume that all acceptable terms have
unique utility (i.e, there are no ties). This last constraint is reasonable since if
two terms have equal desirability, then the parties can easily just assign them
unique utilities in a random order.
Example: Returning to our example where S = {London, New York, Chicago,
Tokyo, Paris, Ottawa}, A = {London, New York, Paris, Ottawa} and B =
{London, Tokyo, Paris, Ottawa}. Suppose Alice sets her utilities to {London(3),
New York(4), Chicago(0), Tokyo(0), Paris(1), Ottawa(2)}, and Bob sets his utilities to {London(3), New York(0), Chicago(0), Tokyo(1), Paris(4), Ottawa(2)}.
Recall that the original list of acceptable terms with utilities is {London(3,3),
Paris(1,4), Ottawa(2,2)}. In this case Ottawa is an ineﬃcient solution for this
negotiation, because both parties prefer London to it.
It suﬃces to give a protocol for marking the terms of S that are ineﬃcient. We
do this by computing a value between Alice and Bob that is XOR-split (i.e., each
party has a value, and the exclusive-or of their values is equal to the predicate
“term is eﬃcient”). It is a natural extension of the FIND-AGREEMENT protocol
to utilize such values and we omit the details. We omit a detailed proof of
security, as this is a natural extension to the proofs outlined before. This ﬁltering
process is described in Figure 4.
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Input: Alice has binary values a0 , . . . , aN −1 , a set of integer utilities A0 , . . . , AN −1 ,
a homomorphic encryption schemes EA (where the modulus is MA ) and DA . Bob
also has a list of binary values b0 , . . . , bN −1 , a set of integer utilities B0 , . . . , BN −1 ,
and has EA . It is also known that there is a term where ai ∧ bi = 1.
Output: Alice has binary values ā0 , . . . , āN −1 and Bob has b̄0 , . . . , b̄N −1 where āi ⊕
b̄i = ai ∧ bi and the utility (Ai , Bi ) is not dominated by another term. Furthermore,
this list can be in any order.
1. Alice sends Bob EA (A0 ), . . . , EA (AN −1 ).
2. For each i from 0 to N − 1, Bob does the following:
(a) Bob chooses a random values ri in ZMA .
(b) If bi = 1, then Bob computes αi = EA (ai ) ∗ EA (−ri ). And if bi = 0, then
Bob computes αi = EA (−ri )
Bob sorts the α values in descending order according to his utility function. He
sends these “sorted” values to Alice.
3. Alice and Bob engage in a Scrambled Circuit Evaluation that computes the
max of the ﬁrst i items and then if the (i + 1)st item is smaller than this max
it replaces it by 0, otherwise it replaces it with 1. This is done in a XORsplit fashion. Clearly, this circuit can be done with O(N ) comparison circuits.
One practical matter is the the comparison circuits must be able to compare ρ
bits, where ρ is the security parameter for a homomorphic scheme (which has
a substantial number of bits). However, the techniques in [7] can be used to
reduce the number of bits used by the comparison circuit substantially.
Fig. 4. Protocol FILTER

As a ﬁnal note, we prove that ﬁnding a fair and eﬃcient term has a communication complexity of Ω(N ). We do this by showing a reduction from Set
Disjointness (which has a lower bound of Ω(N ) [18]. We now give a sketch of
this proof:
Suppose Alice has a set A and Bob has a set B. Alice and Bob deﬁne another
item (call it c) and both include it in their sets. They assign utilities to all items
in their sets randomly, with the condition that the utility of c has to be lower
than the utilities of all other items in their sets. They engage in a protocol to
ﬁnd a fair and eﬃcient item. If the item is c, then the sets are disjoint and if the
item is not c then the sets are not disjoint.


8

Extensions

In this section we outline three extensions (due to page constraints we omit many
details). In section 8.1 we discuss extending our scheme to allow various types
of interactive negotiation. In section 8.2 we discuss how to make our protocol’s
communication proportional to O(|A| + |B|) (which could be more eﬃcient than
our previous solution). Finally, in section 8.3 we outline how to handle dependent
contract terms.
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8.1

Interactive Negotiations

Consider what happens when the negotiators run the protocol and the output
is that no agreement is possible. If the parties stopped here then this system
may not be very useful for them. We now outline some strategies that will help
them negotiate contracts in a more “interactive” fashion. One of the problems
with these approaches is that they allow the entities to perform some level of
probing. Some of these strategies require changes to our protocols, but we leave
the details for the ﬁnal version of the paper: i) the parties could change their
values and run the protocol again, ii) the parties could make several acceptability
sets (in some order of acceptability) and run a protocol that uses all of these sets
as a batch, and iii) the protocols could give some feedback to the users. Some
possible types of feedback include: what are the clauses without an agreement, if
the number of clauses without an agreement is below some threshold than what
are the clauses, or based on thresholds the protocols could output some metric
as to how far away the parties are from an agreement.
8.2

Eﬃcient Communication

The protocols outlined before our not particularly eﬃcient if Alice and Bob’s
acceptability sets are much smaller than N . It would be desirable to have protocols with communication proportional to |A| + |B|. The downside to such a
system is that it reveals “some” additional information, but we believe there
are situations where such values are acceptable to leak. Our protocols can be
modiﬁed to support such clauses, through usage of the protocols in [6].
8.3

Dependent Contract Terms

In this section we brieﬂy outline an extension to our framework for dependent
clauses. Two clauses are dependent if the value of one clause aﬀects the acceptability set of another clause. For example, the location of a contract might eﬀect
which tasks a company is willing/capable to do. Another issue with dependency
is if the dependency relationship is known globally or if it must be hidden. Here
we assume that information about which clauses are dependent is public.
We now present a more formal deﬁnition of two-clause dependency (which can
easily be generalized to n-clause dependency). Alice views clause C2 as dependent
on clause C1 if the acceptability set for C2 (call it A2 ) is a function of the
term value chosen for C1 . Any contract with dependent clauses can be handled
with our framework by taking every group of dependent clauses C1 , . . . , Ck and
making a “super”-clause to represent all of the clauses. The set of states for this
“super”-clause would be the k-tuples in the set C1 × . . . × Ck .

9

Summary

In this paper we deﬁne protocols for negotiating a contract between two entities without revealing their constraints for the contract. There are two essential
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issues that need to be addressed: i) is there an agreement for a contract and
ii) if there is an agreement, then what is a valid, fair, and eﬃcient contract. To
provide eﬃciency we propose assigning utilities to terms and then ﬁltering out
ineﬃcient solutions. To provide fairness the protocols choose a random eﬃcient
term in such a way that neither party has control over the choice of the term;
the protocol for achieving fairness is the centerpiece of this exposition. Furthermore, the protocols can be extended to handle contracts with publicly-known
inter-clause dependencies. This is a ﬁrst step in the area of secure contract negotiation; possible future work includes: i) protocols for dependent clauses that are
better than the generic equivalents, ii) protocols for speciﬁc terms that are more
eﬃcient than the generic protocols presented in this paper, iii) extending the
framework to more than two parties, iv) extending the protocols to a model of
adversary besides semi-honest, and v) extending the framework to allow multiple
negotiations with inter-contract dependencies.
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