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Abstract. In this work we present a new CDH-based ring signature
scheme with some striking advantages. On the one hand it is secure with-
out random oracles, perfectly anonymous, and unforgeable solely under
the CDH assumption in bilinear groups. This makes the security of our
ring signature schemes rely on weaker (and less) assumptions than all
previous (full) ring signature schemes secure without random oracles.
On the other hand the scheme is very space efficient; a public key con-
sists of just a single group element and a ring signature accounts for
only n + 1 group elements, where n is the size of the ring. This is only
about half the number of components when compared to other ring sig-
nature schemes that do not exploit ring re-use. As all computations are
in groups of prime order, we do not need a trusted setup procedure. All
these features do not come for free. The main drawback of our scheme is
that it only provides security against chosen subring attacks where the
attacker is not allowed to query private keys.
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1 Introduction

The CDH assumption became practical for standard model signature
schemes with the introduction of bilinear pairings into cryptography. In
2005, Waters showed the existence of a hash-and-sign signature scheme
that is secure under the CDH assumption in the standard model [31].
Since then several signature schemes, including ring signature schemes
[27], sequential aggregate signature schemes, multisignature schemes, and
verifiably encrypted signature schemes [23] have been proposed that are
secure in the standard model. In this work we develop a new and efficient
ring signature schemes without random oracles that is solely based on the
CDH assumption in symmetric bilinear groups.

A ring signature scheme allows a signer to sign on behalf of a group
of users, the so-called ring; the only condition is that the signer must
also be part of this ring. Technically, a ring is represented by the set
of public keys that correspond to the identities of the ring members.



Using his private key, the signer can now sign a message such that anyone
can check whether the signature has been generated by one of the ring
members. At the same time, there exists no possibility to discover the
actual signer. Ring signatures provide signer anonymity in a very strong
sense. In contrast to group signature schemes [14], the anonymity of the
signer cannot be revoked. What makes ring signature schemes very flexible
is that no central management is needed and that the signer can freely
choose the public keys in the ring even without their owners’ consent.
Direct applications for ring signature schemes include designated verifier
signatures [22] and secret leaking [26], but ring signature schemes are in
general useful in applications where signer anonymity is desired.

1.1 Related Work

The first (explicit) ring signature scheme by Rivest, Shamir and Tau-
man [26] was proven secure in the random oracle/ideal cipher model [2,16].
Since then, several ring signature schemes have been proposed in the ran-
dom oracle model. In 1998, Canetti, Goldreich and Halevi showed the
existence of a signature scheme that is provably secure in the random
oracle model but insecure when instantiated with any hash function [12],
thus raising serious doubts on the usefulness of the random oracle model
for real world protocols. Since then, research on cryptographic primitives
that are secure in the standard model has gained much attention. How-
ever, today only a handful of ring signature schemes proven secure without
random oracles exist.

While the scheme of Chow et al. [15] published in 2006 provides un-
conditional anonymity, unforgeability is based on a new strong assump-
tion that is given without any evidence for its validity. In the same year,
Bender, Katz and Morselli proposed a ring signature scheme based on
trapdoor permutations, but since it uses generic ZAPs for NP it is im-
practical for real world applications [4]. In the same work the authors
also presented two 2-user ring signature schemes without random oracles
that are secure under the CDH and the LRSW assumption. Disadvanta-
geously, these schemes only allow to issue signatures on rings of maximal
size 2. This is security critical since in a ring signature scheme the pro-
vided level of signer anonymity is primarily determined by the number of
ring members. Thus, dependent on the application and his requirements
on an appropriate security level the user should decide on the size of the
ring. In 2007, Shacham and Waters presented a ring signature scheme [27]
that is full key-exposure anonymous, a strong security notion stemming
from [4], under the Subgroup Decision assumption [5]. Unfortunately, this



assumption relies on groups with composite order such that a trusted
setup procedure is necessary in the setup phase. Also, the representa-
tion of group elements is rather large (about 1024 bits). Unforgeability is
based on the CDH assumption and the signature size is 2n+ 2 group ele-
ments, where n is the size of the ring. In the same year, Boyen presented
a new signature scheme with perfect anonymity [7]. Unforgeability of this
scheme is based on a new complexity assumption, the Pluri-SDH assump-
tion, while evidence for its usefulness is provided by a security analysis in
the generic group model. The signature size consist of n group elements
and n integers (of 160 bits) while each public key consists of at least
three group elements. Recently, Chandran, Groth and Sahai proposed a
new signature scheme with perfect anonymity that is secure under the
Subgroup Decision assumption and the Strong Diffie-Hellman assump-
tion [13]. Since the above remarks concerning the trusted setup of [27]
also hold here, the authors present two variants of their ring signature
scheme. The second variant accounts for maliciously generated common
reference strings by heuristically guaranteeing (by using a factorization
algorithm) that the composite group order output by the setup algorithm
is hard to factor.
Except for the schemes by Chandran et al. [13] and Dodis et al. [17] (in
the random oracle model), all existing ring signature schemes offer sig-
nature sizes that are at least linear in the ring size. Both, [13] and [17]
provide better (asymptotic) efficiency when several messages are signed
using the same ring.

1.2 Contribution

In this work we present a new ring signature scheme for rings of arbi-
trary size. Anonymity is perfect, unforgeability solely relies on the CDH
assumption in bilinear groups. Security is proven in the fully untrusted
common reference string model. The signature size is very small, account-
ing for only n + 1 group elements. Since we use programmable hash
functions [20], a drawback of our scheme is that we require relatively
large global parameters, consisting of around 160 group elements. How-
ever, these parameters can be re-used for all instantiations of the scheme
that use the same bilinear group. Advantageously, in our ring signature
scheme, each public key consists of a single group element such that for
large groups (e.g. >1000), the public parameters only account for a small
portion of the data required for signature generation and verification. Fi-
nally we provide a new proof technique for Waters-like signature schemes
which is very clean and compact at the same time. The main drawback



of our scheme is that it only provides security under chosen subring at-
tacks, where the attacker is not allowed to query secret keys of honest ring
members. We stress that our ring signature scheme is much more prac-
tical than the CDH-based scheme by Bender, Katz, and Morselli that is
also secure under the CDH assumption. First, our scheme can be used
to sign messages for rings of arbitrary length, not only for 2-user rings.
Second, in our scheme a public key contains only a single group element
whereas in the Bender et al. scheme a public key consists of a complete
group hash function.

2 Preliminaries

Before presenting our constructions we briefly review the necessary pre-
liminaries.

2.1 Ring Signature Scheme

A ring signature scheme RSIG consists of three algorithms. Given the se-
curity parameter 1κ, the probabilistic polynomial time (PPT) algorithm
KeyGen generates a secret and public key (SK,PK). The PPT algo-
rithm Sign takes as input a tuple of public keys R = (PK1, . . . , PKn),
a secret key SKi with i ∈ {1, . . . , n} and a message m and outputs a
signature σ. Finally, the deterministic polynomial time algorithm Verify
processes R, a message m and a signature σ to check whether σ is a le-
gitimate signature on m signed by a holder of a secret key corresponding
to one of the public keys in R. Accordingly, the algorithm outputs 1 to
indicate a successful verification and 0 otherwise. Note that for simplicity,
we do not assume an explicit setup algorithm. In the following, all global
parameters depend on 1κ. We stress that we do not rely on a trusted
setup authority.

2.2 Ring Unforgeability

In our paper, we concentrate on unforgeability against chosen subring
attacks [4]. This definition has been formalized in the following attack
game between a challenger and an adversary.
Setup. The challenger runs KeyGen n times to obtain the key pairs

(SK1, PK1), . . . , (SKn, PKn). Next, R = (PK1, PK2, . . . , PKn) is
given to the adversary.

Adaptive signature queries. The adversary adaptively sends q sig-
nature queries to the challenger. For i ∈ {1, . . . , q}, each query Qi



consists of a message mi, a set Ri ⊆ R of public keys and an in-
dex ei ∈ {1, . . . , n}. When the challenger receives the i’th query
Qi = (mi, Ri, ei), he computes σi = Sign(Ri, SKei ,mi) and sends
it to the adversary.

Output. The attacker outputs a forgery (m∗, R∗, σ∗) such that (m∗, R∗, ·)
has not been queried before.

We denote the success probability of an adversary A (taken over the
random coins of the challenger and the adversary) to win the above game
as AdvRSIG,A,unf.

Definition 1 (Ring unforgeability). We say that a ring signature
scheme is (t, ε, q)-secure, if no t-time attacker has success probability at
least ε in the above attack game after making q signature queries.

2.3 Ring Anonymity

The strongest notion of anonymity for ring signature schemes is perfect
anonymity. Formally, we consider the following attack game between a
challenger and an unbounded adversary.
Setup. The challenger runs KeyGen n times to obtain the key pairs

(SK1, PK1), . . . , (SKn, PKn). The set of the so computed public
keys R = (PK1, PK2, . . . , PKn) is given to the adversary.

Adaptive signature and corrupt queries. The adversary adaptively
sends q signature queriesQ1, . . . Qq to the challenger and receives the
corresponding answers σ1, . . . , σq. At the same time, the adversary
may adaptively query up to n secret keys SKi with i ∈ {1, . . . , n}.

Output. Finally, the attacker outputs a message m∗, a set of public
keys R∗ ⊆ R and two distinct indices i0, i1 ∈ {1, . . . , n} such that
PKi0 , PKi1 ∈ R∗. The challenger randomly chooses b ∈ {0, 1}, com-
putes σ∗ = Sign(m∗, R∗, SKib), and sends σ∗ to the attacker. The
attacker then outputs b′, indicating his guess for b.

We denote the advantage of an adversary A (taken over the random
coins of the challenger and the adversary) to win the above game as

AdvRSIG,A,ano =
∣∣Pr[A outputs b′ = b]− Pr[A outputs b′ 6= b]

∣∣ .
Definition 2 (Perfect ring anonymity). We call a ring signature
scheme perfectly anonymous, if even an unbounded adversary has no ad-
vantage (AdvRSIG,A,ano = 0) in winning the above game.



2.4 Complexity Assumptions

Definition 3 (Computational Diffie-Hellman problem). Let G be a
group of prime order. The computational Diffie-Hellman problem (CDH)
in G is, given g, ga, gb ∈ G, to compute gab ∈ G.

We say that algorithm A (t, ε)-solves the CDH problem in G when, in
time t, A has success probability at least ε in breaking the CDH problem
such that

Pr
[
gab ← A

(
g, ga, gb

)]
≥ ε,

where the probability is over g, a, b and the random coin tosses of A.

Definition 4. We say that the (t, ε)-CDH assumption holds, if no at-
tacker can (t, ε)-solve the CDH problem.

2.5 Bilinear Groups

In the following, we briefly recall some of the basic properties of bilinear
groups. Definitions 6 and 7 help to support the intuition behind our se-
curity proof. In [6], Boneh, Mironov and Shoup use a similar approach to
describe their tree-based signature scheme. However, in contrast to [6], we
focus on proving security under the classical CDH assumption, where the
challenge and the solution consist of elements from a single group G. We
therefore concentrate on symmetric bilinear groups. We stress that, after
some minor modifications, we can base our signature schemes on asym-
metric bilinear maps e : G1 ×G2 → GT with an efficient homomorphism
Φ : G1 → G2. However, security is then based on the co-CDH assumption.

Definition 5 (Bilinear group). Let G and GT be groups of prime order
p. Let g be a generator of G. The function

e : G ×G → GT

is a bilinear map (pairing) if it holds that ∀a, b ∈ G ∀x, y ∈ Z : e(ax, by) =
e(a, b)xy (bilinearity), e(g, g) 6= 1GT

is a generator of GT (non-degeneracy),
and e is efficiently computable (efficiency). We call (G, g,GT , p, e) a sym-
metric bilinear group.

Definition 6 (Secure bilinear map). A bilinear map e : G×G → GT

is (t, ε)-secure if for all t-time adversaries A it holds that

Pr
[
e(g, g′) = e(h,A(g, g′, h)) | g, g′, h ∈R G, h 6= 1G

]
≤ ε,

where the probability is taken over the random coin tosses of A and the
random choices of g, g′, and h.



One can easily see that in symmetric bilinear groups, breaking the security
of a bilinear map is equivalent to breaking the CDH assumption.

Lemma 1. Let (G, g,GT , p, e) be a symmetric bilinear group. Then, e is
(t, ε)-secure if and only if the (t, ε)-CDH assumption holds in G.

The proof is straight-forward. For completeness, a proof of Lemma 1 can
be found in Appendix A. Let again (G, g,GT , p, e) be a bilinear group
with a secure bilinear map e.

Definition 7 (Collision generator for bilinear groups). A collision
generator for e is a polynomial time algorithm that on input two elements
g, h ∈ G outputs a collision (g′, h′) ∈ G such that

e(g, g′) = e(h, h′).

For symmetric pairings there exists an efficient collision generator that
can output all possible collisions: given g, h randomly choose r ∈ Zp and
compute g′ = hr and h′ = gr.

2.6 Multi-Generator Programmable Hash Function

In our (ring) signature schemes we use the multi-generator programmable
hash function by Hofheinz and Kiltz in groups with known prime order
[20] which in turn is based on the CDH-based signature scheme by Waters
[31].

Definition 8 (Multi-Generator PHF). The multi-generator program-
mable hash function consists of four algorithms.

1. Given 1κ, l = l(κ) and a group G of prime order p, GHGen returns
l + 1 random group generators u0, u1, . . . , ul ∈ G.

2. Given the ui and a message m ∈ {0, 1}l, GHEval outputs

u(m) = u0

l∏
i=1

umi
i ,

where (ml, . . . ,m1) is the binary representation of m: m =
∑l

i=1mi2i−1.
The pair (GHGen,GHEval) is called a group hash function.

3. On input 1κ, l and generators g, h ∈ G, the algorithm PHTrapGen
randomly chooses a′0, a1, . . . , al ∈ {−1, 0, 1} and b0, b1, . . . , bl ∈ Zp.
Next, it sets a0 = a′0 − 1 and outputs l+ 1 group elements ui = gaihbi

for i = 0, 1, . . . , l and the trapdoor (a0, a1, . . . , al, b0, b1, . . . , bl).



4. Now, given (a0, a1, . . . , al, b0, b1, . . . , bl) and a message m, the algo-
rithm PHTrapEval outputs a(m) = a0 +

∑l
i=1 aimi and b(m) = b0 +∑l

i=1 bimi. Note that when the ui have been computed by PHTrapGen

it clearly holds that u(m) = u0
∏l
i=1 u

mi
i = ga(m)hb(m).

Hofheinz and Kiltz showed that for every fixed polynomial q = q(κ) the
multi-generator programmable hash function is (1, q, 0, Pq,l)-programmable

where Pq,l = O
(

1
q
√
l

)
. This means, that the group elements output by

GHGen and PHTrapGen are equally distributed. Furthermore it holds
for all possible input parameters to PHTrapGen and all M1, . . . ,Mq+1 ∈
{0, 1}l with Mq+1 6= Mi for i ≤ q that

Pr[a(Mq+1) = 0 ∧ a(M1), . . . , a(Mq) 6= 0] ≥ Pq,l.

The corresponding proof and further details on programmable hash func-
tions can be found in the original paper [20]. A similar but weaker result
(Pq,l = 1

8(l+1)q ) was implicitly given by Waters in [31].

3 Efficient Ring Signature Scheme RS

In this section we present our ring signature scheme RS that allows for
very short public keys and signatures. In RS, the global parameters con-
sist of l + 2 random elements h, u0, u1, . . . , ul ∈ G that give rise to a
group hash function u(m) = u0

∏l
j=1 u

mj

j and a symmetric bilinear group
(G, g,GT , p, e) with a secure bilinear map.
KeyGen(1κ). Each user i chooses a random element xi ∈ Zp as his secret

key SKi. The corresponding public key is PKi = gxi .
Sign(PK1, . . . , PKn, SKt,m). Given a ring of n public keys, the holder of

secret key SKt with t ∈ {1, . . . , n} can sign a message m ∈ {0, 1}l in
the following way: for all i ∈ {1, . . . , n+ 1}\{t} he chooses ri ∈R Zp
and sets

si = gri .

Then, he computes

st =

h · n∏
i=1
i 6=t

PK−rii ·

u0

l∏
j=1

u
mj

j

−rn+1


1/xt

.

The final signature is σ = (s1, . . . , sn+1).



Verify(PK1, . . . , PKn,m, σ). Given a set of n public keys, a message m,
and a ring signature σ = (s1, . . . , sn+1), verify the following equa-
tion:

n∏
i=1

e(si, PKi) · e

sn+1, u0

l∏
j=1

u
mj

j

 ?= e(g, h) .

4 Security

In this section, we show that RS provides ring unforgeability and perfect
ring anonymity according to Definition 1 and 2 (correctness can easily be
verified by inspection).

4.1 Ring Unforgeability

Theorem 1. Suppose the (tCDH, εCDH)-CDH assumption holds in the
group G. Then the ring signature scheme RS is (t, ε, q)-secure against
chosen subring attacks provided that

ε ≤ εCDH/Pq,l, t ≈ tCDH.

Proof. By contradiction. Assume there exists an adversary A that breaks
the security of the ring signature scheme in time t with probability ε after
q signature queries. Then, one can construct an algorithm B that uses A
as a black box to solve the CDH assumption. We assume that B is given a
random challenge for the CDH-problem:

(
ḡ, ḡa, ḡb

)
∈ G3. The main idea

behind our proof is the following. Recall Definition 7 and Lemma 1. Given
two group elements g, h ∈ G, it is easy to generate all pairs (g′, h′) ∈ G2

such that e(g, g′) = e(h, h′). On the other hand, given three group el-
ements g, g′, h, the problem of finding a corresponding h′ is as hard as
solving the CDH problem. Our aim is to transfer this situation to the
unforgeability game of our ring signature scheme: the simulator has to
choose the input parameters for the attacker such that answering signa-
ture queries is as easy as computing collisions and computing a forgery is
as hard as breaking the CDH assumption.

In the following, we provide a proof of security that proceeds in a
sequence of games [3,28]. Let Pr[Si] denote the success probability for an
attacker to successfully forge signatures in Game i.



Game0. This is the original attack game. By assumption, attacker A
(t, ε, q)-breaks RS when interacting with the challenger. We have,

Pr[S0 ] = ε (1)

Game1. This game is like the previous one except that B constructs the
global parameters and the secret and public keys using the algorithms of
the programmable hash function and the CDH challenge. First, B ran-
domly chooses: n elements xi ∈R Zp for i = 1, . . . , n, l + 1 elements
a′0, a1, . . . , al ∈R {−1, 0, 1}, and l + 1 elements b0, b1, . . . , bl ∈R Zp. Let
a0 = a′0 − 1. Then, for all i ∈ {1, . . . , n} and j ∈ {0, . . . , l} B computes

g := ḡa, h := ḡb, PKi := ḡxi , uj := haj ḡbj .

using the CDH challenge. Due to the properties of the multi-generator
programmable hash function the distribution of the so computed values
is equal to the distribution in the previous game. Thus,

Pr[S1 ] = Pr[S0 ] . (2)

Game2. Now, B simulates the challenger in the attack game by an-
swering A’s signature queries (mj , Rj , ej). For convenience, let a(m) =
a0 +

∑l
i=1 aimi and b(m) = b0 +

∑l
i=1 bimi. Let I[j] ⊂ {1, . . . , n} be

the set of all indices i ∈ {1, . . . , n} such that PKi is a component of Rj .
When receiving a signature query, B at first tests whether a(mj) = 0. In
this case, B outputs the failure signal F1 and aborts. Otherwise B chooses
r ∈R Zp and computes a collision (dḡ, dh) as dḡ = hr and dh = ḡr. Note
that by construction e(dḡ, ḡ) = e(dh, h).
The aim of B is to compute sn+1 ∈ G and |I[j]| values si ∈ G (for all
i ∈ I[j]) such that∏

i∈I[j]

e(si, PKi) · e(sn+1, u(mj)) = e(g, h)

or equivalently

e

sb(mj)
n+1 ·

∏
i∈I[j]

sxi
i , ḡ

 = e
(
gs
−a(mj)
n+1 , h

)
.

In the next step, B chooses y ∈R I[j] and for all i ∈ I[j] \ {y} si ∈R G.
The values sy and sn+1 are computed in the following way:

sn+1 =
(
gd−1

h

)1/a(mj)
, sy =

dḡ · s−b(mj)
n+1 ·

∏
i∈I[j]\{y}

s−xi
i

1/xy

.



B outputs the ring signature σ = (s1, s2, . . . , sn, sn+1). The probability
for B to win this game is

Pr[S2 ] = Pr[S1 ∧ F̄1] . (3)

Game3. In this game B uses A’s forgery (m∗, R∗, σ∗ = (s∗1, s
∗
2, . . . , s

∗
n+1))

to break the CDH assumption. Adversary B at first checks whether a(m∗) =
0. If not, B outputs the failure signal F2 and aborts. We get that

Pr[S3 ] = Pr[S2 ∧ F̄2] . (4)

Otherwise, B computes the solution to the CDH problem as follows. Since
a(m∗) = 0, we get that

e

(s∗n+1)b(m
∗) ·

∏
i∈I[∗]

(s∗i )
xi , ḡ

 = e(g, h) ⇔ ḡab = (s∗n+1)b(m
∗)·
∏
i∈I[∗]

(s∗i )
xi

what constitutes a solution to the CDH challenge.
We finally have

Pr[S3 ] = εCDH . (5)

Now, let us analyze the probabilities for an abort, i.e. for one of the events
F1 or F2 to occur. Surely, the probability that both failure events do not
occur depends on the number of signature queries q and the bit size l of the
messages. Since, u(m) is generated by the multi-generator programmable
hash function as defined in Sect. 2.6, we can directly apply the results
from [20] to show that

Pr[F̄1 ∧ F̄2] ≥ Pq,l .

Putting (1-5) together, we get that

εCDH = Pr[S0 ∧ F̄1 ∧ F̄2] = Pr[S0|F̄1 ∧ F̄2] · Pr[F̄1 ∧ F̄2] ≥ ε · Pq,l

which proves Theorem 1.

4.2 Ring Anonymity

Theorem 2. The ring signature scheme RS is perfectly secure.

We give an information theoretic argument. Given a ring signature, we
have to show that each ring member could possibly have created it. Con-
sider a ring signature on message m, that has been created using SKz.
We show that with the same probability it could have been created using
SKy with y 6= z. The proof is straight-forward.



Proof. Fix an arbitrary ring R of n public keys and choose two indices
y, z ∈R {1, . . . , n}. Next, fix a random m ∈ {0, 1}l and n − 1 random
values ri with i ∈ {1, . . . , n + 1} \ {y, z}. We show that for any ry there
exists an rz such that the final signatures generated by Sign with either
(ry, SKz) or (rz, SKy) are equal. Since G is a cyclic group with prime
order p, there exists t ∈ Zp and b(M) = b0 +

∑l
i=1Mibi with bi ∈ Zp such

that h = gt and u(M) = gb(M) for all M ∈ {1, . . . , n}.
Let the ring signature consist of all si = gri with i ∈ {1, . . . , n} \ {y, z}.
Then, the remaining sy, sz are computed using SKz and the Sign algo-
rithm as

sy = gry , sz =

h · n∏
i=1
i 6=z

PK−rii ·

u0

l∏
j=1

u
mj

j

−rn+1


1/xz

.

Now, let rz =
t−

∑n
i=1,i 6=z rixi−rn+1b(m)

xz
. Using SKy we get sz = grz and

sy =

h · n∏
i=1
i 6=y

PK−rii ·

u0

l∏
j=1

u
mj

j

−rn+1


1/xy

= gry

with ry =
t−

∑n
i=1,i 6=y rixi−rn+1b(m)

xy
what concludes the proof of Theorem 2.

4.3 Digital Signature Schemes

Our new proof technique can also be applied to other CDH based signa-
ture schemes. For example, we can surprisingly easy obtain as a special
case (n = 1) of our ring signature scheme a variant S of the Waters sig-
nature scheme that has distinct setup and sign algorithms but the same
verification equation. We briefly compare it with the original scheme by
Waters in Table 1. For completeness, we also describe a third variant S0

where the group hash function constitutes the public key of the user. Both
schemes can easily be proven secure under the standard notion of security
for digital signatures by Goldwasser, Micali and Rivest [18] by adapting
the proof of Theorem 1.

5 Conclusion

In this work, we presented an efficient and perfectly anonymous ring sig-
nature scheme that is secure under chosen subring attacks in symmetric



Table 1. Comparison of the Waters signature scheme and S and S0. Unless not stated
otherwise, all values are elements of G. We set u(m) = u0

∏l
i=1 umi

i and x(m) =

x0 +
∑l

i=1 ximi.

Waters [31] S S0

publ. params. g0, h, u0, . . . , ul g, h, u0, . . . , ul g0, g, h

SK hx x ∈ Zp x0, . . . , xl ∈ Zp

PK g = gx
0 g0 = gx u0 = gx0 , . . . , ul = gxl

s1 hx · (u(m))r (h · (u(m))r)
1
x g−r

s2 g−r
0 g−r (hgr

0)
1

x(m)

verification e(s1, g0) · e(s2, u(m))
?
= e(g, h)

bilinear groups with a secure bilinear map. Additionally, we developed
an new technique for proving Waters-like signature schemes secure that
uses (1, poly)-programmable hash functions and results in very clean and
compact security proofs. In our ring signature scheme, each public key
consists of a single group element, while the signature size only accounts
for n+ 1 group elements, where n is the size of the ring. When compared
to all other ring signature schemes that are proven secure in the standard
model and do not assume ring re-use, this is extremely efficient. Finally,
we stress that using the generic transformation by Huang, Wong and
Zhao [21] all presented schemes can be made strongly unforgeable, mean-
ing that we also consider new signatures on previously queried messages
as forgeries in the attack game. The overhead of this transformation is
very small; the signature is extended by just a public key and an one-time
signature, while no additional key material is required.
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A Proof of Lemma 1

Proof. By contradiction. Let (G, g,GT , p, e) be our bilinear group. First,
assume attacker A can break the security of the bilinear map in time
t with advantage at least ε. Then, algorithm B can solve the CDH as-
sumption in G in time t with advantage ε by using A as a black-box.
Let ḡ, ḡa, ḡb be B’s CDH challenge in group G. B sets g̃ = ḡa, g̃′ = ḡb,
and h̃ = ḡ and runs attacker A on (g̃, g̃′, h̃). As a result, A outputs h̃′

such that e(g̃, g̃′) = e(h̃, h̃′). Since equivalently e(ḡa, ḡb) = e(ḡ, h̃′), h̃′ is a
solution to the CDH problem.
Now, assume adversary A (t, ε)-breaks the CDH assumption in G. Let
g̃, g̃′, h̃ ∈ G, h̃ 6= 1G be B’s challenge against the security of the bilin-
ear map. Since h̃ is a generator, there exist a, b ∈ Zp such that h̃a = g̃,
and h̃b = g̃′. B runs A on h̃, g̃, g̃′. Because A outputs h̃ab, we have that
e(g̃, g̃′) = e(h̃, h̃ab), and thus A’s output is a correct solution to B’s chal-
lenge.


