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Abstract. We describe two homomorphic signature schemes for digital photographs such that an in-
termediate party in possession of a signed photograph can construct a scaled, cropped, and lossily
compressed version of the photograph along with a new, valid signature, without knowing the private
signing key. In other words, our signature schemes are simultaneously homomorphic with respect to
cropping, scaling, and JPEG-like compression. Unlike prior ad-hoc schemes for photographic signa-
tures, our first scheme is provably secure and quite practical. For example, a scaling-homomorphic
signature scheme using our techniques requires less than 100KB of signature data for typical digital
photographs. Our second signature scheme has weaker security but reduces typical signature sizes to
15KB. Both schemes extend naturally to authenticate movies and other digital media and use novel,
multi-dimensional variations of Merkle hashing and GGM trees related to constructions used in com-
putational geometry that may be of independent interest.

1 Introduction

We present homomorphic signature schemes that are simultaneously homomorphic with respect to
cropping, scaling, and JPEG-like lossy compression. With such a signature, anyone possessing a
signed digital image can perform any combination of these image edits and, by performing corre-
sponding operations on the signature, create a new scaled, cropped, compressed image with a valid
signature, without knowing the private signing key. Our signature schemes are efficient, requiring
only one public-key operation and, for typical uses, under 100KB of signature data for digital pho-
tographs under 16 megapixels. Unlike previous ad-hoc attempts to create homomorphic signatures
for digital photographs, our primary signature scheme is provably secure. The second signature
scheme we present sacrifices some security, but reduces signature sizes to 15KB for typical digital
images. Our homomorphic signatures extend easily to higher-dimensional data so, for example, we
could create a movie signature scheme that is also homomorphic w.r.t. scene cuts and deletions.

Digital photographs are ubiquitous, so signature schemes homomorphic with respect to common
image operations could have numerous applications. A digital camera equipped to produce a signa-
ture of each photograph it creates would enable photographers to prove that their photographs are
real and unaltered. These photographs could then be cropped and scaled as appropriate, and the
final viewer could verify that the photograph they see is authentic. Scientific journals could require
such signatures on photographic evidence in their submissions, preventing fraud such as the human
cloning forgeries published in Science[29]. Online news sites could use such signatures to provide an
end-to-end proof that photos accompanying their new stories are real, preventing photo-journalism
fraud such as Reuters’ digitally altered 2006 Lebanon war photographs[31]. Police could use these
signatures to prove that crime-scene photos or security camera footage is authentic.1
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Our signature scheme follows the redactable signature framework of Johnson, et al[10], but uses
novel multi-dimensional variants of Merkle hashing (Section 4) and GGM trees (Section 5). Standard
Merkle hashing computes a value, h for a data vector, x, such that, by presenting O(log(|x| − |x′|))
witnesses, one can prove that some contiguous subvector x′ of x was part of the original data
used to compute h. In our extension, one can prove that some hyperrectangular submatrix A′ was
part of an original matrix A used to compute the hash, although more witnesses are required.
For example, in 2-dimensions, we require O((logHW )2) witnesses, where W and H are the width
and height of the original matrix. This hashing scheme may be of independent interest. The GGM
PRNG construction generates a sequence of n pseudorandom outputs such that one can reveal any
contiguous subsequence by only communicating log n PRNG seeds. We present two 2-dimensional
analogs. The first uses a GGM tree and a space-filling curve to generate an H × W matrix of
pseudorandom outputs such that any h×w submatrix of outputs can be revealed by transmitting
O(h+w) PRNG seeds. The second construction is not a PRNG, but it suffices to construct cropping-
, scaling-, and compression-homomorphic signature schemes that are secure against an adversary
that makes 1 signing oracle query and it reduces the number seeds needed to O(log hw). We then
use these building blocks to create two cropping-homomorphic signature schemes (Section 6).

We then describe how to convert any cropping-homomorphic signature scheme into a scaling-
homomorphic signature scheme by observing that scaling an image is equivalent to cropping certain
coefficients of its Discrete Cosine Transform (DCT) matrix[24] (Section 7). Thus, by representing
the image as its DCT and signing the DCT representation with a croppable signature scheme, we can
create an image format and accompanying signature that is homomorphic with respect to scaling.
To support cropping and scaling simultaneously, we divide the image into blocks, take the DCT of
each block, and then sign this data with a 4-dimensional cropping-homomorphic signature scheme.
Cropping two of the four dimensions corresponds to deleting entire blocks, which is equivalent
to cropping the original image. Cropping in the other two dimensions corresponds to cropping
within all the DCT blocks, which corresponds to scaling each block of the original image, which is
equivalent to scaling the original image. To enable lossy JPEG-like compression, we divide the DCT
coefficients into their bitplanes and perform the above signatures on each bitplane independently.
Thus, we represent the image as a 5-dimensional matrix in which cropping in each dimension
corresponds to one of our supported image operations – cropping height, cropping width, scaling
height, scaling width, and JPEG-like compression. We then describe a few tricks to simplify the
signatures and make them more efficient.

Section 8 presents performance results for prototype implementations of our signature schemes.
Our experiments show that, in the average case, our signatures can be substantially smaller than
predicted by the worst-case analysis of Sections 4 and 5. We discuss open problems and make
concluding remarks in Section 9.

2 Related Work

Multimedia Authentication Numerous authors have studied cryptographic methods of verifying the
integrity of photographs and other digital media[13, 21, 3, 12, 34, 33, 32, 36, 35, 30, 7, 8, 26, 28, 27, 18],
but these schemes all have at least of the following deficiencies: they are insecure, they are less
efficient, or they support fewer image operations than our signature scheme. The JPEG2000 secu-
rity extension has also inspired a substantial amount of research[18, 28, 8, 7, 30, 35]. Some of these



schemes, particularly that of Peng, et al[18], use Merkle hash trees and thus may benefit by applying
our multidimensional variant to reduce signature sizes or to support more image operations.

Statistical Forgery Detection Other researchers have developed statistical and other consistency
tests to detect evidence of tampering in digital photographs[2, 4, 5, 14, 20, 19, 9, 17]. Unfortunately,
all these tests are vulnerable to an “oracle” attack: an attacker can apply the same tests to his
candidate image, grooming it until it passes. Thus these tests may catch a casual attempt at forging
a photograph, but they cannot stop a determined fraudster.

Homomorphic Signatures Homomorphic signatures were first proposed by Rivest in 2001[22], and
Micali and Rivest presented the first such scheme, for graphs, in 2002[15]. Johnson, et al, published
their redactable and set-homomorphic signature schemes at the same conference[10]. These initial
schemes have inspired others[25, 11, 1]. In contrast to these other schemes that develop signatures
homomorphic with respect to one operation, this paper presents techniques for creating efficient
signatures that are homomorphic with respect to several document operations simultaneously.

3 Redactable Signatures

Our signature schemes builds on the redactable signature scheme of Johnson, et al[10], so we
summarize that scheme here.

Given a vector x = (x0, . . . , xn−1), a vector x′ is a redaction of x if x′ is also of length n and
for all 0 ≤ i < n, x′[i] = x[i] or x′[i] =⊥, where ⊥ is a special symbol indicating the position i has
been erased. A redactable signature scheme has three phases:

1. The private-key holder signs x, creating s = Sig(x), and transmits (x, s) to the redactor.
2. The redactor replaces some positions of x with ⊥, creating a redacted vector x′. Simultaneously,

the redactor uses s to derive a new signature s′ on x′. Note that the redactor does not have
access to the private signing key used to generate s. The redactor then publishes (x′, s′).

3. Some third party obtains (x′, s′) and uses the original signer’s public key to verify that s′ is a
valid signature for x′.

As with normal signatures, redactable signatures should be unforgeable, but the notion of a
forgery must be changed since anyone is allowed to construct signatures of redactions of signed
vectors. A forger may also see several different signed redactions of the same original document. In
general, given signed redactions x1, . . . , xn of some document x, let the join, x′, of x1, . . . , xn be

x′[i] =

{
xj [i] for some j if xj [i] 6=⊥
⊥ if xj [i] =⊥ for all j

The forger should not be able to construct a signature on some document x∗ that is not a redaction
of x′.

To model this scenario, we give the adversary acess to two oracles, S and R. The adversary
can use oracle S to register vectors x1, . . . , xq. For each registered vector, S computes and stores
a signature si, but does not return it to the adversary. When the adversary makes a query R(i, x)
such that x is a redaction of xi, the oracle uses si to compute a signature on x and returns it to the
adversary. For each i, let Wi be the join of all vectors x that appear in a query of the form R(i, x).
We say the adversary has created an existential forgery if it produces a (possibly redacted) vector
x∗ with valid signature s∗ such that x∗ is not a redaction of Wi for any i.



Definition 1. A redactable signature scheme is (t, q, ε)-secure against existential forgeries if, for
all adversaries, A, running in time t and making at most q queries to S,

Pr[AS,R outputs an existential forgery] ≤ ε

The redactable signature scheme of Johnson, et al, uses three building blocks: a length-doubling
secure PRNG G : {0, 1}` → {0, 1}2`, a hash function H : {0, 1}∗ → {0, 1}k, and any standard
signature algorithm, Sig0. Let G0(r) and G1(r) be the first and second halves, respectively, of G(r).
To compute a redactable signature on a vector x of length n, the signer picks a random seed, kε,
and executes the following steps.

1. Build a GGM tree of height log n from the seed kε. We can label each node of the tree according
to the path from the root to the node. Thus, for example, a node kw has children kw0 = G0(kw)
and kw1 = G1(kw). Since the tree has height log n, it contains one leaf for each entry in x, and we
can interpret the label on each leaf as a binary integer to obtain the index of the corresponding
element of x.

2. Set vw = H(0, kw, xw) for each entry in x, and build a Merkle hash tree from the vw values via
the rule vη = H(1, vη0, vη1). The root of this tree will be vε.

3. Set Sig(x) = (kε, Sig0(vε)).

Given a redactable signature (kε, Sig0(vε)) on some vector x, a verifier can use kε to repeat steps 1
and 2 of the above algorithm to obtain vε and then verify the signature Sig0(vε).

Suppose a redactor deletes a suffix of x to obtain x′. The recipient of x′ will not be able to
compute the values vw that correspond to deleted entries in x′, and hence will not be able to verify
the signature. To overcome this problem, the redactor can reveal the hashes vw corresponding to
each deleted position in x′. Notice that the redactor can save space since, whenever he reveals two
siblings vη0 and vη1, he could simply reveal the witness vη instead. After recursively coalescing
hashes in this way, the redactor only has to reveal the O(log n) hashes at the siblings of the nodes
along the path from the right-most non-deleted entry in x′ to the root.

If the entries of x are easy to guess, though, then an attacker who sees a redacted vector x′ might
be able to guess the missing entries and use the leaves of the GGM tree and the revealed hashes to
verify his guesses. Thus, the redactor cannot let an attacker learn the GGM nodes corresponding
to deleted positions of x′. To prevent this, the redactor erases kε from the signature and instead
includes all the GGM leaves corresponding to non-deleted positions in x′. Then, as with the hash
tree, the redactor can combine revealed siblings kw0 and kw1 and reveal only their parent, kw.

Taken together, a redactor can delete the suffix of x and create a new signature on x′ by revealing
O(log n) GGM tree values and O(log n) hash witnesses. In general, deleting a contiguous region of
x requires revealing O(log n) GGM nodes and O(log n) witnesses.

Given two signatures s1 and s2 on redactions x1 and x2, respectively, derived from a signature
s of the original message x, one can create a signature s′ on the vector x′ defined by x′[i] = x1[i] if
x1[i] 6=⊥ and x′[i] = x2[i] otherwise. A position in x′ is deleted only if it is deleted in both x1 and
x2. This property seems harmless, since s′ does not convey any new information that is not already
apparent from s1 and s2. Our cropping-homomorphic signatures will have the same property.

3.1 A Naive 2-Dimensional Construction

The above construction efficiently supports redactions of contiguous sections of a signed vector
x and we would like to extend this property to higher dimensional data. Specifically, we would
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Fig. 1. Two levels of DA, a 2-dimensional hash structure.

like a scheme for signing a matrix A such that we can efficiently “crop” the matrix, i.e. cut out a
rectangular submatrix A′, and produce a new signature for the cropped submatrix.

Naively applying the above scheme yields a workable but inefficient croppable signature scheme.
Given an H×W matrix A, we can interpret A as a vector of length HW using row-major order and
then sign this vector with the redactable scheme above. Using this arrangement, cropping an h×w
submatrix from A corresponds to deleting h+ 1 contiguous regions from A’s vector representation.
Thus the signatures generated by this scheme contain Ω(h log(W − w)) witnesses and Ω(h logw)
GGM values. If we instantiate this scheme using 256-bit hashes and 128-bit PRNG seeds, then the
signature on a cropped subimage of a 16 megapixel digital photograph can be over 2MB in size.

In this paper, we improve on this solution in two ways. First, we present a new hashing structure
that reduces the number of hash witnesses in the signature to O(logHW log hw). We then present
two alternatives to the above GGM tree arrangement. The first alternative is provably secure
against normal adversaries but only reduces the number of seeds in a signature to O(w + h). The
second construction is only provably secure against an adversary that makes 1 signing oracle query,
but is probably secure given some reasonable assumptions about the entropy of pixels in digital
photographs. With the second construction, we only need O(log hw) seeds in a cropped signature.

4 Merkle Hashing for Multi-Dimensional Data

Given a multi-dimensional array A, we can extend Merkle hashing to this array by defining a set
of canonical subregions of the array, ordered by inclusion. These subregions will form a directed
acyclic graph, and we can compute a hash for each subregion based on the hashes of its children.
We begin by defining the subregions and hashing algorithm, and then we analyze the efficiency and
security of this hashing scheme.

Let A be an H ×W matrix. In the digital photograph application, A will be the pixels in a
photograph. The matrix A induces a DAG DA as follows. The reader may wish to refer to Figure 1,
which shows two levels of DA. A node r ∈ DA will be of the form r = (Y,X) where X and Y are
the intervals that determine the canonical subregion to which r corresponds. The DAG has a single
root, rA = ([0, H − 1], [0,W − 1]). A node r = ([a, b], [c, d]) has up to 4 children:

rT = ([a,
⌊
a+b
2

⌋
], [c, d]) rB = ([

⌊
a+b
2

⌋
+ 1, b], [c, d])

rL = ([a, b], [c,
⌊
c+d
2

⌋
]) rR = ([a, b], [

⌊
c+d
2

⌋
+ 1, d])



corresponding to r’s top, bottom, left, and right halves, respectively. Every region has either 0, 2,
or 4 children: if a = b then r will not have top or bottom children; if c = d then r will not have left
and right children. Analogous to the notation from redactable signature schemes, nodes of DA can
be specified via strings from the language {R,L, T,B}∗. In this setting, the correspondence is not
one-to-one because rTR = rRT and rBL = rLB, although rTB 6= rBT and rLR 6= rRL. If TY and TX
are binary interval trees on [a, b] and [c, d] respectively, then TY has 2H − 1 nodes, TX has 2H − 1
nodes, and DA ≡ TY × TX , so DA has approximately 4HW nodes.

For each node of DA, we compute a hash as follows. Let H0 be a collision-resistant hash-function.
Set

hr =


H0(0||A[a, b]) if r = ({a}, {b})
H0(1||hrT ||hrB ) if r = ([a, b], {c}), a 6= b
H0(1||hrR ||hrL) if r = ({a}, [b, c]), b 6= c
H0(1||hrT ||hrR ||hrB ||hrL) otherwise

Finally, set H(A) = hrA .

Security. Most security properties of Merkle hash trees carry over to multi-dimensional Merkle
hashing because we can convert a Merkle DAG into a Merkle tree by “exploding” the DAG as
follows. Let DA be a Merkle DAG on an H ×W matrix A. In this case, every leaf of DA is at
height logHW and each node has at most 4 children, so there are at most 4logHW = (HW )2 paths
from the root to leaves. Let P be the set of paths in DA, let A[p] be the element of A at the end
of a path p. Each path p has a corresponding word wp ∈ {T,B,L,R}∗, and we can sort the paths
according to the lexicographic ordering of their corresponding words. This induces a vector x of
length at most (HW )2, indexed by paths in P , and defined by x[p] = A[p]. The paths in P give
rise to a tree structure over x, and performing Merkle hashing over this tree structure will yield
the same result as in the original DAG over A.2 Thus, for example, if an attacker can find a hash
collision using multi-dimensional Merkle hashing, he can immediately convert this into a collision
using standard Merkle hashing.

Efficiency. A memoized recursive algorithm, such as the 2d-hash procedure shown in Figure 2, can
compute all these hashes in O(HW ) time because there are only 4HW hashes to compute and each
hash can be computed from its children in constant time. In this procedure, C is the memoization
cache of previously computed hashes, which we assume is passed by reference. The mappings M
and O will be used to perform croppings but, for now, assume that they both have empty domains.
The following theorem proves that the algorithm is also memory-efficient.

Theorem 1. If domain(M) is empty, then, during the execution of 2d-hash on a region of size
H ×W , the cache C never contains more than 4 min(H,W ) + 3 max(H,W ) elements.

Proof. See companion technical report[6].

The algorithm can further reduce memory usage by not caching regions that span the original
input range. These regions only have one parent in the DAG, so they do not need to be cached.
Finally, we have implemented this algorithm and verified experimentally that it’s performance is
consistent with the theorem.
2 Technically, this tree structure is not a Merkle tree since many of the internal nodes have 4 children. This doesn’t

affect the security of Merkle hashing, and we could eliminate this wrinkle by introducing suitable intermediate
nodes in the DAG.



procedure 2d-hash (A, r, s, C, M , O)
if r ∈ domain(M)
h := M [r]

else if r ∈ domain(C)
h := C[r]

else if r = ({a}, {c})
h := H0(0||A[a, c])

else
t := ε
x := s
for i = 1, ..., 4
if rx exists
t := t || 2d-hash(A, rx, x, C, M , O)

x := next(x)
h := H0(1||t)

if r 6∈ domain(C)
C[r] := h

else
delete C[r]

if r ∈ domain(O)
O[r] := h

return h

procedure witness-set(R, r̂, ŵ, r′)
if r′ = ∅
return {R}

if r′ = R
return ∅

if r′ spans R in the x or y direction
Pick c, c′ ∈ children(R) such that c and c′

span R in the same direction as r′

else if r̂ = R
Pick c, c′ ∈R children(R) such that c ∪ c′ = R

else
Pick {c, c′} = children(R) \ ŵ

return (children(R) \ {c, c′}) ∪
witness-set(c, c ∩ r̂, ŵ, c ∩ r′) ∪
witness-set(c′, c′ ∩ r̂, ŵ, c′ ∩ r′)

procedure next(T) = R
next(R) = B
next(B) = L
next(L) = T

Fig. 2. The 2d-hash and witness-set algorithms. Note that, for 2d-hash, C and O are passed by reference. The “next”
procedure just defines a clockwise ordering of T, R, B, and L.

Witness Sets. Suppose that A′ is a submatrix of A covering subregion r′ ⊆ rA. Here, r′ can be
any subregion of rA, not just the regions present in DA. We can construct a proof that A′ was
part of the data used to compute hrA by revealing the hash values at appropriate nodes in DA.
For example, if A′ is contained entirely in the bottom half of A, then we can reveal the hashes
hrTA

, hrRA
, and hrLA

. This then reduces the problem to proving that A′ was part of the data used to
compute hrBA

. The witness-set procedure in Figure 2 computes the set of nodes whose hashes must

be revealed to prove that the data in some region r′ was used in the hash computation for data in
region r. The following theorem bounds the size of the set of revealed witnesses.

Theorem 2. Suppose region r is an H ×W rectangle, region r′ ⊆ r is an h × w rectangle, and
O =witness-set(r, r′). Then |O| ≤ 12 logHW log hw.

Proof. See companion technical report[6].

The bound in Theorem 2 is rather conservative, and our experiments in Section 8 show that, on
average, this theorem over-estimates the number of witnesses by a factor of 3. Furthermore, we can
make witness sets even smaller by introducing intermediate nodes in the hash DAG. For example,
if we change the definition of the hash to

hr =


H0(0||A[a, b]) if r = ({a}, {b})
H0(1||hrT ||hrB ) if r = ([a, b], {c}), a 6= b
H0(1||hrR ||hrL) if r = ({a}, [b, c]), b 6= c
H0(1||H1(hrT ||hrR)||H1(hrB ||hrL)) otherwise

then witness-set only has to give away one or two witnesses at each step instead of two or three.
Overall, this reduces the constants in the above analysis to 8 logHW log hw.



Theorem 2 assumes that the submatrix A′ is rectangular, but it is possible to construct a set of
witnesses for a subregion of any shape. We have not attempted to analyze the size of the witness
sets that would be required.

It may sometimes be desirable to take a witness set for a submatrix A′ of A and construct another
witness set for a submatrix A′′ of A′. In the realm of digital photographs, this would correspond to
cropping an already cropped photograph. The next theorem confirms that it is always possible to
construct a small witness-set for A′′ from A′ and its witness set.

Theorem 3. Let A′′, A′, and A be matrices covering regions r′′ ⊆ r′ ⊆ r, respectively. For every
witness set O =witness-set(r,r′), there exists a witness set O′ =witness-set(r,r′′) such that all the
witnesses in O′ can be computed from A′ and the witnesses specified by O.

Proof. See companion technical report[6].

Since O′ is selected by the witness-set procedure, it must be small, as established in Theorem 2.

5 PRNGs for Croppable Signatures

In this section we describe two methods for generating a matrix of random mask values for use
in a multi-dimensional croppable signature scheme. Recall that the method from Section 3 built
a standard 1-dimensional GGM tree and then organized its leaves into a matrix using row-major
order. When used in a croppable signature scheme, the signature for an h×w submatrix of a signed
H ×W matrix must include Ω(h logw) values from the GGM tree. Our first improvement uses
the same technique with a better space-filling curve to achieve O(h+w) tree nodes in a signature.
Since it is merely a re-arrangement of the outputs of the GGM tree, it is clearly just as secure as
the original scheme. Our second method sacrifices some security to substantially reduce the number
of seed values that must be included in a signature. With our second scheme, signatures need to
include only O(log hw) seeds.

Morton-order PRNG. Let r be an H ×W region, and let rT , rB, rL, and rR be the top, bottom,
left, and right halves of r, as in the previous section. We label nodes in the GGM tree with strings
from the language {T,B,L,R}∗. Given a random seed kε, we generate GGM values recursively
using the formula

G(kw) =

{
(kwL, kwR) if rw is wider than it is tall
(kwT , kwB) otherwise

Note that if rw corresponds to a region of size 1, then kw is a leaf of this tree. Each leaf value
kw is mapped to location rw in the final output matrix. Since this algorithm is simply a binary
GGM tree, it generates the same values as the original solution in Section 3, but arranges them in
the final output matrix using a variant of the Morton-order space-filling curve[16]. The following
well-known theorem, originally in the context of quad-trees[23], establishes the O(h + w) bound
promised above.

Theorem 4. Let r be an H ×W region, let R be the set of regions corresponding to nodes in the
Morton-order GGM tree defined above, and let r′ ⊆ r be any h × w subregion of r. There exists a
set of at most 4(h+ w) disjoint regions r1, . . . , rm ∈ R such that r′ =

⋃m
i=1 ri.

Unfortunately, 4(w + h) can be quite large for digital photograph applications. For example, a
subimage of a 16MP photograph could require about 215 GGM tree values. Using 16-byte seeds,
this would create a signature over 500KB in size.



Intersecting PRNGs. Our alternative solution is much more efficient, but sacrifices security. Pick
a random seed kε, set (xε, yε) = G(kε), and use normal GGM trees to generate x0, . . . , xW−1 and
y0, . . . , yH−1. Output i, j is simply xi||yj . This construction is not a PRNG, but it is now easy to
reveal the outputs in any region r′: reveal the x outputs spanning r′ horizontally and the y outputs
spanning r′ vertically. All total, this only reveals logw+log h = log hw tree nodes. The price of this
efficiency is that an adversary that obtains the outputs of this generator in two different regions,
r1 = ([a1, b1], [c1, d1]) and r2 = ([a2, b2], [c2, d2]), can combine the seeds to learn the outputs on two
other regions: ([a1, b1], [c2, d2]) and ([a2, b2], [c1, d1]). Nonetheless, we can use this scheme to build
a croppable signature scheme that is secure against an adversary that only makes one query to the
signing oracle, as proven in the next section.

6 Cropping-Homomorphic Signatures

We can now build two different cropping-homomorphic signature schemes.

Morton-curve-based signature scheme. To sign a matrix A corresponding to region r, the signer
picks a random seed kε and executes the following algorithm:

1. Use a GGM tree and Morton-curve to generate a matrix of pseudo-random values, k[i, j].
2. Set v[i, j] = H(0, k[i, j], A[i, j]) and use multi-dimensional Merkle hashing to compute a hash,
vε of the matrix v.

3. Output SigM (A) = (r, kε, Sig0(vε)).

As explained in previous sections, a cropper can construct a signature on a submatrix A′ of size
h×w by deleting kε from the signature of A and including 4(w+h) GGM values and O(logHW +
(log hw)2) hash values. The signature should also specify the location, r′, of A′ within A. Thus, the
format of a cropped signature is (r, r′, {kw}, {vw},Sig0(vε)).

The definition of security for cropping-homomorphic signatures is directly analogous to the
definition of security for redactable signatures. The next theorem is analogous to the security
theorem for redactable signatures.

Theorem 5. Let G : {0, 1}m → {0, 1}2m be a (t, εG)-secure PRNG, H a (t, pH)-collision-resistant
hash function, and Sig0 a signature scheme (t, q, pS)-secure against existential forgeries. Suppose
also that H(0, k, ·) is a (t, q, εH)-secure PRF (indexed by k. Then the cropping-homomorphic signa-
ture scheme SigM defined above, when used to sign matrices of size at most H×W , is (t′, q, p′)-secure
against existential forgeries, where t′ ≈ t and p′ = pS + pH + qHWεG + qHWεH + qHW2−m.

Proof. See companion technical report[6].

Intersection-based signature scheme. To reduce the number of PRNG seeds that must be revealed
when cropping a matrix, we can replace the Morton-curve construction with the PRNG intersection
scheme presented in Section 5, yielding a new signature scheme which we call SigI . This scheme is
otherwise identical to the one above. This change reduces the number of seeds in a cropped signature
from O(h+ w) to O(log hw), but reduces security, as the following theorem makes explicit.

Theorem 6. Let G and Sig0 be as in Theorem 5 and assume that H is a (t, pH) collision-resistant
hash function. Suppose also that H(0, x||y, ·) is a (t, q, εH) PRF indexed by x and a (t, q, εH) PRF



indexed by y. In other words, if the attacker gets to choose one of x and y and the other is cho-
sen randomly, the attacker cannot distinguish H(0, x||y, ·) from a random function. Let A be an
adversary that makes at most one query S(i, ·) for each i. Then the probability that A successfully
constructs an existential forgery against SigI is at most pS+pH+q(H+W )εG+qHWεH+qHW2−m.

Proof. See companion technical report[6].

7 Other Homomorphic Signatures for Photographs

The croppable signature scheme above is already useful in the context of digital photographs, but
we can use it as a foundation for building other homomorphic signature schemes.

Scaling-homomorphic signatures. Scaling and cropping are connected via the Discrete Cosine Trans-
form (DCT)[24], so we can use this to immediately convert any cropping-homomorphic signature
scheme into a scaling-homomorphic scheme. These two operations are related by the equation

ScaleH×Wh×w = Clamp255
0 ◦

√
hw

HW
◦DCT−1 ◦ Croph×w ◦DCT

where ScaleH×Wh×w scales an H × W image down to an h × w image, Clamp constrains values to

be in the range of pixel values (typically 0 to 255),
√

hw
HW is a normalization factor, Croph×w

crops a matrix to only include its upper left h × w submatrix, and DCT is the Discrete Cosine
Transform. Thus, for any cropping-homomorphic signature scheme SigC , SigS(I) = SigC(DCT(I))
is a scaling-homomorphic signature scheme.

The Clamp operation and
√

hw
HW normalization introduce a slight wrinkle in the scheme. After

scaling I to I ′ using the above algorithm, we can construct a new signature s′ on Crop(DCT(I)), so a
signature verifier must be able to compute Crop(DCT(I)) in order to verify the signature. Since the

Clamp operator and the rounding performed in the normalization by
√

hw
HW are both non-invertible,

it is not possible to reconstruct Crop(DCT(I)) from I ′ = Clamp◦
√

hw
HW ◦DCT−1 ◦Crop◦DCT(I).

Thus, after scaling I, we must store and transmit I ′ as D′ = Crop(DCT(I)). The final recipient of

an image will have to compute I ′ = Clamp ◦
√

hw
HW ◦DCT−1(D′) before displaying it.

Scaling- and cropping-homomorphic signatures. Let SigC be a 4-dimensional croppable signature
scheme. Although we have only presented 2-dimensional constructions in this paper, they all gen-
eralize easily to higher-dimensions, so we know that such a signature scheme exists under standard
cryptographic assumptions. To sign an H ×W image I, divide I into B1 ×B2 blocks, each of size
H
B1
× W

B2
, creating a 4-dimensional array B[i, j, k, `], where indices i and j select a block and k

and ` select a pixel within that block. Compute the DCT of each block separately, creating a new
array D[i, j] = DCT(B[i, j]). Let SigCS(I) = SigC(D). As with the scaling-homomorphic scheme,
we must store and transmit D instead of the original image.

Now consider the different cropping operations we can perform on D. Cropping in the i or j
dimensions crops entire rows or columns of blocks of D, which corresponds to cropping entire rows
or columns of blocks of B, which corresponds to cropping the original image I by a multiple of
the block size. Cropping D in the k or ` dimension scales each block B[i, j] by the same amount,



and scaling each block separately is equivalent to scaling the image by a multiple of the number of
blocks. Thus, with some granularity, we can scale and crop the original image while preserving the
signature. We recommend a block size of

√
H ×

√
W . For typical digital photographs, this would

yield blocks of size about 32× 32 or 64× 64.

Curiously, cropping the image actually improves the granularity of subsequent scaling opera-
tions, and vice versa. To see why, consider cropping the image down to single block. We can now
scale the size of that block with perfect granularity. Conversely, if we scale the image down so that
each block contains exactly a single pixel, then we can crop to any desired size.

We can simplify this signature scheme by sacrificing some scaling power. Suppose we wish
to support only aspect-ratio preserving scalings. In this case, each (square) block of D can only
be cropped to a square sub-block, so we can re-order the coefficients in each block into a one-
dimensional array, with the last-to-be-cropped coefficients at the beginning of the array and the
first-to-be-cropped coefficients at the end of the array. This reduces D to a 3-dimensional array,
so we can build such a cropping- and scaling-homomorphic signature scheme from a 3-dimensional
cropping-homomorphic scheme.

JPEG compresses images by dividing them into 8×8 pixel blocks, computing the DCT on each
block, and quantizing the DCT coefficients. Thus the scaling and cropping homomorphic signature
scheme would mesh well with a generalized version of JPEG that supports arbitrary block sizes.

JPEG-like compression. JPEG applies a block-by-block DCT transform, as we do in the scalable
and croppable scheme above, although JPEG always uses 8×8 blocks. The only lossy step performed
in JPEG compression is “quantization”, in which the coefficients in each block are divided by a
constant to reduce the number of bits required to represent them, although with a corresponding
loss of precision. Note that JPEG enables different quantization factors for each coefficient.

We can support a limited form of quantization quite simply by dividing the coefficients in D
into their individual bits, turning D into a 5-dimensional array D[i, j, k, `, b], where index b selects
the desired bit of coefficient k, ` of block i, j. Cropping away the c least-significant bits quantizes all
the coefficients by a factor of 2c. Compressing different coefficients by different quantization factors,
a feature crucial to good JPEG compression, is possible with the croppable signature schemes of
Section 6, but the resulting signatures will be larger. Even with this extension, though, quantization
factors must be powers of 2.

8 Experimental Results

Figure 3 plots the average seed set size and hash witness set size for a subimage cropped from a
4096×4096 digital photograph versus the number of pixels in the subimage. These figures are based
on a 2-dimensional hashing scheme that only supports cropping. For a randomly selected h × w
subimage, the expected seed set size is approximately 3

√
hw. The size of witness sets is much more

efficient than predicted, averaging less than 4(log hw)2 instead of the predicted 12 logHW log hw.
In practice, this means that the size of a signature will be dominated by the size of the seed set.
Signature size is also independent of the aspect ratio of the cropped subimage.

Using 256-bit hash values and 128-bit PRNG seeds, the largest signature we expect to see will
be around 210KB, which only occurs when the cropped subimage is 15 megapixels. In this case,
the JPEG representation of the subimage would be over 2MB, giving a signature overhead of 10%.
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Fig. 3. Average (a) witness set and (b) seed set sizes for subimages of different sizes, all from 16MP digital pho-
tographs.

Our hashing scheme requires computing many small hashes. On a 2.8GHz Pentium, the OpenSSL
implementation of SHA-256 can perform about 275,000 hashes per second. Hashing a 16MP im-
age requires 64 million hash operations, which would take just under 4 minutes. A digital camera
implementing our signature scheme could include specialized hardware for performing hashes, and
could also perform them offline while otherwise idle.

9 Conclusion

We have presented new hashing and PRNG constructions for building efficient signature schemes
that are homomorphic with respect to cropping of multi-dimensional data. We then presented sev-
eral useful applications to authenticating digital photographs and other media, including signature
schemes that are simultaneously homomorphic with respect to cropping, scaling, and JPEG-like
compression. This research leaves several open questions. Is there a provably secure matrix PRNG
construction that admits small seed-sets in croppable signatures? If we had four one-way functions,
fT , fB, fR, and fL such that fT and fB commute with fR and fL, but not with eachother, then
we could construct such a PRNG by letting Aw = fw1(fw2(. . . (fwn(r)))). Commuting one-way
functions may exist, for example, two instances of the RSA function with the same modulus but
different exponents will commute, but we have not found a secure, working scheme based on this
idea. Is there a generic way to construct signature schemes that are simultaneously homomorphic
with respect to two different document operations? For digital photographs, is there a croppable
and scalable signature scheme with perfect granularity? What about other important, generally
benign image operations, such as sharpen, brighten, and contrast adjustments?
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