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Abstra
t. This paper dis
usses the implementation of the voting s
heme

based on mix-net te
hnology. The advantages of employing this te
hnol-

ogy are that voters 
an vote-and-go, and that it is 
exible enough to be

used for variety of vote-expression methods, while ensuring the priva
y of

votes and the elimination of faulty players. The most attra
tive se
urity

feature of this s
heme is its universal veri�ability; anyone 
an 
on�rm

the 
orre
tness of the result.

Su
h veri�ability is a
hieved by providing proofs on 
orre
t shu�ing and

de
ryption. The paper presents a new s
heme for generating a single

proof for shu�e-and-de
rypt pro
ess. Compared to the 
ombination of

two separate proofs on shu�e and de
ryption, the new s
heme is 150%

faster with only 80% of the length. As a result, the system was able to

produ
e results that were veri�ed 
orre
t within twenty minutes following

a vote parti
ipated in by ten thousand voters, with three shu�ing 
enters

being used.

We believe this is the �rst implementation report of a voting s
heme

with universal veri�ability.
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1 Introdu
tion

1.1 Voting s
hemes

The three basi
 requirements on a se
ure voting system are dete
tion of faulty

voters; dete
tion of faulty 
enters; and vote se
re
y. The result of resear
h in


ryptographi
 proto
ols gave us several variations of voting proto
ols a
hiev-

ing the above requirements, whi
h 
an be grouped under the following three


ategories:

{ Blind signature based s
hemes:[FOO92,Sak94,OMAFO℄

{ Homomorphi
 en
ryption based s
hemes:[CY85,SK94,CFSY96,CGS97,DJ01℄

{ Shu�ing based s
hemes:[PIK93,SK95,Abe99,FS01,Ne01℄



Blind signature based proto
ol is the most 
omputationally eÆ
ient one,

and have been implemented in [SENSUS,EVOX℄. However, this s
heme has only

individual veri�ability; a voter 
an 
on�rm that his own vote is a

epted by the

authority, but no outside `observer' 
an verify the whole pro
edure. Se
ondly,

this s
hemes requires a 
hannel that is untra
eable, whi
h is not easy to a
hieve

in a real life. Furthermore, the voter must engage in all phases of voting, and

the existen
e of any voter who fails in 
ompleting a pro
ess threats a sound

exe
ution of the voting result.

Homomorphi
 en
ryption based s
hemes is an elegant and eÆ
ient s
heme

when used for yes/no-vote 
ase. However, they su�er largely from in
exibility in

representing a vote. The extension the s
heme to 1-out-of L voting will sa
ri�
e

the eÆ
ien
y with large L and large number of voters,and the size of L that is

allowable is unknown.

On the other hand, the shu�ing based s
hemes, also known as mix-net,

bears many desirable features; it enjoys 
exibility in representing any vote, the

voters 
an simply vote-and-go and requires only a small 
omputational ability.

Moreover, by having authorities prove the 
orre
tness of their pro
edures, it

a
hieves publi
 veri�ability. With this 
apability, we 
an employ `observers',

third parties to ensure the 
orre
tness of pro
edures. In a paper-based voting

s
heme, the existen
e of the observers is often required by law.

The 
ost is paid for this property. Proofs for assuring 
orre
tness of shu�ing

and de
ryption are not for free. Sin
e proving the 
orre
tness of shu�ing is more

expensive than that of de
ryption, many s
hemes were proposed to improve

eÆ
ien
y[SK95,Abe99,FS01,Ne01℄. Most of the eÆ
ien
y arguments made in

these do
uments were based on theoreti
al evaluations, like number of modular

exponentiations. To the authors' knowledge, no voting system whi
h uses these

s
heme was reported, whi
h indi
ates the s
heme is yet to be believed pra
ti
al.

1.2 Our 
ontribution

We report here the �rst implementation of universally veri�able voting s
heme

based on shu�ing. We present a new s
heme to prove 
orre
tness of shu�e-and-

de
rypt pro
ess. It is, in a way, a merge of an eÆ
ient proof on shu�ing proposed

in [FS01℄ and an eÆ
ient proof on de
ryption using the te
hniques from [Br93℄.

Experimental results show that it is 150% faster than performing ea
h proof

separately, and a proof is 20% shorter. The proposed s
heme 
an be proved to

be 
orre
t and sound.

However, we 
annot prove any zero-knowledgeness of the resulted s
heme.

Moreover, we found that the proto
ol of [FS01℄ whi
h we based our proto
ol

does not satisfy the de�nition of 
omputational zero-knowledge. On the other

hand, we 
onsidered se
urity requirements regarding whi
h information must

be kept hidden in the proto
ol. As a result, we 
an prove that no polynomially

bounded adversary 
an 
ompute any partial information of the permutation from

the proto
ol.

Using the newly proposed s
heme, we have implemented a voting system

whi
h is publi
ly veri�able. Our system 
an output a 
erti�ed tally for 10,000



voters within 20 minutes, with three shu�ing 
enters, ea
h on a personal 
om-

puter being used.

We note that re
eipt-freeness is not the aim of our system, although we are

aware of potential threats of vote buying and 
oer
ing due to la
k of the re
eipt-

free property.

1.3 Organization of the Paper

In Se
tion 2, we des
ribe a new s
heme to prove 
orre
tness of shu�e-and-de
rypt

pro
edure. In Se
tion 3 we provide implementation details of our voting system.

We also provide experimental results 
omparing di�erent proof s
heme we have

implemented.

2 The New S
heme for Proving Shu�e-and-De
rypt

Pro
edure

In this se
tion, we provide details of the new s
heme. First, we brie
y des
ribe

the shu�ing based voting s
heme, and dis
uss why we need shu�e-and-de
rypt

proofs.

2.1 An Overview of the Shu�ing Based Voting

The shu�ing based s
hemes, also known as mix-net, a
hieve anonymity of votes

by distributing the de
ryption key among multiple authorities 
alled shu�ing


enters. Voters send signed but en
rypted votes. These votes will be pro
essed

by the shu�ing 
enters, who shu�es the votes and de
rypt them. After all the

shu�ing 
enters have done their work, the en
rypted vote will be 
ompletely

de
rypted, but its original owner 
an not be identi�ed due to the shu�es. By

providing shu�e-and-de
rypt proofs, anyone 
an verify the output is a result of


orre
t de
ryptions of the shu�ed valid votes. The proofs should be made in a

way it will not reveal the shu�e nor the de
ryption key, so it would not infringe

the vote anonymity.

2.2 How votes are generated and pro
essed

The votes are en
rypted using ElGamal 
ryptosystems[E85℄, with publi
 keys

(p; q; g; Y ) and a se
ret key �x 2 Z

q

s.t. Y = g

�x

mod p. Here, p and q are two

primes s.t. p = kq+1, where k is an integer, and g is an element that generates

a subgroup G

q

of order q in Z=pZ.

The vote m

v

is en
rypted to a 
iphertext (G;M) where G = g

�r

mod p and

M = m

v

� Y

�r

, and �r is a random element in Z=qZ, 
hosen by the voter.

Su
h 
iphertext 
an be de
rypted by a person knowing the se
ret key �x. The

vote is re
overed by:M=G

�x

mod p. However, in the voting s
heme no single entity

knows �x. The se
ret key �x is distributed amongm shu�ing 
enters. Ea
h shu�ing


enter SC

i

has a se
ret key x

i

2 Z=qZ and 
orresponding publi
 key y

i

= g

x

i

.



The sum of their se
ret keys gives �x. Given a 
iphertext (G;M) = (G

(1)

;M

(1)

),

when all the shu�ing 
enters 
omputes (G

(i+1)

;M

(i+1)

) = (G

(i)

;M

(i)

=(G

(i)

)

x

i

mod

p) sequentially, then the se
ond 
omponent of the output from the last shu�ing


enter gives the de
rypted result,m

v

=M=G

�x

mod p.

A 
iphertext (G;M) 
an be randomly transformed to another 
iphertext

whi
h de
rypts to a same message. Using a randomly generated s 2 Z=qZ,

su
h transformed 
iphertext, (G � g

s

;M �Y

s

), is unlinkable to original 
iphertext

(G;M). This will be useful for shu�ing 
iphertext, whi
h will be des
ribed in

the next subse
tion.

2.3 Shu�e-and-De
rypt

For multiple votes, ea
h shu�ing 
enter shu�es the input votes before de
rypting

ea
h of them by his own se
ret key. We 
all this pro
edure `shu�e-and-de
rypt'.

For simpli
ity, we 
on
entrate on one shu�ing 
enter and denote his se
ret key

as x. We represent by �y the produ
t of the publi
 keys of subsequent 
enters.

Given n 
iphertexts f(G

i

;M

i

)g, where all fG

i

g and fM

i

g have the order q,

the shu�ing 
enter randomly 
hooses a permutation � and a random element

s

i

2

U

Z=qZ to obtain shu�e-and-de
rypt result as follows:

(G

0

i

;M

0

i

) =

�

g

s

i

G

�(i)

; �y

s

i

M

�(i)

=G

0

i

x

�

mod p(i = 1; : : : ; n)

Details of this pro
edure is given in Subse
tion 3.2.

2.4 Generation of the proof

We now provide the new s
heme to generate a proof that the shu�ing 
enter

(whi
h will be denoted as the prover in the sequel) indeed shu�ed and de
rypted

honestly. The proof adds proof of de
ryption on the top of proof of shu�e pro-

posed in [FS01℄. The newly added proving pro
edures are the equations labeled

(2) to (5).

We des
ribe the s
heme in a non-intera
tive way, where a 
hallenge from

a veri�er is given as an output of some universal one-way hash fun
tions. We

assume here the order of elements of input 
iphertexts (G

i

;M

i

) and output


iphertexts (G

0

i

;M

0

i

) are all q.

1

To prove (G

0

i

;M

0

i

) are generated 
orre
tly from (G

i

;M

i

), the prover 
omputes

the following equations for randomly 
hosen z; z

i

; �; �; � , � and �

i

; z

0

2

U

Z=qZ

(i = 1; : : : ; n): We use H and

~

H to denote universal one-way hash fun
tions

whi
h output an element of Z=qZ and G

q

, respe
tively.

1

We note here that it is important for both shu�ing 
enters and veri�ers to 
he
k

that the order are indeed identi
ally q. If one of the input 
iphertexts are not of

order q, then the resulting output may reveal the permutation used in the proto
ol.

Or, the shu�ing 
enter may intentionally present wrong ordered 
iphertexts whi
h

pass the veri�
ation formula but is not a 
orre
t shu�e.



~g =

~

H(p; q; g; Y; 0); ~g

i

=

~

H(p; q; g; Y; i)

v = g

�

; w = g

�

; t = g

�

; u = g

�

; u

i

= g

�

i

mod p

~g

0

i

= ~g

s

i

~g

�(i)

; ~g

0

= ~g

z

n

Y

j=1

~g

j

z

j

mod p

g

0

= g

z

n

Y

j=1

G

j

z

j

; m

0

= �y

z

n

Y

j=1

M

j

z

j

mod p

_

t

i

= g

3z

�(i)

+��

i

; _v

i

= g

3z

�(i)

2

+�s

i

mod p

_v = g

P

n

j=1

z

j

3

+��+�z

mod p

_w

i

= g

2z

�(i)

+�s

i

; _w = g

P

n

j=1

z

j

2

+�z

mod p




i

= H(p; q; g; �y; ~g; f~g

j

g; f(G

j

;M

j

)g; f(G

0

j

;M

0

j

)g;

~g

0

; f~g

0

j

g; g

0

;m

0

; v; w; t; u; fu

j

g;

f

_

t

j

g; _v; f _v

j

g; _w; f _w

j

g; i : (j = 1; : : : ; n)) (1)

r

i

= 


�

�1

(i)

+ z

i

; r =

n

X

j=1

s

j




j

+ z mod q

�

0

=

n

X

j=1

�

j




j

2

+ � mod q

� =

n

Y

j=1

G

0

j




j

; � = �

x

mod p (2)

y

0

= g

z

0

; �

0

= �

z

0

mod p (3)




0

= H(p; q; g; y; �; �; y

0

; �

0

) (4)

r

0

= 


0

x+ z

0

mod q (5)

The prover send the proof g

0

;m

0

; ~g

0

; ~g

0

i

; v; w; t; u; u

i

;

_

t

i

; _v

i

; _v; _w

i

; _w; r; r

i

, �

0

; �; �

0

; y

0

; r

0

(i = 1; : : : ; n) to the veri�er along with f(G

0

i

;M

0

i

)g.

2.5 Veri�
ations of the proof

The veri�er �rst 
omputes (


i

)

(i=1;:::;n)

a

ording to eq.(1). Next, the veri�er


ompute

� =

n

Y

j=1

G

0

j




j

mod p

and generate 


0

a

ording to eq.(4).

The veri�er a

epts the proof if all of the following equations hold.

v

q

= t

q

= w

q

= 1 mod p



g

r

n

Y

j=1

G

j

r

j

= g

0

� mod p

�y

r

n

Y

j=1

M

j

r

j

= � m

0

n

Y

j=1

M

0

j




j

mod p

~g

r

n

Y

j=1

~g

j

r

j

= ~g

0

n

Y

j=1

~g

0

j




j

mod p

g

�

0

= u

n

Y

j=1

u

j




2

j

mod p

t

�

0

v

r

g

P

n

j=1

(r

j

3

�


j

3

)

= _v

n

Y

j=1

_

t

j




j

2

n

Y

j=1

_v

j




j

mod p

w

r

g

P

n

j=1

(r

j

2

�


j

2

)

= _w

n

Y

j=1

_w

j




j

mod p

g

r

0

= y




0

y

0

; �

r

0

= �




0

�

0

mod p:

2.6 Stru
ture of the S
heme

We brie
y sket
h the stru
ture of our s
heme. Our s
heme is 
onstru
ted by

merging shu�e-proof proposed in [FS01℄ and de
ryption-proof. For the detail

des
ription of shu�e-proof, please refer to [FS01℄. The de
ryption-proof 
an be


onstru
ted by well known te
hnique to prove the equality of dis
rete logarithm

as follows.

The prover wants to prove that M

0

i

is the valid de
ryption of (G

0

i

;

�

M

i

) with a

private key x, that is, a relation M

0

i

=

�

M

i

= G

0

i

x

mod p holds for all i. The prover


omputes the followings:




i

= H(p; q; g; y;G

0

i

;

�

M

i

;M

0

i

: (i = 1; : : : ; n))

� =

n

Y

j=1

G

0

j




j

; � = �

x

mod p

y

0

= g

z

0

; �

0

= �

z

0

mod p




0

= H(p; q; g; y; �; �; y

0

; �

0

)

r

0

= 


0

x+ z

0

mod q

Then, the prover sends to the veri�er, y

0

; �

0

; r

0

as a proof.

The veri�er 
omputes




i

= H(p; q; g; y;G

0

i

;

�

M

i

;M

0

i

: (i = 1; : : : ; n))

� =

n

Y

j=1

G

0

j




j

; � =

n

Y

j=1

(M

0

j

=

�

M

j

)




j

mod p




0

= H(p; q; g; y; �; �; y

0

; �

0

):



Then, veri�er a

epts the proof if the following equations hold.

g

r

0

= y




0

y

0

; �

r

0

= �




0

�

0

mod p:

We have noti
ed that some of the 
omputations done in the shu�e-proof

[FS01℄ and in the de
ryption-proof are similar. For example, even though 


i

is

generated in a slightly di�erent way, � =

Q

n

j=1

G

0

j




j

mod p is also 
omputed

in the shu�e-proof, � =

Q

n

j=1

(M

0

j

=

�

M

j

)




j

=

Q

n

j=1

M

0

j




j

=

Q

n

j=1

�

M

j




j

mod p in

de
ryption-proof and

Q

n

j=1

�

M

j




j

mod p in shu�e-proof have same fa
tor.

We merged the two proto
ols in a following way: Two proof share the same




i

so that both prover and veri�er need to 
omputes above mentioned value only

on
e. As a result of merging, experimental results show that it is 150% faster

than performing ea
h proof separately, and a proof is 20% shorter.

2.7 Properties of the S
heme

The proposed s
heme is 
omplete. Assuming that the prover is 
omputation-

ally bounded, i.e. solving dis
rete logarithm problem is hard for the prover, the

s
heme is sound. We 
laim that the proto
ol does not reveal the permutation; if

an adversary 
an 
ompute any part of the permutation from the proof, then he


an solve the de
ision DiÆe-Hellman problem.

The shu�e-proof presented in [FS01℄ is 
laimed to be 
omputational zero-

knowledge. However it is not 
orre
t.

2

However, it does not straightforwardly

mean that the proto
ol of [FS01℄ leaks some information. Therefore, we 
on-

sidered other means to ensure the se
urity of the proto
ol. What we need to

ensure is that the proto
ol does not leak any information regarding the permu-

tation. Therefore we formalized the situation that the proto
ol does not leak

su
h information and proved that the proto
ol of [FS01℄ satis�es the de�nition.

De�nition : Let X be a set of input and output 
iphertexts, �(X) be a set

of 
orresponding valid permutations, V iew

P;V

be a view of a veri�er, that is, a

random tape of the veri�er and messages the veri�er re
eives from a prover. We

say the proto
ol (P; V ) does not leak any information about the permutation if

and only if:

for every polynomially bounded adversary E, there exists a polynomially bounded

algorithm M , su
h that for every polynomial p(�), the following inequality holds

Pr[E(V iew

P;V

) 2 �(X)℄ < Pr[M(X

n

) 2 �(X)℄ +

1

p(jX j)

:

2

In the proof of Theorem 10 in [FS01℄, it is 
laimed that the probability of the distin-

guisher who 
an distinguish between the real trans
ript and a simulated trans
ript

is equal to distinguishing two de
ision-DiÆe Hellman type distributions, when we

take distribution over random input. However, in the de�nition of 
omputational

zero-knowledge, it should be argued in the 
ase where the input is �xed. Apparently,

if the input is �xed, no similar redu
tion will be established.



Claim x: The proto
ol of [FS01℄ does not leak any information about the

permutation.

Claim y: The proposed proto
ol does not leak any information about the per-

mutation.

Proofs of 
laims will be presented in the �nal version.

3 Implementation and its Results

We built a voting system based on the above te
hnology. We �rst explain the

model we employed in the system. The 
lari�
ation of the responsibilities of the

entities involved was quite indispensable for designing the system. It enabled

us eliminate redundant 
omputation. For example, theoreti
ally frauds 
an be

dete
ted if all the 
enters performed veri�
ation pro
ess at every o

asion. By

employing a 
enter who is responsible for veri�
ation, we 
an redu
e the number

of veri�
ations and still have a se
ure system.

Then we give the pro
edures ea
h entities follow. We tried to explain them in

detail, in
luding side trivial issues whi
h is often omitted from theoreti
al papers

whose purpose is mainly to des
ribe new ideas.

3.1 Model

We involve �ve kinds of players, whi
h are

1. Ele
tion poli
y 
ommittee

2. Voting 
enter

3. Shu�ing management 
enter

4. Shu�ing 
enter

5. Voters

The ele
tion poli
y 
ommittee will be responsible for any fraud 
aused by the

voting 
enter, the shu�ing management 
enter, and the shu�ing 
enters. The

ele
tion poli
y 
ommittee does not engage in a
tual run of the ele
troni
 voting.

It takes part in determining ele
tion and se
urity poli
ies, and assignment of the


enters. The 
ommittee authorizes the output 
omputed by the other 
enters,

su
h as the parameters determined in a set-up phase and the �nal tally.

The voting 
enter is in 
harge of handling transa
tions with the voters. It will

announ
e the voting pro
edures, 
olle
ts pro forma votes from the authorized

voters, issues re
eipts of the 
olle
ted votes, and announ
es the result of the

tally. The voting 
enter will re
eive the result of the tally by sending the list of


olle
ted votes to the shu�ing management 
enter.

The shu�ing management 
enter is responsible for de
rypting and tallying

the list sent from the voting 
enter, in 
ollaboration with the shu�ing 
enters.

The shu�ing management 
enter passes the list to the �rst shu�ing 
enter, and


olle
ts his answer whi
h will be sent to of the next shu�ing 
enter, and repeats

the pro
ess until all the assigned shu�ing 
enters shu�e and de
rypt the list.

The shu�ed result of de
ryption will be sent ba
k to the voting 
enter. The



shu�ing management 
enter is also responsible for 
omposing a publi
 key in

the set-up phase, again in 
ollaboration with the shu�ing 
enters.

The shu�ing 
enter is responsible for se
ure management of the se
ret key

generated in the set-up phase, and 
ondu
ting de
ryption using the key. He is also

responsible for randomly shu�ing the list and keeping the shu�e 
on�dential.

We assume all entities has his publi
 key and 
orresponding se
ret key assured

by some publi
 key infrastru
ture, and the se
ret key is se
urely managed by the

individual.

We require for the universal veri�ability, that any party 
an verify that all


enters 
ondu
ted 
orre
tly based on the poli
y approved by the ele
tion poli
y


ommittee. Our goal in vote priva
y is that it will not be infringed as long as at

least one shu�ing 
enter remains honest.

Figure 1 illustrates how these players 
onstitute an voting system. We note

that the roles of the voting 
enter and the shu�ing management 
enter 
an be

played by one entity.

Shuffling Management
Center

Voting Center

SC

voter voter voter

SC SC

Authentication of voters
Collect Votes

Output the result of 
decryption +

shuffling

List of
encrypted votes

Result of
decryption

Election Policy
Committee

Determine 
Policy

vo
te

re
ce

ip
t

Fig. 1. System Con�guration

3.2 Proto
ol

In this subse
tion we des
ribe the pro
edure to set-up, the algorithm to en
rypt

votes, pro
edures to tally the votes and the algorithm to prove the 
orre
tness

of the output. The proto
ol follows the lines of [SK95℄ with some minor 
hanges

for additional se
urity. This proto
ol resolves the 
aw in [SK95℄ pointed out by

[MH96℄.

In the sequel, we assume there are m shu�ing 
enters and n voters. All the


ommuni
ation between the entities are digitally signed based on a publi
 key

infrastru
ture.



Set-Up

1. The ele
tion poli
y 
ommittee will determine the parameters (p; q; g) whi
h

will be used in ElGamal 
ryptosystem. The numbers p and q are prime

numbers satisfying p = kq + 1 for some integer k, and g is a generator of a

group of order q on mod p.

The shu�ing management 
enter announ
es the authorized parameters (p; q; g)

to all the shu�ing 
enters. The j-th shu�ing 
enter, SC

j

, will randomly


hoose x

j

mod q as his se
ret key, and report his publi
 key y

j

= g

x

j

mod p

to the shu�ing management 
enter. The report will be a

ompanied by the

proof y

0

j

; r

j

whi
h ensures that SC

j

indeed knows the se
ret x

j


orresponding

to y

j

. The proof will be generated by SC

j

as follows.

y

0

j

= g

�

j

mod p




j

= H(p; q; g; y

j

; y

0

j

)

r

j

= 


j

x

j

+ �

j

mod q

with a randomly generated �

j

2 Z=qZ.

2. The shu�ing management 
enter will verify the proof y

0

j

; r

j

for ea
h publi


key y

j

(j = 1; � � � ;m) as follows.




j

= H(p; q; g; y

j

; y

0

j

)

g

r

j

y

j

�


j

= y

0

j

mod p

y

j

q

= 1 mod p ; y

j

6= 1 mod p

The veri�ed publi
 keys are 
ombined to 
ompose the 
ommon publi
 key

Y .

Y =

m

Y

j=1

y

j

mod p

The proof for ea
h publi
 key is ne
essary to ensure that the 
ommon publi


key Y is not generated under a 
ontrol of some shu�ing 
enters.

3. The ele
tion poli
y 
ommittee will 
ertify the publi
 keys y

j

and Y properly

generated as above.

En
ryption of Votes

The V oter

i

will use the parameters Y and (p; q; g) 
erti�ed by the ele
tion poli
y


ommittee and en
rypt his vote m

i

as follows. (We assume here that m

i

is

sele
ted to be an element of order q. )

(G

i

;M

i

) = (g

�r

i

;m

i

Y

�r

i

) mod p

where �r

i

is an element randomly 
hosen by the V oter

i

, and ID

i

is information

that identi�es the voter. He then proves the knowledge of m

i

by generating the



proof �

i

; t

i

by

�

i

= g




i

mod p




i

= H(p; q; g; Y;G

i

; �

i

; ID

i

)

t

i

= 


i

�r

i

+ 


i

mod q

with a randomly generated 


i

. This proofs ensures that the voter who knows the


ontent of the vote has generated the vote; a vote dupli
ation atta
k by 
opying

someone else's en
rypted vote will be thwarted here.

The voting 
enter will verify the signature and make sure that the sender is

a registered voter and has not voted before. Then it will verify that the proof

satis�es




i

= H(p; q; g; Y;G

i

; �

i

; ID

i

)

g

t

i

G

i

�


i

= �

i

mod p

and that the elements G

i

and M

i

are both of order q. If everything is veri�ed,

then it 
an optionally send ba
k a re
eipt of a

eptan
e. Su
h a re
eipt 
uts in

two ways: it will add 
on�den
e to the voter that the 
enter indeed a

epted

his vote and will be an eviden
e for any disputes on vote delivery. On the other

hand, it will serve as a re
eipt in vote-buying or 
oer
ing s
enario.

Tallying

The voting 
enter will send the list f(G

i

;M

i

)g

(i=1;���;n)

to the shu�ing man-

agement 
enter. The shu�ing management 
enter will verify that all of ea
h


omponent is of order q, and rename them to be (G

i

;M

i

) = (G

(1)

i

;M

(1)

i

) for all

i, whi
h will be the input to the �rst shu�ing 
enter SC1.

The list f(G

(j)

i

;M

(j)

i

)g

i

will be sent to SC

j

. His response will be veri�ed

by the shu�ing management 
enter and will be renamed to f(G

(j+1)

i

;M

(j+1)

i

)g

i

and sent to the next shu�ing 
enter. The response from the last shu�ing 
enter,

SC

m

will be veri�ed and sent ba
k to the voting 
enter .

Below, we des
ribe the pro
edures of ea
h shu�ing 
enter.

1. SC

j

will re
eive the list f(G

(j)

i

;M

(j)

i

)g

i

. He will 
hoose a random permu-

tation �

(j)

and permute the input list f(G

(j)

i

;M

(j)

i

)g

i

and a
hieve the list

f(

�

G

(j)

i

;

�

M

(j)

i

)g

i

as follows:

f(

�

G

(j)

i

;

�

M

(j)

i

)g = f(G

(j)

�

(j)

(i)

;M

(j)

�

(j)

(i)

)g

2. The above permutation only 
hanges the order of the 
iphertexts, so it is

easy to tra
e the permutation. In order to hide the permutation, we need to


hange the look of the 
iphertext. The following pro
edure 
hanges the look

without 
hanging the message hidden in the 
iphertext.



First, SC

j


ombines the publi
 keys of the subsequent shu�ing 
enters as

Y

j

=

m

Y

`=j

y

`

mod p:

For ea
h of (

�

G

(j)

i

;

�

M

(j)

i

), he 
hooses a random element s

(j)

i

mod q and obtains

f(G

0

(j)

i

;M

0

(j)

i

)g

i

by

G

0

(j)

i

=

�

G

(j)

i

� g

s

(j)

i

mod p

M

0

(j)

i

=

�

M

(j)

i

� Y

s

(j)

i

j

mod p:

3. SC

j

will de
rypt ea
h of (G

0

(j)

i

;M

0

(j)

i

) using his se
ret key x

j

as follows:

M

00

(j)

i

=M

0

(j)

i

=(G

0

(j)

i

)

x

j

mod p G

00

(j)

i

= G

0

(j)

i

The list (G

00

(j)

i

;M

00

(j)

i

)

i

will be returned to the shu�ing management 
enter.

3.3 Proving Corre
tness

We employ the s
heme we depi
ted in Se
tion 2 to prove the 
orre
tness of

the pro
edures performed by the shu�ing 
enters. This proof makes the s
heme

universally veri�able.

In order to save time, when a shu�ing 
enter sends ba
k the shu�ed and

de
rypted list with the proofs, the shu�ing management 
enter �rst veri�es the

signature of the shu�ing 
enter and then pass the list to the next shu�ing


enter. While the next shu�ing 
enter is exe
uting shu�e, de
rypt and prove

pro
edures, the management 
enter veri�es the proof of the previous shu�ing


enter. If the management 
enter �nds in
onsisten
y in the proof, the pro
edure

stops there and the faulty shu�ing 
enter is blamed. How to resume the tally

will be of a human de
ision, taking into the a

ount the 
ause of the error.

3.4 Computational Tri
ks

The most 
ostly 
omputation in the proto
ol is modular exponentiation. Al-

though we have employed a quite eÆ
ient proof algorithm, it still requires the

number of modular exponentiations whi
h is in linear to the number of voters.

However, looking 
losely at the algorithm, the most exponentiation are 
omputed

on the same base g or multiple exponentiation. Thus, We took advantage of this

situation and su

eeded in speeding up the system. The methods we 
hose are a

variant of \Fixed-base 
omb method" and a variant of \Simultaneous multiple

exponentiation method" exposed in [MOV℄.



3.5 Result of Implementation

We have evaluated the system under the following 
onditions:

{ Key Size (jpj; jqj) = (1024; 160).

{ Se
urity parameter k=160

{ The number of shu�ing 
enters m = 3.

{ CPU:Athlon 1GHz, memory 256Mbyte for ea
h of shu�ing 
enters and shuf-


ing management 
enter.

{ Communi
ation Line 100baseTX

As a result, with a ten thousand voters the system 
an output a 
erti�ed tally

in 20 minutes and with a hundred thousand voters within 224 minutes, in
luding

data transmission time. Two-�fths of the time are required for 
omputing the

tally, and the rest of the time is devoted to proving and verifying the proof.

Total Time Length of Proof

number of voters 10,000 100,000 10,000 100,000

Only Tallying (No proof) 8 min 1 hrs 10 min { {

New S
heme 20 min 3 hrs 44 min 12.6Mbyte 126Mbyte

two proofs with [FS01℄ 27 min 4 hrs 40 min 15Mbyte 150Mbyte

two proofs with [SK95℄ 5 hrs 20 min (53 hrs) 865Mbyte (8.7 Gbyte)

two proofs with [Abe99℄ (9 hrs) (120 hrs) (545 Mbyte) (5.2 Gbyte)

two proofs with [Ne01℄ (1 hrs 20 min) (15 hrs) (58 Mbyte) (580 Mbyte)

Table 1. Pro
essing time and proof size

For 
omparison, we give in Table 1 our result on the alternative implemen-

tations, where we used two separate proofs for shu�ing and de
ryption. For

shu�ing, we give two types of proofs. One is matrix based shu�ing proof in

[FS01℄, and the other 
ut&
hoose based shu�e proof des
ribed in [SK95℄. We

also provide estimations of the shu�e proof des
ribed in [Abe99℄ and [Ne01℄.

Those whi
h is shown in parenthesis are based on estimation.

The author of [Ne01℄ 
laims that the s
heme of [Ne01℄ requires only 8n mod-

ular exponentiations 
ompared to 18n of [FS01℄ for the shu�e of n 
iphertexts.

However, in the latter it in
ludes the 
ost of the both proving and verifying of

shu�e, whereas the former in
ludes only the 
ost for proving a general k-shu�e.

We estimate that the total 
ost of proto
ol of [Ne01℄, in
luding the veri�
ation,

would be 47n.

As 
an be seen from the Table 1, the extra time needed for providing and

verifying proof of the new s
heme is 12 minutes. Sin
e the same time using two

separate proofs of shu�ing [FS01℄ and de
ryption takes 19 minutes, we 
an see

the speed up of 150%. As for the size of proof, the merged new proof requires

only 12.6 Mbytes whereas the two separate proofs requires 15Mbytes.

It is worth noting that although the number of exponentiations required in

the s
heme of [Abe99℄ is smaller than that of [SK95℄, a
tual time ne
essary to




omplete the proto
ol does not 
ompliant. This is be
ause the s
heme of [SK95℄

uses a large number of �x-based 
omputation, and merits largely from the table

lookup method.

4 Con
luding Remarks

In this paper, we dis
ussed on the implementation of shu�ing based voting

s
heme, whi
h realizes many plausible features. We also proposed a proof that

proves 
orre
tness of shu�e-and-de
rypt, whi
h is e�e
tively faster and shorter

than proving them separately. We demonstrated that an ele
tion with 100,000

voters 
an output the 
erti�
ated result within 4 hours.

Although we 
urrently believe that shu�ing based voting s
heme has many

advantages over other s
hemes, we do not believe that this is the only solution.

The priva
y provided by the s
heme (and also by homomorphi
 en
ryption based

s
heme) is 
onditional, that it is based on a model that the shu�ing 
enters

would not 
ollude to intrude priva
y. On the other hand, blind signature based

s
hemes provides perfe
t se
re
y if a voter 
an have an anonymous 
hannel.

Better solutions are always in sear
h for.
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