Redistribution of mechanical secret shares
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Abstract. Vaults are used extensively in the financial world. Some of
these vaults use a secret sharing scheme in which the shares are me-
chanical keys. Reorganization of a corporation sometimes requires to
change the access structure of those authorized to open the vault. Al-
though changing access structure is studied in the context of secret shar-
ing schemes, the techniques are inadequate in the case that the shares
are mechanical keys. For example, some schemes require that an existing
secret sharing scheme (vault in our case) be fitted with new sets of shares
(mechanical keys in our case). That is a number of share sets (key sets)
be produced that open the same vault. Making such a modification to
a mechanical vault is very expensive, if at all possible. We study how
one can redistribute secret shares only by using copying of these shares,
which is the only operation one can allow to deal with mechanical shares
without changing the mechanical vault mechanism.
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1 Introduction

The downsizing of dot-com’s has made several investors question the importance
of e-banking, e-cash, etc. Moreover, recent terrorist attacks have demonstrated
the need for protection of our mechanical assets. In the light of these events we
question whether the recent research in cryptography has overemphasized the
electronic aspect of security.

Although our financial world has become heavily computerized, large amounts
of old-fashioned cash are still around and need protection. Moreover several
financial institutes (such as banks) offer vaults to clients to store valuables such
as jewelry, stocks and bonds. Cyber crime often receives a lot of press, but
financial institutes are still vulnerable to old-fashioned theft. An example of a
$13.7 million theft is the case of Charlotte [11] in 1998. What is special about
this theft is that it was done by a single insider who had access to the vault.
To avoid such thefts financial institutes usually require that two keys given to
two different people are needed to open a vault. From a cryptographic aspect
the security of a single vault is a 2-out-of-2 secret sharing scheme [4,19]. Note



that often individual safes are in a vault room behind a locked main armored
door where two keys given to two different people are needed to open this main
armored door. Such measures clearly generate more complex access structures.
Although access structures of mechanical secret sharing schemes are equivalent
to data based ones, there are major differences with secret sharing schemes in the
usual cryptographic setting. When shares are data one may have, for example,
homomorphic secret sharing schemes [2]. Such algebraic operations on secret
shares have been useful for a broad number of applications, such as threshold
cryptography. Therefore, one may conclude that cryptography cannot play a
major role on addressing mechanical security, e.g. mechanical secrets’ shares.
However, in this paper we will demonstrate that techniques used extensively in
cryptography can sometimes be used for mechanical security.

We believe that applying cryptography to security problems outside the internet
is not only an interesting academic exercise, but recent terrorist attacks have
clearly demonstrated the need for protecting against the threats outside the
cyber world and the need to examine the usefulness of our techniques in a broader
context. In this paper we focus on mechanical secret sharing which is commonly
used in financial institutions.

We consider the problem of how a financial institute can reorganize the access
structure to a mechanical secret sharing scheme. To be precise, given shares of
an /-out-of-v mechanical secret sharing scheme, how can we reorganize it into a
t-out-of-n one. One approach is to redesign the safe mechanism, which is quite
expensive. Therefore, we study how to achieve this goal without such a redesign.
Here, we can only work with the shares that this time are keys without algebraic
properties! The only “operation” we allow on mechanical shares is that these are
copied. Note that prior work on redistribution of secret sharing, such as [9, 1,13,
10,17] is not applicable to mechanical share redistribution.

In this paper we will first discuss in Section 3 our approach. We will see that
our problem is equivalent to the construction of what we call a strong cover-
free family, a special type of cover-free families that is a concept introduced
by Erdos-Frankl-Furedi [12]. We will see that several concepts that have been
used extensively in modern cryptography, such as universal hash-functions, can
be used to construct strong cover-free families (see Section 4). To evaluate how
good our constructions are, in Section 5 we discuss bounds on strong cover-free
families. We conclude in Section 6.

2 Preliminaries

This section can be skipped by the reader familiar with secret sharing.

Definition 1. Let P = {Py,...,P,} be a group of n participants and let K
denote the set of secrets. We assume P;’s share is selected from the set S;. A
(t,n)-threshold scheme (or also called a t-out-of-n secret sharing scheme) is a
pair of algorithms: the dealer algorithm D and the combiner algorithm C. For a
secret from K and a randomly chosen element of R, the dealer algorithm applies



the mapping
D:KXR—->8 x...x8,

to assign shares to participants in P. The combiner algorithm takes the shares
of a subset B C P of participants and if the set B C P and |B| > t it returns

the secret.
c: J{st—K

K,S; corresponds random variables K and S;. A secret sharing scheme is perfect
if for all (i1,d2,...,4:—1) where 1 <i; < n:

prob(K =k | S;; = siy, Siy = Sig,---Si_, = 8i,_,) = prob(K = k).

The most known (¢, n) secret sharing scheme using algebra is Shamir’s scheme [19].
Since we focus on mechanical secret sharing, we do not survey it.

One measure for efficiency of the secret sharing scheme can be through the notion
of share expansion.

Definition 2. Under the above notation, we define the share expansion of a
secret share scheme as
_ log |Si
p= 1<i<n K|

Throughout this paper, all logarithms are to the base 2, unless otherwise indi-
cated.

3 Owur approach

We first give an informal description of how to reorganize a mechanical secret
sharing scheme. We then discuss this formally.

We assume we have a mechanical £-out-of-v perfect secret sharing scheme (Do, Co)
and we want to reorganize it into a perfect t-out-of-n (D,C) one. Assume that
shareholder P} (1 < i <) in (Dy,Cp) has a mechanical share a; in the f-out-
of-v secret sharing scheme. We now need to give a share s; to shareholder P;
(1< j<n)in (D,C). Since the only allowable operation is to make copies of a;,
s; can only be a collection of mechanical shares. So s; can be described using
a set B; of indexes of shares a; of which P; received a copy. To guarantee that
the resulting (D, C) sharing scheme is a t-out-of-n one, we need

for the combiner algorithm that if ¢ shareholders P; put their shares to-
gether, they jointly have £ mechanical shares of the old (Dg,Co) scheme.

to guarantee perfectness that if ¢ — 1 shareholders P; put their shares to-
gether, they jointly have at the most £ — 1 shares of the old (Do, Cy) scheme.

We now describe this formally. We first introduce the new concept of a strong
cover-free family, a special case of a cover-free family [12] (as proven in Theo-
rem 12).



Definition 3. A strong cover-free family is a set system (X, B) such that the
following properties are satisfied:

1. X ={z1,...,%,} called points;
2. B={Bi,...,B,} is a set of n subsets of X, called blocks (B; C X );
3. For any A and any A C {1,...,n} with |A| =t and |A] =t —1:

|UieaBi| > |UjeaB;|. (1)

We will call (X,B) a (v,n,t)-strong cover-free family (or (v,n,t) — SCFF for
short).

The idea behind our new construction is to combine an existing threshold scheme
and a SCFF to construct a new threshold scheme. The construction works as
follows.

1. Assume (X, B) is a (v,n,t)-SCFF. Let £ be a integer such that mina | Ujca
B;| > £ > max | Ujea B;| where A runs through all t-subsets of {1,...,n}
and A runs through all (¢ —1)- subsets of {1,...,n}. Since (X, B) is a SCFF,
such £ exists.

2. Assume there is a (£, v) threshold scheme (Dg,Cp). For a secret k € K, the v

shares of (Dg,Cp) are ay,...,ay.
3. Define a (t,n) threshold scheme for n participants Py, . .., P, by constructing
n shares si,...,s, as the ordered (ordered by their index) multiset s; =

{a; | if and only if z; € B;} and assigning s; to the participants P; for all
1<i<n.

We denote the resulting (¢,n) scheme as (D,C) and prove the following result.

Theorem 1. If (Dy,Cy) is perfect, then (D,C) is perfect.

Proof. Clearly, any t participants, P;,,...,P;, say, have |s;; U---Us;,| > £
shares from the v share of the (¢,v) threshold scheme (Dy,Cp). From the choice
of ¢, we know that ¢ participants can reconstruct the secret by applying the
combiner algorithm Cy. Next, any ¢t — 1 participants have no extra information
about k provided (Dy, Co) is perfect. Indeed, assume that P;,, ..., P;,_, want to
recover the secret by using their shares s;; U---Us;,_, C {a1,...,a,}. Since
|si; U---Us;,_,| < £ and the underlying (t,v) scheme (Dy,Co) is perfect, the
claim follows.

Note that the share expansion p of (D, () is determined by the share expansion
po of (Dg,Cp) and the parameters of the (v,n,t)-SCFF (X,B). We have p <
maxi<i<n |Bi|po. In particular, if (Dy,Co) is ideal, i.e. pg = 1 and |B;| = r for
all 1 <¢ < n, then p=r.



3.1 An example

It is well known that it is easy to make a (¢ — 1)-out-of-(v — 1) perfect secret
sharing scheme from an ¢-out-of-v one. Indeed, give P; (1 <i < wv — 1) as share
s; = {a;,ay}, where a; is P/ share in the l-out-of-v secret sharing scheme. So,
this corresponds to a (v,v — 1,£ — 1)-strong cover-free family.

It is obvious that given a mechanical £-out-of-v perfect secret sharing scheme one
cannot redistribute the shares to obtain a t-out-of-n one where ¢ > £. Indeed, let
A C{1,...,n} such that |A| =¢ and A C A such that |A] = ¢ — 1. To guarantee
perfectness the ¢ — 1 shareholders in A should have at maximum ¢ — 1 shares of
the old scheme, so at least ¢t — £ shareholders in A need empty sets B. Let us call
A" those shareholders in A that received an empty set. Then, the shareholders in
A\ A’ can construct the secret key. However, since |A'| > ¢ — £ we now have that
|A\A'| = t—|A"| < £ < t can reconstruct the secret. So, we have a contradiction.
We discuss other such bounds in Section 5. We now discuss constructions.

4 Constructions

The following lemma is essential for most of our later constructions.

Lemma 1. Let (X,B) be a set system such that

1. |Bj|=r, forallie{1,...n};
2. |B;NBj| <, for alli# j € {1,...,n}.

Then (X,B) is a (v,n,t) SCFF provided (%) < r/p.

Proof. Let A and A be two subset of {1,...,n} such that [A| = ¢t and [4] =¢t-1.
We have |Uiea Bi| > > _|Bi|= > |B;NB;| > tr— (= (t=1)r+(r—({p) >
€A ijeA
(t—1)r = > _|Bj| > | Ujea Bjl.
JjeA

For a given (v,n,t) — SCFF we know that the new mechanical secret sharing
scheme is a t-out-of-n threshold scheme. We call the old scheme a ¢-out-of-v one.
For many of the schemes based on the Lemma 1 one could choose £ between

- (t—1)r+1and
—tr=()n

as is obvious from the proof of Lemma 1. Since for many of our schemes, it is
trivial to compute these values, we leave it to the reader.

Note however, we do not have an efficient algorithm to compute the largest
possible £ with an (v,n,t) —SCFF (i.e. mina = |Uiea Bi|— 1) or the smallest
one (i.e. max | Aj=¢—1 | Uica Bi)-



4.1 Constructions from combinatorial designs

In this subsection, we will give some constructions of SCFF from certain combi-
natorial designs, including p-designs, packing designs and orthogonal array. Sim-
ilar constructions for traceability schemes and frameproof codes can be found in
[21].

As before, we will use (X, B) to denote a set system in which X is a finite set
and B is a family of subsets of X. The elements of X and B are called points
and blocks, respectively. A p — (v,7,\) design is a set system (X, B), where
|X| = v,|B| = r for every B € B, and every p-subset of X occurs in ezactly A
blocks in B. We will only be interested in pu — (v,7,1) design.

Theorem 2. If there exists a u—(v,r,1) design, then there exists a (v, (”)/(T) ,b)-

AV
SCFF for any t satisfying (}) < -

Proof. Tt is well known that in a p — (v,7,1) design the number of blocks n is
exactly (7)/(])- Assume there exists a p— (v, 7, 1) design (X, B). Then for each
pair B;, B; € B, we trivially have |B; N B;| < pt— 1. From Lemma 1 the theorem
is immediate.

There are many results on existence and constructions of u — (v,7,1) design for
r = 2,3 [6]. On the other hand, no p — (v,r,1) design with v > r > p is known
to exist for g > 6. Furthermore, it is known that for 3 < r < 5,a 2 — (v,r,1)
design exists if and only if v = 1, or  mod (r2 — r). To apply Theorem 2, it is
required 7 > 4 and so that () < r/(u—1), where y = 2. Since 2— (v,4, 1) design
exists for any v = 1,4 mod 12, Theorem 2 yields the following result.

Corollary 1. There ezists (v, ”(gl),S) — SCFF for allv=1,4mod 12.

A p— (v,7,X) packing design is a set system (X, B), where |X| = v,|B| = r for
every B € B, and every u-subset of X occurs in at most A blocks in B. Similar
to Theorem 2, we have the following theorem.

Theorem 3. If there exists a pu — (v,7,1) packing design having n blocks, then
there exists a (v,n,t) — SCFF if (}) < -

p—1"

As we noted previously, no u — (v,r,1) designs are known to exist if v > r >
p > 6. However, for any p, there are infinite classes of packing designs with
a “large” number of blocks (i.e. close to (;)/(;)). Such packing designs can
also be constructed from orthogonal arrays. Recall [6] that an orthogonal array
OA(p,r,s) is ar x s# array, with entries from a set of s > 2 symbols, such that
in any p rows, every p-tuple with elements from s occurs in these y rows as
an g X 1 column vector exactly once. We now use this to prove the following
theorem.

Corollary 2. For any prime power q and any integer u < q, there exist (¢*> +
4,q",t) — SCFF for any t satisfying (%) < zi_ll.



Proof. In [21], Stinson and Wei showed that if there is an OA(y, r, ), then there
is a p — (rs,r,1) packing design that contains s* blocks. It is well known that
for any prime power ¢ with p < g, there exists an OA(u,q + 1,q) [6]. It follows
that there exists a 4 — (¢> + ¢, ¢+ 1, 1) packing design (X, B). From Theorem 3,
we have the theorem.

4.2 Constructions from universal hashing families

The concept of universal hashing family was invented by Carter and Wegman
[8] and has been the foundations of several applications (see e.g. [24, 18]).

Let € > 0. A multiset H of N functions from a n-set X to a m-set Y is called
e-almost universal (e — AU for short) if for any two distinct elements z1,22 € X,
there exists at most eN functions h € H such that h(z1) = h(zs2). Without loss
of generality we will assume that n > m. We call H an € — AU(N;n, m) hashing
family. The following shows that SCFF can be constructed from AU hashing
families.

Theorem 4. If there exists an e— AU (N;n,m) hashing family, then there exists
a (Nm,n,t)-SCFF provided (}) < 1/e.

Proof. Assume that H is an € — AU(N;n,m) hashing family from S to T. We
construct a set system (X, B) as follows. Set X = HxT = {(h,t) | h€ H,t € T}
and B = {B; | s € S}, where for each s € S we define B, = {(h,h(s)) | h € H}.
Then it is easy to see that | X| = Nm, |B| =n and |B,| = N for each s € S. For
each pair By, By € B, we have

|Bs N Bs:| = [{(h, h(s)) | h € H} N {(h,h(s")) | h € H}|
|%l | h(s) = h(s'),h € H}|

IA I

From Lemma 1, we know that (X,B) is an (Nm,n,t) SCFFif (}) < & =1,
and the desired result follows.

e— AU are strictly related to error-correcting codes (see [3]). Let Y be an alphabet
of q symbols. An (N, M, D, q) code is a set C of M vectors in YV such that the
Hamming distance between any two distinct vectors in C is at least D. The code
is linear if ¢ is a prime power, Y = GF(q), and C is a subspace of the vectorspace
GF(q)N. Then we will denote it by an [N, m, D, q] code, where m = log, M is
the dimension of the code.

Let Cbea (N, M, D, q) code, we can define a family of functions H = {hq,...,hn}
from C to Y by the following

(h1(v), h2(v),...,hx(v)) = (v1,...,vN)

for each v = (v1,...,vn) € C.
The following equivalence is due to Bierbrauer, Johansson, Kabatianskii and
Smeets [3].



Theorem 5 ([3]). If there exists an (N, M, D, q) code, then there exists a (1 —
%) — AU(N; M, q) hash family. Conversely, if there exists an e — AU(N;n,m)
hash family, then there exists an (N,n, N(1 —€),m) code.

If we apply the above theorem to Justesen codes (Theorem 9.2.4 [23]), we obtain
a (v,n,t)-SCFF (X,B) with |B;] = O(logn), for all B; € B, and the share
expansion of the new scheme in our construction is O(logn).

Another application of Theorem 5 is to use Reed-Solomon codes. An extended
Reed-Solomon code is a linear code having parameters [g,u,q — v + 1, ¢], where
u < ¢ and q is a prime power. Applying Theorem 4 and 5 we have

Corollary 3. Let q be a prime power and 1 < u < q. There ezists a (¢°,q%,1)
SCFF, where t < % +1.
Proof. Applying the extended Reed-Solomon codes in Theorem 5, we know that

there is a “T_l — AU (q, q%, q) hashing family. The result follows immediately from
Theorem 4.

Using a recursive construction, Stinson (Theorem 6.1 [20]) proved that there ex-
ists an i/q— AU(q% ¢*', q) hashing family. This in conjunction with with Theorem
4 gives us an infinite class of SCFFs.

Corollary 4. Let q be a prime power and let i > 1 be an integer. Let t <
\/ & + 1. Then there exists a (¢"*!,¢* ,t)-SCFF.

4.3 Construction based on exponential sums

In [14] Helleseth and Johansson used exponential sums over finite fields to con-
struct strongly universal hashing families and authentication codes, motivated
by the universal construction in the previous subsection we show that the expo-
nential sums can be applied to our constructions of SCFF with good parameters.
Let GF(q) be a finite field with characteristic p, and let T'r¢m /4 () be the trace
function from GF(¢™) to GF(q) defined by

Trgm/(a) =a+a +---+ o™
Lemma 2 ([14]). Let f(z) = Zf)zl a;z’ € GF(q™)[z] be a polynomial of degree
D that is not expressed in the form f(x) = g(z)? — g(z) + 0 for any g(z) €
GF(q¢™)[z],0 € GF(¢™). Let
No(f) = {z € GF(q™) [ Tremq(f(2)) = a}].
Then No(f) < ¢™ 1 + (D —1)\/q™ for any a € GF(q).

Let D < +/q™, we define a set Fp of polynomials with degree less than or equal
to D by

Fp = {f(z) | f(2) = aiz+asz®+- - -+apzr” € GF(¢™)[z],a; = 0, whenever p |i}.



Then, Fp is clearly a (D — |.D/p|)-dimensional vector space over GF(¢™), so we
have |Fp| = ¢™(P~LP/PD) Moreover, it is easy to see that for each f(z) € Fp,
f(z) can not be expressible in the form f(x) = g(x)? — g(x) + 6, and Lemma 2
can be applied. That is, for each f(z) € Fp and a € GF(gq), we have N,(f) <
¢+ (D — 1) /.

For each 8 € GF(g™), we associate a function gg from Fp to GF(q) defined by
95(f) = T'rq”/q(f(ﬂ))-

Denote G = {gs | B € GF(¢™)}. Let X = G x GF(q) and B = {By, f € Fp},
where By = {(93,98(f)) | B € GF(¢™)}. We will show that such set systems
(X, B) are SCFF with some appropriate parameters.

Lemma 3. |By N By/| < g™ ! + (D — 1)\/q™, for any f # f' € Fp.

Proof. As is easy to verify:

|By N By:| = [9s | 95(f) = 95(/")}|

= [{B | Trym/q(f(B)) = Trem;q(f' (BN

=[{B | Trym/(f — f)(B) = O}

<No(f = f')

<¢m T+ (D =DV
Combining Lemma 3 and Lemma 1, we have the following result.
Theorem 6. (X, B) is a (¢™*,qmP~P/P)) $)—SCFF provided (%) < ¢™/(g™*+
(D - 1)v/q™)
The above theorem results in an infinite class of SCFFs with good parameters.
For example, taking D = ¢™/2~1 4+ 1 for any even m, then for any ¢ satisfying
(Y) < q/2, applying the above theorem gives a (¢, gm@™ T =12 ) [v2¢™/4])—
SCFF for all even m. A simple approximation yields that there is an infinite
class of (v,n,t) — SCFFs in which the parameters satisfy logn = Cy/vloguv,

where C'is a fixed constant. We have (logn)? = C2?v(logv)? > c?v, that is, there
exists an infinite class of (v,n,t) — SCFF in which v is O((logn)?).

4.4 Constructions based on arcs

An arc is a set system (X, B) such that the intersection of any two blocks (lines)
is a single point and the intersection of three blocks is empty [15]. This gives the
following result not based on Lemma 1.

Theorem 7. For each prime power q and each t where 2 < t < q+ 1, there
exists an (¢> +q+ 1,9+ 1,t)-SCFF.

Proof. As is well known [15] a projective plane allows an (g2 + ¢+ 1,¢+ 1) block
system as an arc. The blocks are the lines in the arc. So from the definition
of an arc we immediately have that the union of a (where a < g + 1) different
blocks is exactly a(g+1) — (3) since any two lines have an intersection, but three
(or more) blocks of the arc never have. So, ¢ blocks have strictly more points
than ¢ — 1 blocks have, since t(g + 1) — (}) > (t — 1)(¢ + 1) — (*3') because
(g+1)> (@t@t—-1)—(t—1)(t—2))/2 = (t — 1) which follows from our conditions
on t.



This theorem can be extended using n-arcs [25]. An n-arc is a set of n points
in the projective geometry PG(k — 1,q) such that any k points are linearly
independent. An SCFF can be constructed from an n-arc in a way similar to
above. parameters of this SCFF will be given in the final version of the paper.
We note that the problem of finding a [n, k, n—k+1] maximum distance separable
code is equivalent to the problem of finding an n-arc in the projective geometry
PG(k —1,q) and it is known that n < g+ k — 2.

4.5 Constructions based on the complement

We now discuss SCFF based on applying De Morgan’s law to the definition. For
a set A C X we define the complement as 4 = X \ A.

Lemma 4. A set system (X,B'), where B' = {Bj},...,BL}, for which for all
ACH{L,...,n} and all A C{1,...,n} where |A| =t and |A] =t —1 we have

| Nica Bi| < |Niea Bj (2)
induces an (|X|,n,t)-SCFF (X, B) by taking B; = B';.

Proof. Suppose that the conditions in the lemma are satisfied. Now take the
complement of the left and right hand side of (2) and apply De Morgan’s law.
It is then easy to see that we obtain (1) in which B; = B’;. The lemma then
follows immediately.

We are now discussing SCFF with £ = v. This will imply that we can construct
a t-out-of-n secret sharing scheme from a v-out-of-v scheme.

Theorem 8. Constructing a (t,n)-threshold scheme from a (v,v) scheme using
an (v,n,t)-SCFF is equivalent to the following conditions on B;:
For any A and any AC{1,...,n} with |A| =t and |A| =t - 1:

ﬂ B, =0 and ﬂ B, #10
i€ ied

where B = X \ B.

Proof. Tt is easy to see that the addressed problem of constructing a (¢, n) scheme

from a (v,v) scheme is equivalent to requiring that for any A and any A C
{1,...,n} with [A|=t and |A| =t - 1:

UBi=x and U B:i # x. (3)
i€EA i€A

The rest follows from Lemma 4.

It is now obvious that an arc can be used to design such SCFFs. This gives the
following corollary.



Corollary 5. For each prime power q, there exists an (¢> +q+1,q+1,3)-SCFF
that allows to construct a (3,q+ 1)-threshold scheme from a (¢> +q+1,¢*> +q+1)
scheme.

Proof. From the definition of an arc we have that any 2 lines of the arc always
intersect in one point, but the intersection of any 3 lines of the arc is empty. The
rest follows from Theorem 8 and the well known [15] property that a projective
plane allows an (¢ + ¢+ 1,q + 1) block system as an arc.

We now use Lemma 4 to obtain other SCFFs.

Theorem 9. Any u — (n,r,1)-design gives us a ((Z)/(;),n,p)—SCFF.

Proof. Let us take an p—(n,r,1) design (X', B') (see Section 4.1 for a definition).
As is well known, this implies we have exactly (Z) / (;) blocks. A block system
where | X'| = n and |B'| = a corresponds with an a x n incidence matrix M over
GF(2). So, the transpose of M induces a block system where (X, B) = (B', X').
Now let a = (},)/(})-
The definition of the design implies that every u-subset of X' occurs in ezactly
one block in B'. So, an u — 1 subset must occur in more than one block in B'.
Using the transpose idea and realizing that the columns of M now correspond
to blocks in the new (X, B) = (B', X') block system this implies that in the new
(X,B) = (B, X') block system we have that the intersection of u blocks in the
new (X, B) is 1, and the intersection of p — 1 blocks in the new (X, B) is strictly

larger than 1. Using Lemma 4 the theorem follows.

Corollary 6. This easily extends to p — (n,r, \)-designs.

5 Bounds

As noted earlier the efficiency of our new construction relies on the parameters
strong cover free family involved in the construction. In this section we will
derive some bounds on various parameters of SCFFs.

The following theorem completely characterizes the SCFF when ¢ = 2.

Theorem 10. There ezists a (v,n,2) — SCFF if and only if n < (ng).

Proof. Assume that (X,B) is a (v,n,2) — SCFF, then it is easy to see that
there do not exist two distinct blocks B;, B; such that B; C B;, i.e., (X,B) is a
Sperner Family [6]. It is well-known that there exists a Sperner family consisting
of n subsets of a v-set only if n < (Lg J) (see [6]). Conversely, we can take all

| 3 ]-subsets of a v-set, it is easy to see that it results in a (v,n,2)-SCFF with
n= (LZ J), proving the desired result.
2

Next, we derive a lower bound on v for given n and ¢.

Theorem 11. In any (v,n,t) — SCFF, we have v > (t — 1) log ;7



Proof. Assume that (X,B) is a (v,n,t) — SCFF. Let F = {U;eaB; : A C
{1,...,n} | with |A] =t —1,B; € B}. We observe that for any 4 # A" C
{1,...,n} with |A| = |A'| = t—1, we have U;c 4 B; # Ujca Bj. Indeed, otherwise
assume that there are A and A’ with |A] = |A'| = ¢t — 1 such that U;eaB; =
Ujea Bj. Since A # A', we may assume that there is an element ¢ € A’ but
£ ¢ A. Tt follows UieAU{Z}Bi = Ujear B; and hence | UieAu{e} B;| = | Usear Bil,
which contradicts with the assumption that (X, B) is a (v,n,t) — SCFF since
|AU{€}| =t and |A'| =t — 1. So we have |F| = (,",). Similarly, it is easy
to see that F is a Sperner family [6], that is, for any F # F' € F, we always
have F 2 F'. Tt follows (see [6]) that |F| < (qu—)J)' Since (,",) > (%) and

1
(LgJ) < 2Y, we obtain (27)""! <27, and so v > (¢t — 1)log 2.

The above theorem can be restated as n < (¢t — 1)2ﬁ, which gives an upper
bound on n for given v and t. We now see that a strong cover-free family is a
special case of a cover-free family [12].

Theorem 12. A (v,n,t)-SCFF is a (v,n,t)-cover free family.

Proof. Assume that (X, B) is a (v,n,t)-SCFF. Let A be a subset of {1,...,n}
such that |[A| = ¢ — 1, and let i+ ¢ A. Then we have |[A U {i}| = ¢, and so
| Ujeaugiy Bjl > | Ujea Bjl|. Tt follows that B;  UjeaBj, that is, the union of
any t — 1 blocks in B can not cover any remaining one in B. Such a set system
is called (v,n,t)-cover free family [12].

Corollary 7. Let (X,B) be a (v,n,t)—SCFF such that |B;| = r for all B; € B.
Thenn < (2)/(7—)), where m = [r/t — 1].

m—1

Proof. Using Theorem 12 and by Proposition 2.1 of [12], the result follows im-
mediately.

We can show that in any SCFF (X, B) where | X| < |B|, the parameter ¢ can not
be too large relative to n.

Corollary 8. In a (v,n,t) — SCFF, where v < n, we have t < v/2n.

Proof. Indeed, assume that (X, B) is a (v,n,t) — SCFF. From Theorem 12 we
know that (X, B) is a (v,n,t — 1)-cover-free family. By Proposition 3.4 of [12],
we have n > (tjgl) > t2/2, and the desired result follows.

In [22], it has been shown that for (n,m,t)-CFF with ¢t > 2, m > c% log n for
some constant ¢ which is approximately 1/2. On the other hand, Erdos et al [12]
showed that for any n > 0, there exists an (n,m,t)-CFF with m = O(t?logn)
and |B;| = O(tlogn). This result is, however, non-constructive. Although Kumar
et al [16] gave a probabilistic construction of CFF that meets the bound, explicit
constructions that can achieve or get close to Erdos et al bounds are still of
interest.

We are now discussing SCFF with £ = v. This will imply that we can construct

a t-out-of-n secret sharing scheme from a v-out-of-v scheme.



Theorem 13. Constructing a (t,n) scheme from a (v,v) scheme using a (v,n,t)-
SCFF is only possible if v > (tfl).

Proof. Let P ={Py,...,P,} be the n participants in the considered (¢,n) secret
sharing scheme, I3 1 = {A | A C P,|A| =t — 1}. Let (X, B) be the (v,n,t)-
SCFF, where P; is assigned a block B; € B. We define a function that associates
to a set A in I;_1 a subset of X that are not the union of the blocks allocated
to A, we then prove that any different elements in I';_; are mapped to disjoint
subset of X. The result then follows directly.

The above claimed function is defined as

g: I 1— 2X,
such that for any A € Iy, where A ={P;,,...,P;,_,} then

9(4) = X \U/Z1B;,.
For any Ay, Ay € Iy_1, if g(A1) Ng(A42) # 0, then there is an element z; € X
which is in both g(A4;) and g(A2). So z; can not be covered by the union of
blocks allocated the participants in A; and Ay. This contradicts the assumption
that the union of ¢ blocks cover X since |4; U Aa| > ¢.

We give a construction to show that the bound in Theorem 13 is tight when
t>1.Let I3y = {A]| ACP,JA =t—1}. Let X be a (,",)-set indexed
by the elements in I;_;, that is X = {X4 | A € I}_1}. Foreach 1 < i < n,
we define B; = {Xp | P, ¢ B,B € Iy _1}. Let B = {By,...,B,}. Then it is
straightforward to verify that (X,B) is a ((,”,),n,t)-SCFF, and the claim for
the tight bound follows. Note that the case t = 2 was already proposed in [7] to
obtain a homomorphic secret sharing scheme.

6 Evaluation and conclusions

In the following we translate some of the results in the previous section into con-
structions of mechanical threshold schemes from old ones. We compute possible
values of £ which are not necessarily maximal or minimal (see the discussion
in 4). Here some possible parameters:

1. For any integer v = 1,4 mod 12, an (£,v) scheme results in a (3, ”(gl))
scheme (Corollary 1). The value £ = 9 is possible for these schemes;

2. For any prime power ¢ and any integer u < q, a (£,q> + q) scheme results
in (t,¢") scheme provided (}) < Z;_i (Corollary 2). For these, (at least) the
following values of £ are possible: (t—1)%(g+1)+1 < £ < tx(g+1)— (£)*(u—1).

3. For any prime power q and integer i > 1, a (£, ¢*™!) scheme results in a
(t, q2i) scheme provided t < 4/ 27‘1 + 1 (Corollary 4). For these, (at least) the

following values of £ are possible: (t —1)x¢' + 1 <€ <txq' — () xi g .




4. For any prime power ¢ and even m, a (£,¢™) scheme results in a (¢, qcmqm/2)

scheme provided q > 2(;), where ¢ is some fixed constant (Theorem 6). For
these, (at least) the following values of £ are possible: (t —1)x¢g™ +1 < £ <

t % qm _ (;) % (qm—l + qm/2—1 /_qm)‘

For example using ¢ = 4, p = 2 and the parameters in 2 we can construct a
(2,16) scheme from a (¢,20) scheme where 6 < ¢ < 9. Using the same value of ¢
and i = 1 together with the result in 3 we obtain a (3, 16) scheme from a (9, 16)
and also a (2,16) scheme from a (¢,16) where 5 < £ < 7.

We point out that constructing new threshold schemes from old ones using SCFF
may have other applications such as constructing multiplicative secret sharing
schemes which are of high importance in threshold cryptography. It is easy to
show that if the old scheme is multiplicative then the new scheme based on SCFF
is also multiplicative, and its asymptotic efficiency (share expansion) matches the
best known results in [5]. However it is not clear if the SCFF construction can
outperform the recursive construction in [5] in other aspects. Comparing the
two approaches in constructing multiplicative secret sharing schemes deserves a
more careful treatment.
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