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Abstra
t Tra
ing is an important me
hanism to prevent 
rimes in anony-

mous payment systems. However, it is also a threat to the 
ustomer's

priva
y as long as its appli
ation 
annot be 
ontrolled. Relying solely

on trusted third parties for tra
ing is inadequate, as there are no strong

guarantees that deanonymizations are only applied legally.

A re
ent tra
ing 
on
ept is auditable tra
ing, where the 
ustomer has

the power to 
ontrol the deanonymization. With auditable tra
ing no

trust is required, while it o�ers 
omparable tra
ing me
hanisms.

We present the �rst o�-line payment system with auditable tra
ing.

Our payment system supports 
oin and owner tra
ing as well as self

deanonymization in the 
ase of bla
kmailing.

1 Introdu
tion

Anonymous ele
troni
 payment systems based on blind signatures [Cha83℄ have

been suggested to prote
t the priva
y of 
ustomers. However, von Solms and Na
-


a
he [vSN92℄ have shown that anonymity may be misused for untra
eable bla
k-

mailing of 
ustomers, whi
h they 
alled �perfe
t 
rime�. Furthermore, anonymity

may prevent investigations of money laundering and illegal pur
hases. Due to

these anonymity related problems payment systems with revo
able anonymity

have been requested by governments and banks, and thus tra
ing methods have

been invented, where the withdrawal and the deposit of 
oins 
an be linked by

two 
omplementary tra
ing me
hanisms [SPC95℄:

Coin tra
ing: The withdrawn 
oins of a suspi
ious or bla
kmailed 
ustomer

are deanonymized so that the bank will re
ognize these 
oins at deposit.

Owner tra
ing: The 
oins deposited by a suspi
ious mer
hant are deanonym-

ized so that the identity of their withdrawer is revealed.

Payment systems with trusted third parties (e.g. [CMS96,JY96,FTY96,DFTY97℄)


an provide both tra
ing me
hanisms very e�e
tively, but also have several short-


omings: The introdu
tion of a trusted third party 
auses additional 
osts, whi
h
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neither the bank nor the 
ustomer is willing to pay for. But even worse, the

a
hieved level of anonymity is un
ertain, as any misuse of tra
ing by the trusted

third party 
annot be dete
ted. Demanding a quorum of trusted third parties to


ooperate for tra
ing only guarantees in
reasing 
osts, while 
onspiring trusted

third parties may still be able to undete
tably tra
e without permission.

Re
ent approa
hes for payment systems abandon the idea of trusted third

party tra
ing [STS99,PS01,KV01a℄, but they only prote
t against bla
kmailing

and la
k support for 
oin and owner tra
ing. It was shown in [KV01b,KV01
℄

that 
oin and owner tra
ing also 
an be implemented without any trusted third

party by introdu
ing an audit 
on
ept. However, these payment systems require

the bank to be on-line at payment.

In this paper we show that 
oin and owner tra
ing 
an also be implemented

o�-line without any trusted third party. Our payment system is based on [CMS96,

CMS97℄, but repla
es their trustee based tra
ing me
hanism with the 
on
ept of

auditable tra
ing : At a 
ertain point of time 
ustomers 
an dete
t whether their

spent 
oins have been tra
ed or not and whether this tra
ing was performed with

the permission of a judge or the 
ustomer himself. As every appli
ation of illegal

tra
ing (i.e. tra
ing without permission) 
an be prose
uted, only legal tra
ing

will be applied in pra
ti
e. Thus, auditable tra
ing provides better prote
tion of

the 
ustomer's priva
y than un
ontrolled trusted third party based tra
ing.

Additionally, we support the self deanonymization me
hanism of [PS01℄,

whi
h enables a bla
kmailed 
ustomer to always tra
e his bla
kmailed 
oins.

The remainder is stru
tured as follows: In the next se
tion we explain our

idea for o�-line auditable tra
ing. Se
tion 3 presents the building blo
ks of our

payment system, whi
h is implemented in Se
tion 4. The tra
ing me
hanisms and

the audit me
hanism are des
ribed in Se
tion 5. The general trade-o� between

tra
ing me
hanisms and priva
y is dis
ussed in Se
tion 6.

2 O�-line Auditable Tra
ing

In payment systems with passive trustees (e.g. [CMS96,DFTY97℄) a single publi


tra
ing key exists, for whi
h only the trustee knows the 
orresponding private

tra
ing key. At withdrawal the 
ustomer is for
ed to use the publi
 tra
ing key to

en
rypt some information identifying this withdrawal. This information 
an only

be de
rypted by the trustee, whi
h enables to link the payment and withdrawal

view of this 
oin. Thus, 
oin and owner tra
ing 
an be performed.

Our payment system is not based on trusted third party tra
ing, but also

uses tra
ing keys for en
rypting identifying information. In 
ontrast to payment

systems with passive trustees a di�erent publi
 tra
ing key for ea
h 
ustomer

and mer
hant is issued by the bank. All tra
ing keys have a limited validity

period and must be ex
hanged regularly against new keys. The appli
ation of

tra
ing is restri
ted as follows:

� Coin tra
ing is possible, if the bank knows the private tra
ing key for the


ustomer, who withdraws the 
oin.



� Owner tra
ing is possible, if the bank knows the private tra
ing key for the

mer
hant, who deposits the 
oin.

Whether or not the bank knows a private tra
ing key depends on the key gen-

eration parameter for this tra
ing key. The bank reveals the key generation

parameter, after a tra
ing key has expired. This enables the 
ustomer or the

mer
hant to 
he
k and even prove whether they have been tra
ed or not.

2.1 Legal Appli
ation of Tra
ing

When the bank 
reates a tra
ing key, it issues a user 
erti�
ate 
ontaining an

identi�er for the user, the publi
 tra
ing key, the a
tivation date, the expiration

date, the audit date, a transa
tion limit, and a symmetri
 en
ryption of the key

generation parameter. We distinguish two types of user 
erti�
ates:

� The 
ustomer 
erti�
ate 
an only be used to withdraw 
oins until it be
omes

invalid.

� The mer
hant 
erti�
ate 
an only be used to deposit 
oins until it be
omes

invalid.

Both types of user 
erti�
ates (and thus the tra
ing keys) are valid from the

a
tivation date until the expiration date or until the transa
tion limit has been

rea
hed. The transa
tion limit additionally restri
ts the usage of a 
erti�
ate

e.g. to the maximum amount of money that 
an be withdrawn/deposited or to

the maximum number of withdrawals/deposits.

When the audit date is rea
hed, the 
ustomer or mer
hant 
an ask the bank

for the symmetri
 key that was used to en
rypt the key generation parameters

in the 
erti�
ate. Then the user knows whether the bank was able to tra
e or

not.

To determine whether a dete
ted tra
ing was legal or illegal, the user 
an

request a tra
ing 
erti�
ate from the bank. This tra
ing 
erti�
ate has to be

issued by a judge, who has permitted tra
ing this user. The tra
ing 
erti�
ate

is simply the user 
erti�
ate signed by the judge.

2.2 Audit of Tra
ing Keys

Due to se
urity and e�
ien
y 
oin generations are ne
essary [S
h97℄ and every


oin has only a limited life time. The bank issues 
oins during a generate phase

and a

epts them for deposit during an a

ept phase. After the bank stops issuing


oins of a generation, it immediately starts issuing 
oins of the next generation.

The user 
erti�
ates are related to 
oin generations as follows:

� Customer 
erti�
ates: The a
tivation and expiration dates of a 
ustomer


erti�
ate must be during the generate phase of the same 
oin generation.

The audit date of the 
ustomer 
erti�
ate is always a 
ertain time period 


after the end of the a

ept phase of this 
oin generation. As the 
oins are no

longer valid for payments, it is possible to reveal at the audit date, whether


oin tra
ing has been applied to these 
oins or not.



� Mer
hant 
erti�
ates: The a
tivation and expiration dates of a mer
hant


erti�
ate must be during the a

ept phase of the same 
oin generation.

The audit date of the mer
hant 
erti�
ate is always a 
ertain time period

� after the expiration date of the mer
hant's 
erti�
ate. As this mer
hant


erti�
ate is no longer valid for deposits, it is possible to reveal at the audit

date, whether owner tra
ing has been applied to these 
oins or not.

The relation of user 
erti�
ates to 
oin generations is shown in Figure 1. Coin

tra
ing is guaranteed to be undete
table for at least the time period
, and owner

tra
ing is at least undete
table for the time period �. The time periods 
 and

� 
an be used for investigations of suspe
ted 
riminal a
tivities. The length of


 and � 
an even be 
hosen di�erently for di�erent users, e.g. a previously


onvi
ted person may have later audit dates.

customer cert 1
customer cert 2

Example:

merchant cert 1
merchant cert 2

withdraw coins using
a customer certificate

coin
generation

start issuing and
coins

time

stop accepting
coins

start auditing
customer certificates

accept phase

accepting coins

valid expired
valid expired

auditΩ
auditΩ

stop issuing

detect coin tracing

spend and deposit coins using
a merchant certificate

detect owner tracing

generate phase

valid
valid

∆
∆ audit

audit

Figure 1. The relation between tra
ing keys and a 
oin generation.

2.3 Tra
ing Bla
kmailers

The tra
ing me
hanism des
ribed so far has the property that if a 
ustomer is

tra
ed, the bank alone exe
utes the 
oin tra
ing at withdrawal. If the 
ustomer

is not tra
ed, nobody 
an exe
ute 
oin tra
ing later. However, if the 
ustomer

is bla
kmailed, 
oin tra
ing will be desired by the 
ustomer. Thus, he has to

instru
t the bank to apply 
oin tra
ing at withdrawal. The 
ustomer may use



a distress me
hanism to inform the bank about the bla
kmailing, as des
ribed

in [KV01a℄. The bank will now 
reate a publi
 tra
ing key for whi
h it knows

the 
orresponding private key. As a bla
kmailer will demand a huge amount of

money, the amount limit of the 
urrent 
ustomer 
erti�
ate will be rea
hed, and

the bank 
an apply the new tra
ing key for 
oin tra
ing. Thus it is guaranteed

that the bank 
an tra
e the majority of the bla
kmailed 
oins with the new

tra
ing key. These 
oins 
an be invalidated by bla
klisting and even refunded to

the 
ustomer, if the bla
kmailer has not spent them yet.

While this is a solution to the bla
kmailing problem, it depends on the 
us-

tomer to inform the bank about the bla
kmailing before the 
oins are withdrawn.

If the 
ustomer did not dare to notify the bank, all the 
oins withdrawn by the

bla
kmailer will usually be untra
eable. A simple prote
tion against this is a

poli
y issued and signed by the 
ustomer in advan
e. This 
ustomer poli
y is

used to identify suspi
ious transa
tions and instru
ts the bank to tra
e those


oins. An example for su
h a 
ustomer poli
y is the withdrawal of more than

$500 per day, whi
h will trigger tra
ing with the next tra
ing key.

Another approa
h is a self deanonymization me
hanism proposed by P�tz-

mann and Sadeghi [PS01℄. There only the 
ustomer is able to tra
e his own 
oins

in the 
ase of bla
kmailing. We adopt this idea in a way that it does not restri
t

the tra
ing 
apabilities of the bank. Our approa
h has the following properties:

If the bank has performed 
oin tra
ing at withdrawal, it 
an tra
e alone. Oth-

erwise, tra
ing is possible only if the 
ustomer assists the bank. This kind of

tra
ing is available to the 
ustomer at any time so that deanonymization and

bla
klisting of 
oins are possible afterwards.

However, if the 
ustomer fears that he may be for
ed to deanonymize himself

with this tra
ing method (e.g. due to laws that demand to reveal de
ryption

keys like the British Regulation of Investigatory Powers A
t), he 
an provably

renoun
e the ability to tra
e himself.

The three me
hanisms des
ribed above provide a very good 
hoi
e for the


ustomer to prote
t himself against bla
kmailing. Depending on his preferen
es

he 
an 
hoose one or more of these me
hanisms when he opens his bank a

ount.

However, the bla
kmailer must not be able to alter the 
hosen me
hanisms. To


hange the 
ustomer's preferen
es for those me
hanisms e.g. the 
ustomer himself

has to appear at the bank or alternatively the 
hange should take e�e
t after a


ertain time period.

Note that we omit bank robberies [JY96℄ as generi
 
ountermeasures have

been proposed against this atta
k [KV01b℄, whi
h 
an also be applied to this

payment system.

3 Building Blo
ks

All 
omputations are done in a 
y
li
 group G of prime order q, where q is 
hosen

so that the dis
rete logarithm problem is infeasible. For every 
oin generation the

bank 
omputes new parameters for the payment system. The three generators g,

g

1

, and g

2

are 
reated by a pseudo-random fun
tion, whi
h ensures that nobody



knows the dis
rete logarithm between any of these generators. The bank 
hooses

a private signature key x 2

R

Z

q

and 
omputes the publi
 keys y = g

x

, y

1

= g

x

1

,

and y

2

= g

x

2

. Then G, g, g

1

, g

2

, y, y

1

, and y

2

are published.

3.1 Mer
hant Tra
ing Keys

To implement owner tra
ing every mer
hant is assigned a publi
 tra
ing key y

M

.

The mer
hant re
eives this key from the bank, who also provides the mer
hant


erti�
ate for this key. The 
orresponding private tra
ing key is the dis
rete

logarithm of y

M

to the base g

1

.

The bank 
hooses a se
ret value x

M

2

R

Z

�

q

to 
ompute the publi
 tra
ing

key y

M

. If the mer
hant is tra
ed, the bank 
omputes y

M

= g

x

M

1

so that x

M

is

the private tra
ing key. If no owner tra
ing is wanted, y

M

is 
omputed as g

x

M

.

This guarantees that the bank does not know the dis
rete logarithm of y

M

to

the base g

1

.

The mer
hant does not know whether y

M

was 
omputed as g

x

M

1

or g

x

M

.

Thus, he 
annot determine whether he is tra
ed or not. The bank en
rypts x

M

in the mer
hant 
erti�
ate and will reveal the symmetri
 en
ryption key only

after the audit date.

3.2 Customer Tra
ing Keys

When the 
ustomer opens his bank a

ount, he has to register a publi
 key g

C

. If

he wants to use the self deanonymization me
hanism, he must know the dis
rete

logarithm of g

C

to the base g

2

. Otherwise self deanonymization is impossible.

The 
ustomer 
hooses a se
ret value x

s

2

R

Z

�

q

and either 
omputes g

C

= g

x

s

2

to enable self deanonymization or g

C

= g

x

s

, whi
h later enables the proof that

he does not know the dis
rete logarithm of g

C

to the base g

2

.

To implement 
oin tra
ing the bank assigns the 
ustomer a publi
 tra
ing

key y

C

. The 
ustomer re
eives this key from the bank, who also provides the


ustomer 
erti�
ate for this key. The 
orresponding private tra
ing key is the

dis
rete logarithm of y

C

to the base g

2

.

The bank 
hooses a se
ret value x

C

2

R

Z

�

q

to 
ompute the publi
 tra
ing key

y

C

. If the 
ustomer is tra
ed, the bank 
omputes y

C

= g

x

C

2

so that x

C

is the

private tra
ing key. If no 
oin tra
ing is wanted, y

C

is 
omputed as g

x

C

C

. This

guarantees that the bank does not know the dis
rete logarithm of y

C

to the base

g

2

. However, if the 
ustomer has 
hosen g

C

= g

x

s

2

, the bank and the 
ustomer

together know the dis
rete logarithm and 
an apply 
oin tra
ing.

The bank en
rypts x

C

in the 
ustomer 
erti�
ate using symmetri
 en
ryp-

tion. Only when the symmetri
 key and thus x

C

is revealed after the audit date,

the 
ustomer 
an determine how y

C

was 
reated and whether his 
oins are tra
ed

or not. If the bank en
rypts junk instead of x

C

, this will be revealed at the audit

date. As the 
ustomer 
erti�
ate 
ontains all ne
essary information, this fraud


an be proven by the 
ustomer.



3.3 Proving Corre
t Usage of the Tra
ing Keys

The tra
ing keys are used to en
rypt identifying information during withdrawal

and payment. To prove the 
orre
tness of these en
ryptions we use the Chaum-

Pedersen proto
ol [CP92℄, whi
h is an extension of the S
hnorr signature s
heme

[S
h91℄ and proves the equality of dis
rete logarithms. As the proof is 
omputed

non-intera
tively, we require a hash fun
tion H : f0; 1g

�

! Z

q

.

The proof of equality of dis
rete logarithms log

a

1

b

1

and log

a

2

b

2

is 
alled

PEQDL(a

1

; b

1

; a

2

; b

2

) = (
; s). This proof 
an only be given, if the prover knows

the dis
rete logarithm x = log

a

1

b

1

= log

a

2

b

2

. The prover 
hooses a se
ret r 2

R

Z

q

and 
omputes:


 = H(a

1

; b

1

; a

2

; b

2

; a

r

1

; a

r

2

)

s = r � 
x mod q

Then the veri�er has to 
he
k, whether 
 is equal H(a

1

; b

1

; a

2

; b

2

; a

s

1

b




1

; a

s

2

b




2

). It

is also possible to 
ompute a PEQDL(m; a

1

; b

1

; a

2

; b

2

) dependant on a message

m, if the hash value is 
omputed as H(m; a

1

; b

1

; a

2

; b

2

; a

r

1

; a

r

2

).

4 Implementation of the Payment System

In this se
tion we des
ribe the implementation of the our payment system and

present the proto
ols for withdrawal, payment, and deposit. Our implementation

is based on the o�-line payment system of [CMS96,CMS97℄.

4.1 Withdrawal

For every 
oin the 
ustomer 
hooses a se
ret value � 2

R

Z

�

q

that is used to


ompute (h

p

; z

p

) = (g

1

g

�

2

; y

1

y

�

2

). This value � has to be es
rowed at the bank

as d = y

�

C

using the 
ustomer tra
ing key y

C

. Then the 
ustomer re
eives a

blindly issued proof PEQDL(g; y; h

p

; z

p

) from the bank that the pair (h

p

; z

p

)

has the same dis
rete logarithm as (g; y). The following withdrawal proto
ol is

also shown in Figure 2.

1. The 
ustomer transforms the pair (h

p

; z

p

) from the payment view to the

withdrawal view (h

w

; z

w

) = (h

�

�1

p

; z

�

�1

p

).

2. The 
ustomer proves that the pair ((h

w

=g

2

); g

1

) has the same dis
rete loga-

rithm as (y

C

; d). Therefore he sends the bank the proof U = PEQDL((h

w

=g

2

);

g

1

; y

C

; d), h

w

, and d. The bank veri�es the proof U and only pro
eeds, if this

veri�
ation su

eeds.

3. The bank and the 
ustomer intera
t in a proto
ol that blindly issues the proof

that (h

w

; z

w

) from the bank's view respe
tively (h

p

; z

p

) from the 
ustomer's

view has the same dis
rete logarithm as (g; y).

� The bank randomly sele
ts a se
ret r

0

2

R

Z

q

and 
omputes two 
ommit-

ments t

0

g

= g

r

0

and t

0

h

= h

r

0

w

, whi
h are sent to the 
ustomer.



� The 
ustomer 
hooses blinding fa
tors � and 
 and blinds the 
ommit-

ments to t

g

= t

0

g

g

�

y




and t

h

= t

0

�

h

h

�

p

z




p

. Then the 
ustomer 
omputes

the 
hallenge 
 = H(a; g; y; h

p

; z

p

; t

g

; t

h

), where a random r 2

R

Z

q

is

used to 
reate the 
oin number a = g

r

2

. The 
hallenge is blinded to




0

= 
� 
 mod q and sent to the bank.

� The bank signs this 
hallenge by 
omputing s

0

= r

0

� 


0

x mod q and

returns this value to the 
ustomer.

� The 
ustomer unblinds the response to s = s

0

+ � mod q so that (
; s) is

a valid PEQDL(a; g; y; h

p

; z

p

).

At the end of this withdrawal the 
ustomer stores r, a, �, h

p

, z

p

, 
, and s, while

the bank only needs to memorize h

w

and d.

s

0

= r

0

� 


0

x mod q

verify proof U


hoose r

0

2

R

Z

q

t

0

g

= g

r

0

t

0

h

= h

r

0

w




0

s

0

Bank

d = y

�

C

t

g

= t

0

g

g

�

y




a = g

r

2


hoose r 2

R

Z

q




0

= 
� 
 mod q


 = H(a; g; y; h

p

; z

p

; t

g

; t

h

)


he
k (
; s)

?

= PEQDL(a; g; y; h

p

; z

p

)


hoose � 2

R

Z

�

q

(h

p

; z

p

) = (g

1

g

�

2

; y

1

y

�

2

)

(h

w

; z

w

) = (h

�

�1

p

; z

�

�1

p

)

s = s

0

+ � mod q

t

h

= t

0

�

h

h

�

p

z




p


hoose �; 
 2

R

Z

q

h

w

; d; U

t

0

g

; t

0

h

U = PEQDL((h

w

=g

2

); g

1

; y

C

; d)

x 2

R

Z

q

is the blind signature key of the bank

Let G be a group of prime order q with the generators g; g

1

; g

2

y

C

is the publi
 tra
ing key for this 
ustomer

y = g

x

; y

1

= g

x

1

; y

2

= g

x

2

are the publi
 keys of the bank

Customer

Figure 2. Withdrawal of a 
oin.



4.2 Payment

At payment the mer
hant sends the 
ustomer a unique value m = (ID

mer
hant

;


ounter) and his publi
 tra
ing key y

M

together with the 
orresponding mer-


hant 
erti�
ate of the bank. The 
ustomer 
he
ks this mer
hant 
erti�
ate and

pro
eeds, if it is valid and has not expired.

For every 
oin the following steps are exe
uted (see also Figure 3):

1. The 
ustomer sends a, h

p

, z

p

, 
, and s to the mer
hant, who veri�es that

(
; s) is a valid PEQDL(a; g; y; h

p

; z

p

).

2. To enable owner tra
ing the 
ustomer has to 
ompute the value d

0

= y

�

�1

M

.

Then he proves that this value uses the same � as the values h

p

from the

PEQDL of step 1: He 
omputes 


p

= H(m; d

0

; y

M

; g

2

; (h

p

=g

1

); d

0

r

; a) and

s

p

= r� 


p

� mod q whi
h are a valid PEQDL(m; d

0

; y

M

; g

2

; (h

p

=g

1

)). Then

d

0

, 


p

, and s

p

are sent to the mer
hant.

3. The mer
hant 
he
ks the validity of this PEQDL(m; d

0

; y

M

; g

2

; (h

p

=g

1

)) and

additionally veri�es that the same a = g

r

2

as 
ommitted in the 
oin's 
 was

used to 
ompute 


p

. This for
es the 
ustomer to use the �xed 
ommitment

a so that spending a 
oin twi
e will reveal � (see se
tion 5.1).

Finally, the mer
hant stores a, h

p

, z

p

, 
, s, m, 


p

, s

p

, and d

0

.

(


p

; s

p

)

?

= PEQDL(m; d

0

; y

M

; g

2

; (h

p

=g

1

))

a; h

p

; z

p

; 
; s

d

0

; 


p

; s

p

(
; s)

?

= PEQDL(a; g; y; h

p

; z

p

)

d

0

= y

�

�1

M




p

= H(m; d

0

; y

M

; g

2

; (h

p

=g

1

); d

0

r

; a)

s

p

= r � 


p

� mod q

Mer
hant

m = (ID

mer
hant

; 
ounter) is a unique transa
tion identi�er

y

M

is the publi
 tra
ing key for the mer
hant

Customer

a

?

= g

s

p

2

(h

p

=g

1

)




p

Figure 3. O�-line payment with a 
oin.

4.3 Deposit

The mer
hant forwards all stored values to the bank, who does the same veri�-


ations as the mer
hant during the payment. Note, that the bank has to 
he
k

everything, even if the mer
hant is not tra
ed and re
overing the withdrawal view



for this 
oin is not possible. Furthermore, the bank has to ensure that the used

y

M

belongs to the depositing mer
hant and that the 
orresponding mer
hant


erti�
ate is still valid.

5 Tra
ing and Audit

We des
ribe all tra
ing methods provided by our payment system and show how


oin and owner tra
ing 
an be audited.

5.1 Tra
ing Double-spenders

At payment the 
ustomer has to 
ompute (


p

; s

p

) = PEQDL(m; d

0

; y

M

; g

2

; (h

p

=g

1

)),

where he is for
ed to always use a = g

r

2

as the 
ommitment. If he does this twi
e,

the bank re
eives

s

p

= r � 


p

� mod q

s

0

p

= r � 


0

p

� mod q

from the double-spender. As s

p

, s

0

p

, 


p

, and 


0

p

are known, the bank simply 
om-

putes � = (s

p

�s

0

p

)=(


0

p

�


p

) mod q. Now the bank looks up, who has withdrawn

the 
oin with h

w

= g

�

�1

1

g

2

, and a

uses this person of double-spending. The

bank 
annot falsely 
laim that somebody is a double-spender, as it 
an only


ompute � after a double-spending.

5.2 Coin and Owner Tra
ing

Coin tra
ing is only possible at withdrawal, while owner tra
ing 
an only be

performed at payment.

� Coin Tra
ing: In the 
ase of 
oin tra
ing the 
ustomer is tra
ed. The bank

knows the private tra
ing key x

C

, whi
h is the dis
rete logarithm of y

C

= g

x

C

2

to the base g

2

. Thus it 
an �de
rypt� d = y

�

C

by 
omputing g

1

d

x

�1

C

= g

1

g

�

2

=

h

p

. This value reveals the payment view of the 
oin so that the 
oin is

re
ognized at deposit.

� Owner Tra
ing: In the 
ase of owner tra
ing the mer
hant is tra
ed. The

bank knows the private tra
ing key x

M

, whi
h is the dis
rete logarithm of

y

M

= g

x

M

1

to the base g

1

. Thus it 
an �de
rypt� d

0

= y

�

�1

M

by 
omputing

d

0

x

�1

M

g

2

= g

�

�1

1

g

2

= h

w

. This value reveals the withdrawal view of the 
oin

so that the identity of the withdrawer 
an be looked up.



5.3 Self Deanonymization

Self deanonymization is a spe
ial form of 
oin tra
ing. It 
an only be applied, if

the 
ustomer knows x

s

, the dis
rete logarithm of g

C

= g

x

s

2

to the base g

2

.

1. The 
ustomer requests the value d = y

�

C

from the bank, whi
h belongs to

one of his withdrawn 
oins that has to be deanonymized.

2. He removes his se
ret exponent by 
omputing d

x

�1

s

and returns this value

to the bank. To prevent the 
ustomer from 
heating, he must prove the


orre
tness of his 
omputation by providing the PEQDL(d

x

�1

s

; d; g

2

; g

C

).

3. If the 
ustomer sends the 
orre
t value, the bank 
omputes h

p

:

� If the 
ustomer has not been tra
ed, then y

C

= g

x

C

C

and the bank 
om-

putes g

1

(d

x

�1

s

)

x

�1

C

= g

1

g

�

2

= h

p

.

� If the 
ustomer has been tra
ed, then y

C

= g

x

C

2

and the bank 
omputes

g

1

d

x

�1

C

= g

1

g

�

2

= h

p

.

If the 
oin has not been deposited, the bank 
an bla
klist the 
oin with this

value h

p

. Otherwise, the bank 
an look up whi
h mer
hant deposited the


oin.

5.4 Audit

For every audit date the bank publishes a single symmetri
 key that has been

used to en
rypt the key generation parameters x

C

and x

M

in the 
ustomer and

mer
hant 
erti�
ates. Now every 
ustomer and mer
hant with a user 
erti�
ate

of this audit date 
an dete
t, whether his 
erti�
ate was issued for tra
ing. The

published symmetri
 key enables to de
rypt the key generation parameters x

C

and x

M

so that tra
ing 
an be audited as follows:

� Coin tra
ing is dete
ted by the 
ustomer, if y

C

is not equal to g

x

C

C

.

� Owner tra
ing is dete
ted by the 
ustomer or mer
hant, if y

M

is not equal

to g

x

M

.

If tra
ing has been dete
ted, the 
ustomer or mer
hant 
an request a tra
ing


erti�
ate from the bank. If the bank 
annot provide a tra
ing 
erti�
ate, the

user 
erti�
ate 
an be given to a judge. This user 
erti�
ate has been signed

by the bank and 
ontains all ne
essary information to prove the appli
ation of

tra
ing. The judge 
he
ks whether tra
ing indeed has been applied and whether

this tra
ing was legal. The judge denoun
es any dete
ted illegal tra
ing.

6 Tra
ing Capabilities and Priva
y

In this se
tion we don't 
onsider payment systems without deanonymization, be-


ause they allow misuse of anonymity. For deanonymization two kinds of tra
ing

me
hanisms exist:



Self deanonymization: The deanonymization pro
ess is under the 
ontrol of

the withdrawer. Thus, tra
ing 
an only be used against bla
kmailers.

Enfor
ed deanonymization: The deanonymization pro
ess 
annot be in�u-

en
ed by the withdrawer. Thus, tra
ing 
an be used for any kind of investi-

gations.

Both me
hanisms signi�
antly di�er in their anonymity guarantees. Only self

deanonymization 
an provide un
onditional anonymity [KV01a℄ or at least 
om-

putational anonymity [PS01℄.

If enfor
ed deanonymization is desired, only weaker anonymity 
an be guar-

anteed. Payment systems with a trustee 
on
ept (e.g. [CMS96,FTY96,DFTY97,

JY96℄) have the best tra
ing 
apabilities, as tra
ing is always possible. However,

the level of anonymity is un
ertain, be
ause tra
ing is undete
table for the 
us-

tomer and even if tra
ing has not been applied yet, it still 
an be applied in the

future.

The solution to this problem is the audit 
on
ept: Tra
ing is only possible

at either withdrawal or payment and 
an be dete
ted by the 
ustomer after the

audit date. Thus, the level of anonymity is only unknown till the audit date.

Afterwards an untra
ed 
oin remains either un
onditional anonymous [KV01b,

KV01
℄ or 
omputational anonymous, whi
h we have presented in this paper.

The advantage of this redu
tion to 
omputational anonymity is the possibility

of o�-line payments. Furthermore self deanonymization 
an be applied at any

time, as it is not restri
ted to the withdrawal.

Compared to the dire
tly related o�-line payment systems [CMS96,DFTY97℄

and [PS01℄ our new solution is 
learly superior, as we provide both, a high level

of anonymity and at the same time strong deanonymization me
hanisms.

7 Con
lusion

We have presented the �rst o�-line payment system that provides auditable

tra
ing. In our payment system the bank alone has the power to perform 
oin and

owner tra
ing. However, the appli
ation of tra
ing is restri
ted, as the 
ustomers

and mer
hants 
an later audit their payments and dete
t every deanonymization.

In an alternative implementation of our payment system all the tra
ing 
apa-

bilities are transferred to a tra
ing authority, who is responsible for deanonymiza-

tions and issues tra
ing keys and user 
erti�
ates. The advantage of this imple-

mentation is that the tra
ing 
apabilities are 
ompletely separated from the

payment fun
tionality, whi
h allows the bank to fo
us on the payment system.

Anyway, the tra
ing authority need not be trusted, as the audit 
on
ept will

reveal any misuse of tra
ing.

Compared to previous payment systems based on the audit 
on
ept, we ad-

ditionally provide o�-line payments and a self deanonymization me
hanism that

allows the 
ustomer to tra
e his own 
oins at any time. The self deanonymization

is espe
ially useful, if the 
ustomer was bla
kmailed, be
ause the de
ision about

tra
ing the bla
kmailed 
oins is not restri
ted to the withdrawal.
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