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Abstract Tracing is an important mechanism to prevent crimes in anony-
mous payment systems. However, it is also a threat to the customer’s
privacy as long as its application cannot be controlled. Relying solely
on trusted third parties for tracing is inadequate, as there are no strong
guarantees that deanonymizations are only applied legally.

A recent tracing concept is auditable tracing, where the customer has
the power to control the deanonymization. With auditable tracing no
trust is required, while it offers comparable tracing mechanisms.

We present the first off-line payment system with auditable tracing.
Our payment system supports coin and owner tracing as well as self
deanonymization in the case of blackmailing.

1 Introduction

Anonymous electronic payment systems based on blind signatures [Cha83] have
been suggested to protect the privacy of customers. However, von Solms and Nac-
cache [vSN92] have shown that anonymity may be misused for untraceable black-
mailing of customers, which they called “perfect crime”. Furthermore, anonymity
may prevent investigations of money laundering and illegal purchases. Due to
these anonymity related problems payment systems with revocable anonymity
have been requested by governments and banks, and thus tracing methods have
been invented, where the withdrawal and the deposit of coins can be linked by
two complementary tracing mechanisms [SPC95]:

Coin tracing: The withdrawn coins of a suspicious or blackmailed customer
are deanonymized so that the bank will recognize these coins at deposit.
Owner tracing: The coins deposited by a suspicious merchant are deanonym-

ized so that the identity of their withdrawer is revealed.

Payment systems with trusted third parties (e.g. [CMS96,JY96,FTY96, DFTY97])
can provide both tracing mechanisms very effectively, but also have several short-
comings: The introduction of a trusted third party causes additional costs, which
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neither the bank nor the customer is willing to pay for. But even worse, the
achieved level of anonymity is uncertain, as any misuse of tracing by the trusted
third party cannot be detected. Demanding a quorum of trusted third parties to
cooperate for tracing only guarantees increasing costs, while conspiring trusted
third parties may still be able to undetectably trace without permission.

Recent approaches for payment systems abandon the idea of trusted third
party tracing [STS99,PS01,KV01a], but they only protect against blackmailing
and lack support for coin and owner tracing. It was shown in [KV01b, KV01c]
that coin and owner tracing also can be implemented without any trusted third
party by introducing an audit concept. However, these payment systems require
the bank to be on-line at payment.

In this paper we show that coin and owner tracing can also be implemented
off-line without any trusted third party. Our payment system is based on [CMS96,
CMS97], but replaces their trustee based tracing mechanism with the concept of
auditable tracing: At a certain point of time customers can detect whether their
spent coins have been traced or not and whether this tracing was performed with
the permission of a judge or the customer himself. As every application of illegal
tracing (i.e. tracing without permission) can be prosecuted, only legal tracing
will be applied in practice. Thus, auditable tracing provides better protection of
the customer’s privacy than uncontrolled trusted third party based tracing.

Additionally, we support the self deanonymization mechanism of [PS01],
which enables a blackmailed customer to always trace his blackmailed coins.

The remainder is structured as follows: In the next section we explain our
idea for off-line auditable tracing. Section 3 presents the building blocks of our
payment system, which is implemented in Section 4. The tracing mechanisms and
the audit mechanism are described in Section 5. The general trade-off between
tracing mechanisms and privacy is discussed in Section 6.

2 Off-line Auditable Tracing

In payment systems with passive trustees (e.g. [CMS96,DFTY97]) a single public
tracing key exists, for which only the trustee knows the corresponding private
tracing key. At withdrawal the customer is forced to use the public tracing key to
encrypt some information identifying this withdrawal. This information can only
be decrypted by the trustee, which enables to link the payment and withdrawal
view of this coin. Thus, coin and owner tracing can be performed.

Our payment system is not based on trusted third party tracing, but also
uses tracing keys for encrypting identifying information. In contrast to payment,
systems with passive trustees a different public tracing key for each customer
and merchant is issued by the bank. All tracing keys have a limited validity
period and must be exchanged regularly against new keys. The application of
tracing is restricted as follows:

— Coin tracing is possible, if the bank knows the private tracing key for the
customer, who withdraws the coin.



— Owner tracing is possible, if the bank knows the private tracing key for the
merchant, who deposits the coin.

Whether or not the bank knows a private tracing key depends on the key gen-
eration parameter for this tracing key. The bank reveals the key generation
parameter, after a tracing key has expired. This enables the customer or the
merchant to check and even prove whether they have been traced or not.

2.1 Legal Application of Tracing

When the bank creates a tracing key, it issues a wuser certificate containing an
identifier for the user, the public tracing key, the activation date, the expiration
date, the audit date, a transaction limit, and a symmetric encryption of the key
generation parameter. We distinguish two types of user certificates:

— The customer certificate can only be used to withdraw coins until it becomes
invalid.

— The merchant certificate can only be used to deposit coins until it becomes
invalid.

Both types of user certificates (and thus the tracing keys) are valid from the
activation date until the expiration date or until the transaction limit has been
reached. The transaction limit additionally restricts the usage of a certificate
e.g. to the maximum amount of money that can be withdrawn/deposited or to
the maximum number of withdrawals/deposits.

When the audit date is reached, the customer or merchant can ask the bank
for the symmetric key that was used to encrypt the key generation parameters
in the certificate. Then the user knows whether the bank was able to trace or
not.

To determine whether a detected tracing was legal or illegal, the user can
request a tracing certificate from the bank. This tracing certificate has to be
issued by a judge, who has permitted tracing this user. The tracing certificate
is simply the user certificate signed by the judge.

2.2 Audit of Tracing Keys

Due to security and efficiency coin generations are necessary [Sch97] and every

coin has only a limited life time. The bank issues coins during a generate phase

and accepts them for deposit during an accept phase. After the bank stops issuing

coins of a generation, it immediately starts issuing coins of the next generation.
The user certificates are related to coin generations as follows:

— Customer certificates: The activation and expiration dates of a customer
certificate must be during the generate phase of the same coin generation.
The audit date of the customer certificate is always a certain time period {2
after the end of the accept phase of this coin generation. As the coins are no
longer valid for payments, it is possible to reveal at the audit date, whether
coin tracing has been applied to these coins or not.



— Merchant certificates: The activation and expiration dates of a merchant
certificate must be during the accept phase of the same coin generation.
The audit date of the merchant certificate is always a certain time period
A after the expiration date of the merchant’s certificate. As this merchant
certificate is no longer valid for deposits, it is possible to reveal at the audit
date, whether owner tracing has been applied to these coins or not.

The relation of user certificates to coin generations is shown in Figure 1. Coin
tracing is guaranteed to be undetectable for at least the time period (2, and owner
tracing is at least undetectable for the time period A. The time periods 2 and
A can be used for investigations of suspected criminal activities. The length of
2 and A can even be chosen differently for different users, e.g. a previously
convicted person may have later audit dates.

Example:

withdraw coins using spend and deposit coins using
a customer certificate a merchant certificate

l detect owner tracing detect coin tracing

merchant cert 1 | vaid | A | audit <
merchant cert 2 1 vaid | A | audit $
customer cert 1 | valid expired Q audit
customer cert 2 valid| expired Q audit
! | A
coin generate phase v
7 Vgeneran on accent phase _
i A time
startissuingand  stopissuing  stop accepting start auditing
accepting coins coins coins customer certificates

Figure 1. The relation between tracing keys and a coin generation.

2.3 Tracing Blackmailers

The tracing mechanism described so far has the property that if a customer is
traced, the bank alone executes the coin tracing at withdrawal. If the customer
is not traced, nobody can execute coin tracing later. However, if the customer
is blackmailed, coin tracing will be desired by the customer. Thus, he has to
instruct the bank to apply coin tracing at withdrawal. The customer may use



a distress mechanism to inform the bank about the blackmailing, as described
in [KVO01a]. The bank will now create a public tracing key for which it knows
the corresponding private key. As a blackmailer will demand a huge amount of
money, the amount limit of the current customer certificate will be reached, and
the bank can apply the new tracing key for coin tracing. Thus it is guaranteed
that the bank can trace the majority of the blackmailed coins with the new
tracing key. These coins can be invalidated by blacklisting and even refunded to
the customer, if the blackmailer has not spent them yet.

While this is a solution to the blackmailing problem, it depends on the cus-
tomer to inform the bank about the blackmailing before the coins are withdrawn.
If the customer did not dare to notify the bank, all the coins withdrawn by the
blackmailer will usually be untraceable. A simple protection against this is a
policy issued and signed by the customer in advance. This customer policy is
used to identify suspicious transactions and instructs the bank to trace those
coins. An example for such a customer policy is the withdrawal of more than
$500 per day, which will trigger tracing with the next tracing key.

Another approach is a self deanonymization mechanism proposed by Pfitz-
mann and Sadeghi [PS01]. There only the customer is able to trace his own coins
in the case of blackmailing. We adopt this idea in a way that it does not restrict
the tracing capabilities of the bank. Our approach has the following properties:
If the bank has performed coin tracing at withdrawal, it can trace alone. Oth-
erwise, tracing is possible only if the customer assists the bank. This kind of
tracing is available to the customer at any time so that deanonymization and
blacklisting of coins are possible afterwards.

However, if the customer fears that he may be forced to deanonymize himself
with this tracing method (e.g. due to laws that demand to reveal decryption
keys like the British Regulation of Investigatory Powers Act), he can provably
renounce the ability to trace himself.

The three mechanisms described above provide a very good choice for the
customer to protect himself against blackmailing. Depending on his preferences
he can choose one or more of these mechanisms when he opens his bank account.
However, the blackmailer must not be able to alter the chosen mechanisms. To
change the customer’s preferences for those mechanisms e.g. the customer himself
has to appear at the bank or alternatively the change should take effect after a
certain time period.

Note that we omit bank robberies [JY96] as generic countermeasures have
been proposed against this attack [KV01b], which can also be applied to this
payment system.

3 Building Blocks

All computations are done in a cyclic group G of prime order ¢, where ¢ is chosen
so that the discrete logarithm problem is infeasible. For every coin generation the
bank computes new parameters for the payment system. The three generators g,
g1, and go are created by a pseudo-random function, which ensures that nobody



knows the discrete logarithm between any of these generators. The bank chooses
a private signature key z €g Z, and computes the public keys y = ¢, y1 = g{,
and y» = g3. Then G, g, g1, 92, ¥, y1, and y» are published.

3.1 Merchant Tracing Keys

To implement owner tracing every merchant is assigned a public tracing key yas.
The merchant receives this key from the bank, who also provides the merchant
certificate for this key. The corresponding private tracing key is the discrete
logarithm of y,s to the base ¢g;.

The bank chooses a secret value zyr €g Z; to compute the public tracing
key yar. If the merchant is traced, the bank computes yar = ¢7™ so that xps is
the private tracing key. If no owner tracing is wanted, yas is computed as g*™.
This guarantees that the bank does not know the discrete logarithm of y; to
the base g;.

The merchant does not know whether yy; was computed as g™ or g*™.
Thus, he cannot determine whether he is traced or not. The bank encrypts xas
in the merchant certificate and will reveal the symmetric encryption key only
after the audit date.

3.2 Customer Tracing Keys

When the customer opens his bank account, he has to register a public key g¢. If
he wants to use the self deanonymization mechanism, he must know the discrete
logarithm of go to the base go. Otherwise self deanonymization is impossible.

The customer chooses a secret value zs €g Zj and either computes go = 95°
to enable self deanonymization or go = ¢g*, which later enables the proof that
he does not know the discrete logarithm of g¢ to the base g».

To implement coin tracing the bank assigns the customer a public tracing
key yco. The customer receives this key from the bank, who also provides the
customer certificate for this key. The corresponding private tracing key is the
discrete logarithm of yo to the base gs.

The bank chooses a secret value z¢ €g 7} to compute the public tracing key
yc. If the customer is traced, the bank computes yo = g5 so that z¢ is the
private tracing key. If no coin tracing is wanted, yc is computed as g/C. This
guarantees that the bank does not know the discrete logarithm of y¢c to the base
g2. However, if the customer has chosen go = ¢3*, the bank and the customer
together know the discrete logarithm and can apply coin tracing.

The bank encrypts z¢ in the customer certificate using symmetric encryp-
tion. Only when the symmetric key and thus z¢ is revealed after the audit date,
the customer can determine how y~ was created and whether his coins are traced
or not. If the bank encrypts junk instead of x ¢, this will be revealed at the audit
date. As the customer certificate contains all necessary information, this fraud
can be proven by the customer.



3.3 Proving Correct Usage of the Tracing Keys

The tracing keys are used to encrypt identifying information during withdrawal
and payment. To prove the correctness of these encryptions we use the Chaum-
Pedersen protocol [CP92], which is an extension of the Schnorr signature scheme
[Sch91] and proves the equality of discrete logarithms. As the proof is computed
non-interactively, we require a hash function H : {0,1}* — Z,.

The proof of equality of discrete logarithms log,,b; and log,,b2 is called
PEQDL(ay,by,az2,b2) = (¢, s). This proof can only be given, if the prover knows
the discrete logarithm = = log,, b1 = log,,ba. The prover chooses a secret r €g
Z4 and computes:

c= H(alablaa2ab27a{aag)
s =71 —cxrmodq

Then the verifier has to check, whether ¢ is equal H (a1, by, as,bo, aibs, asbs). It
is also possible to compute a PEQDL(m,ay, by, as,be) dependant on a message
m, if the hash value is computed as H(m, a1, b1, as, bs,al, al).

4 Implementation of the Payment System

In this section we describe the implementation of the our payment system and
present, the protocols for withdrawal, payment, and deposit. Our implementation
is based on the off-line payment system of [CMS96, CMS97].

4.1 Withdrawal

For every coin the customer chooses a secret value o €gr 7Zj that is used to
compute (hp, zp) = (g19%,y1y%). This value « has to be escrowed at the bank
as d = y¢& using the customer tracing key yc. Then the customer receives a
blindly issued proof PEQDL(g,y, hy, zp) from the bank that the pair (hy, zp)
has the same discrete logarithm as (g,y). The following withdrawal protocol is
also shown in Figure 2.

1. The customer transforms the pair (hy,z,) from the payment view to the
withdrawal view (h.y, 2yw) = (hg‘fl,z“ﬂ).

2. The customer proves that the pair (l()hw /g2),g1) has the same discrete loga-
rithm as (y¢, d). Therefore he sends the bank the proof U = PEQDL((hy/g2),
91,Yc,d), hy, and d. The bank verifies the proof U and only proceeds, if this
verification succeeds.

3. The bank and the customer interact in a protocol that blindly issues the proof
that (hy, zy) from the bank’s view respectively (hp, zp) from the customer’s

view has the same discrete logarithm as (g, y).

— The bank randomly selects a secret ' € Z, and computes two commit-
ments t; = g" and ¢} = h”' which are sent to the customer.



— The customer chooses blinding factors 8 and v and blinds the commit-
ments to ¢, = ¢, g’y and t, = ' hz7. Then the customer computes
the challenge ¢ = H(a,g,y, hp, zp,tq,tn), where a random r €r Z, is
used to create the coin number a = g¢5. The challenge is blinded to
¢’ = c¢— v mod ¢ and sent to the bank.

— The bank signs this challenge by computing s’ = 7' — ¢’ mod ¢ and
returns this value to the customer.

— The customer unblinds the response to s = s’ + # mod ¢ so that (¢, s) is
a valid PEQDL(a,g,y, hy, zp)-

At the end of this withdrawal the customer stores r, a, a, hyp, 2p, ¢, and s, while
the bank only needs to memorize h,, and d.

Let G be a group of prime order ¢ with the generators g, g1, go

x €R 7Zg is the blind signature key of the bank
y=g% y1 = g%, y» = g% are the public keys of the bank

yc is the public tracing key for this customer

Bank Customer

choose o €g Z;

(hp,2p) = (glgéf;ylygf?
(hwazw)z(hg 723 )
o, d, U d=y¢
-

verify proof U U = PEQDL((hw/g2), g1, yc d)

!
choose r' €r Z,

ty=g" tysty choose 3,7 €r Z,
’ —_—
tl, = hl, ty =t g5y

th =ty ho2)

choose r €r 7Z,

a=gj

c= H(aagay:hpazp:tgath)
c ¢ =c—~vymodgq

s'=r'—c'zmodq s
s =s"+ [ modq

check (c, s) z PEQDL(a,g,y, hy, zp)

Figure 2. Withdrawal of a coin.



4.2 Payment

At payment the merchant sends the customer a unique value m = (IDerchant,
counter) and his public tracing key y)s together with the corresponding mer-

chant certificate of the bank. The customer checks this merchant certificate and

proceeds, if it is valid and has not expired.
For every coin the following steps are executed (see also Figure 3):

. The customer sends a, hyp, 2,, ¢, and s to the merchant, who verifies that
(¢,s)is avalid PEQDL(a,g,y, hp, 2p)-

. To enable owner tracing the customer has to compute the value d' = yj‘(,;l.
Then he proves that this value uses the same « as the values h, from the
PEQDL of step 1: He computes ¢, = H(m,d',yn, g2, (hp/g1),d"",a) and
sp = r — cpa mod ¢ which are a valid PEQDL(m,d',yn, g2, (hp/g1)). Then
d', ¢y, and s, are sent to the merchant.

. The merchant checks the validity of this PEQDL(m,d',ywm, g2, (hy/g1)) and
additionally verifies that the same a = g} as committed in the coin’s ¢ was
used to compute c,. This forces the customer to use the fixed commitment
a so that spending a coin twice will reveal a (see section 5.1).

H !
Finally, the merchant stores a, hyp, zp, ¢, s, m, ¢p, sp, and d'.

yur is the public tracing key for the merchant
m = (IDpmerchant, counter) is a unique transaction identifier

Merchant Customer

a,hy,zp, ¢, 8
B R —

. d' =yj
= PEQDL h r
(C, S) Q (Ungaya p,zp) cp = H(m,d’,yM,gz, (hp/gl),dl ,a)
d',cp, sp sp =T — cpamod ¢

?7 s ¢
a=g5" (hp/g1)°

?
(Cpasp) = PEQDL(madlayMag2a (hp/gl))

Figure 3. Off-line payment with a coin.

4.3 Deposit

The merchant forwards all stored values to the bank, who does the same verifi-
cations as the merchant during the payment. Note, that the bank has to check
everything, even if the merchant is not traced and recovering the withdrawal view




for this coin is not possible. Furthermore, the bank has to ensure that the used
ynm belongs to the depositing merchant and that the corresponding merchant
certificate is still valid.

5 Tracing and Audit

We describe all tracing methods provided by our payment system and show how
coin and owner tracing can be audited.

5.1 Tracing Double-spenders

At payment the customer has to compute (¢, sp) = PEQDL(m,d',ya, g2, (hp/g1)),
where he is forced to always use a = g5 as the commitment. If he does this twice,
the bank receives

sp =71 — cpae mod ¢

s, =1 — chamod ¢
from the double-spender. As s, s, ¢, and ¢, are known, the bank simply com-

putes a = (s, —s),)/ (¢}, —cp) mod ¢q. Now the bank looks up, who has withdrawn

the coin with h,, = gf_1g2, and accuses this person of double-spending. The
bank cannot falsely claim that somebody is a double-spender, as it can only
compute « after a double-spending.

5.2 Coin and Owner Tracing

Coin tracing is only possible at withdrawal, while owner tracing can only be
performed at payment.

— Coin Tracing: In the case of coin tracing the customer is traced. The bank
knows the private tracing key z¢, which is the discrete logarithm of yo = ¢3¢
to the base g». Thus it can “decrypt” d = y& by computing gld””a1 =195 =
hp. This value reveals the payment view of the coin so that the coin is
recognized at deposit.

— Owner Tracing: In the case of owner tracing the merchant is traced. The
bank knows the private tracing key xps, which is the discrete logarithm of
ym = g7 to the base gi. Thus it can “decrypt” d' = yj‘(fl by computing

-1 _
d'™ gy = g 1g2 = hy,. This value reveals the withdrawal view of the coin
so that the identity of the withdrawer can be looked up.



5.3 Self Deanonymization

Self deanonymization is a special form of coin tracing. It can only be applied, if
the customer knows zs, the discrete logarithm of go = g5 to the base go.

1. The customer requests the value d = y& from the bank, which belongs to
one of his withdrawn coins that has to be deanonymized.

2. He removes his secret exponent by computing d*s " and returns this value
to the bank. To prevent the customer from cheating, he must prove the
correctness of his computation by providing the PEQDL(d®- ' ,d, g2, 90).

3. If the customer sends the correct value, the bank computes h,,:

— If the customer has not been traced, then yo = g/° and the bank com-
putes g, (47" )7' = gig5 = hy.
— If the customer has been traced, then yo = ¢3¢ and the bank computes
G1d7" = gigs = hy.
If the coin has not been deposited, the bank can blacklist the coin with this

value h,. Otherwise, the bank can look up which merchant deposited the
coin.

5.4 Audit

For every audit date the bank publishes a single symmetric key that has been
used to encrypt the key generation parameters x¢ and xj; in the customer and
merchant certificates. Now every customer and merchant with a user certificate
of this audit date can detect, whether his certificate was issued for tracing. The
published symmetric key enables to decrypt the key generation parameters z¢
and s so that tracing can be audited as follows:

— Coin tracing is detected by the customer, if y¢ is not equal to g/
— Owner tracing is detected by the customer or merchant, if yas is not equal
to g"M.

If tracing has been detected, the customer or merchant can request a tracing
certificate from the bank. If the bank cannot provide a tracing certificate, the
user certificate can be given to a judge. This user certificate has been signed
by the bank and contains all necessary information to prove the application of
tracing. The judge checks whether tracing indeed has been applied and whether
this tracing was legal. The judge denounces any detected illegal tracing.

6 Tracing Capabilities and Privacy

In this section we don’t consider payment systems without deanonymization, be-
cause they allow misuse of anonymity. For deanonymization two kinds of tracing
mechanisms exist:



Self deanonymization: The deanonymization process is under the control of
the withdrawer. Thus, tracing can only be used against blackmailers.

Enforced deanonymization: The deanonymization process cannot be influ-
enced by the withdrawer. Thus, tracing can be used for any kind of investi-
gations.

Both mechanisms significantly differ in their anonymity guarantees. Only self
deanonymization can provide unconditional anonymity [KVO01la] or at least com-
putational anonymity [PS01].

If enforced deanonymization is desired, only weaker anonymity can be guar-
anteed. Payment systems with a trustee concept (e.g. [CMS96,FTY96,DFTY97,
JY96]) have the best tracing capabilities, as tracing is always possible. However,
the level of anonymity is uncertain, because tracing is undetectable for the cus-
tomer and even if tracing has not been applied yet, it still can be applied in the
future.

The solution to this problem is the audit concept: Tracing is only possible
at either withdrawal or payment and can be detected by the customer after the
audit date. Thus, the level of anonymity is only unknown till the audit date.
Afterwards an untraced coin remains either unconditional anonymous [KV01b,
KVO01c] or computational anonymous, which we have presented in this paper.
The advantage of this reduction to computational anonymity is the possibility
of off-line payments. Furthermore self deanonymization can be applied at any
time, as it is not restricted to the withdrawal.

Compared to the directly related off-line payment systems [CMS96,DFTY97]
and [PS01] our new solution is clearly superior, as we provide both, a high level
of anonymity and at the same time strong deanonymization mechanisms.

7 Conclusion

We have presented the first off-line payment system that provides auditable
tracing. In our payment system the bank alone has the power to perform coin and
owner tracing. However, the application of tracing is restricted, as the customers
and merchants can later audit their payments and detect every deanonymization.

In an alternative implementation of our payment system all the tracing capa-
bilities are transferred to a tracing authority, who is responsible for deanonymiza-
tions and issues tracing keys and user certificates. The advantage of this imple-
mentation is that the tracing capabilities are completely separated from the
payment functionality, which allows the bank to focus on the payment system.
Anyway, the tracing authority need not be trusted, as the audit concept will
reveal any misuse of tracing.

Compared to previous payment systems based on the audit concept, we ad-
ditionally provide off-line payments and a self deanonymization mechanism that
allows the customer to trace his own coins at any time. The self deanonymization
is especially useful, if the customer was blackmailed, because the decision about
tracing the blackmailed coins is not restricted to the withdrawal.
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