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Abstract

Information securityand dataprotectionis gainingmore and more importancewith business
software such as R/3 because:

» Businessapplications become "mission-critical" if companiescarry out their most
important business processes with them.

*  Progams and data are subject to a greder danger of loss change and espionage in dient/server
environments than in mainframe based systems.

» The dangerincreaseseven more as the systemsbecomeinterconnectedvith publicly
accessible LANs and WANSs.

R/3 processeshighly sensitive data (for example, company-internaland person-related
information). Thereforea numberof securitymechanismsre alreadyactivein R/3 sincethe
beginning:

» authentication of all users by means of passwords,
» R/3 authorization concept, and

» protection of the communication between front-end and application sewver by
compression.

Now SAP enhances the security of R/3 by

» Securing online network communications (the SNC Project) and by

» Implementing secure store&forward mechanisms for electronic payment (the SSF Project).

1 Motivation and company policy

To ensurethat the most technically advancedand scientifically sound security
productscan be used with R/3 SAP has decidednot to include cryptographic
modules into it's software.

SAP wantsto supportreasonablestrong cryptographicmechanismgo protectthe
legitimate interests of the user. To ensure the exportability ofSAB haschoseno
provide hooks for third-party cryptographic modules.



To beableto supporta variety of different securityproductsa standardizednterface
is preferable.The use of such an interface enablesthe userto install a security
product of his own choice, setup a secupitjicy accordingto his own requirements,
andto usealgorithmsthatin his opinion are strongenoughto protecthis data. If
somealgorithmsor protocolsare provento be insecurehe simply can switch to
another product that supports sufficiently secure algorithms.

This strategy has a number of advantages:
» The software is exportable.

» Each user can use his favorite security product which useswell analyzed
protocols and algorithms.

» Algorithms and protocols can be changed without touching the application.

» SAP needsno extra departmentwith ultimate expertise in implementing
cryptographic algorithms and protocols.

To integratesecuritysoftwarewith the specifiedstandardnterface(GenericSecurity
ServicesAPI, GSS-API Version 2) thereis the needfor flexible and competent
partnersto developthe softwareparallelto the integrationprocesslt is a goodidea
to look for partnersn the academicommunityat an early stageof the development
process.To be presenton both European-and US-marketGMD (GermanNational
ResearchCenterfor Information Technology)and MIT (Massachusettinstitute of
Technology) have been selected as project partners.

2 The Secure Network Communications Project (SNC)

To satisfy the growing securityrequirementsSAP has startedthe "SecureNetwork
Communications" project. The major goal of the project is to betttectthe access
to R/3 via thefront-endandto protectthe communcationbetweerthe front-endand
the applicationserver(seeFigure 1). Here,it shouldbe ensuredo an evengreater
extentthat only authorizeduserscanlog on to the system,andthat the dataon the
WAN or LAN cannot be spied upon, falsified or deleted during communication.

Within this project SAP implementedin R/3 Release3.1 an option permitting the
integration of other vendors’ network security products to provide secure
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Fig. 1. 3-Level Client/Server Architecture of R/3



authenticatiorand protectednetwork communicationThis option allows the use of
productsequippedwith the standardizedseneric Security Services APl (GSS-API)
Version 2.

The integrationof R/3 in network security productshastwo significantadvantages
for the customer:

1. The security of R/3 is increased,since further security measurescan be
implemented using the security products supported.

» Thereis the possibility to do an end-to-end encryption betweenthe front-
end and the application server.

» Passwords are no longer observable on the link.

» Somesecurityproducts for exampleSECUDE (seebelow), allow the useof
smartcards for authenticationSmartcardsrelinked with the computervia
a dedicatedhardwaredevice (smartcardreader)and are operationalonly
after the user has entereda Personalldentification Number (PIN). As a
designcriterion a smartcardshould neverrevealthe storedsecretkey and
thus should be impossible to be copied.

2. Using this capability, customerscan secure different applicatiors in their
client/server environment, including Ri8ith the same security system.

» Theuseronly needgo log on to a securitysystemonceper sessionandcan
thenuseall of the client/serverenvironmentservices.This single sign-on
automaticallyauthenticateghe userto the servers/applicationsvithout a
passworchavingto be enteredeachtime. In manysecuritysystemsa single
sign-onis only valid for a certainnumberof hoursor ceasedo be valid
when the smartcardis removed from the reader. Frequentlogging on,
including managemenbf severalpasswordsn the system,is no longer
necessary. In this way, the ustiouldbe morewilling to choosdongerand
more complex passwords.

* In the sameway, the systemadministratoralso only needsto operateand
maintain only one security system. The external security system
authenticatesusersand servers.(However, the authorizationprofiles and
user masterrecordsmust still be maintainedin R/3 itself, since the R/3
authorization concept is used within R/3.)

» The companysecuritypolicy can be integratedinto R/3 with no additional
costs.The policy implementedn the local networksecurityproductis used
transparentlyin R/3. If the policy is changedin the security product it
implicitly changes in the application.



2.1 The Security Productsthat R/3is Aiming for

SAP has been looking at the following products for company-wide network security
of client/server systems:

» Kerberos5 from MIT and commercial vendors like OpenVision,

e SECUDE 5.0 from GMD (German National Research Center for
Information Technology),

» OSF DCE based products from various vendors,
» SESAME 4 based products from various vendors,
* Entrust from Nortel.

SAP is starting with support for Kerberos and SECUDE. There will be
implementation®n all R/3 current3.1 applicationserverplatforms (various UNIX
operating systems, IBMS/400andMicrosoft WindowsNT). On the front-endplat-
forms Windows 95, Windows NT, Unix/Motif, OS/2 PresentationManagerand
Apple Macintoshare supported.Cooperationprojectswith Kerberosand SECUDE
went alive at pilot customer sites in the fourth quarter of 1996.

SECUDE: s the only availableproductsupportedoy SAP right now, becauseMIT
does not market a product. Right now we develop easy-to-handletransfer of
authenticationdata betweenthe security product and R/3. Furthermorewe are
developinganintensivetestsuitefor the GSSAPI v.2 (andgive it backto the IETF)
and a certification processfor vendorsof other security productsto fit with our
interface.

SAP will supply validation proceduredor thesesecurity productstill end of 1997.
Using theseprocedureghe productswill be checkedto comply with the interface
specification. The strengthof the algorithms and protocols can and will not be
checked within the certification process. The first products scheduled for certification
are Kerberogrom OpenVision(MIT doesnot marketKerberositself) and SECUDE.

Due to US exportregulationsSECUDEwWiIll be the first productsupportecby SAP

that is available outside the US.

2.2 Integration of the R/3 System into the Network Security Products

The above mentioned products offer services
» for the non-disclosing authentication of users/programs/resources and

» for the protectionof the transferreddata(asplain text with an integrity checkor
encrypted).

An application must be modified according to these network products in a way that

e communication can be secured,



» customer administrators have the option of maintaining authentication centrally,
e asingle sign-on can be implemented.

This means SAP must adapt the communicationinterfaces betweenall basic
componentsof a R/3 systemto utilize the functionality of the network security
product (see Figure 2).
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Fig. 2. Overview of the links to be secured by SAP

To ensureexportability and a maximum of flexibility for the user no security
softwarewill be suppliedon the R/3 softwarereleasesCustomersvantingto usea
certainnetworksecurityproductmustobtainthe productand an appropriatdicense
directly from the respectivesupplier.This procedurds necessaryo satisfythe strict
and widely varying internationallegal requirementsfor export and utilization of
cryptographic techniques.

2.3 Technical Information

There are alreadyproductson the marketfor establishingcompany-widenetwork
security:a commonfeatureof mostof them,however,is thattheir installationalone

does not influence the (in)security of existing applications.To use the security
functions the entire network communicationof the applicationsmust be adapted
(,kerberized"). Thatis, for everyproduct,extraadjustmentswithin the application
arenecessarywvhich havevarying effectson the total communicatiormechanismof

the application, depending on the atebiure of the security product.

Only recently have people starteddiscussinga standardizedSecurity APl with a
standardcommunicationmodel to abstractfrom the individual products and their
characteristics. The standardization proposals of a generic security in{&éamic
Security services APl / GSS-API) have been ddfined by the CAT (Common



AuthenticationTechnologiesyork group of the IETF (Internet EngineeringTask
Force).

This work group comprisesrepresentative§rom companies/organizationsuch as
Bull, Cybersafe DEC, HP, IBM, ICL, MIT, OpenVision,OSFand SUN. A large
part ofthe discussionsverebasedon the securitymechanism®f Kerbeross because
it is containedas a (possible)securitytechnologyin the productsof all the named
companies.

The programminginterfaceGSS-API Version 1 wasreleasedn Septembed993as
Internet RFCs-1508 & 1509 and is, for example, implemented in:

» Kerberos 5 e.g. from MIT, Cybersafe, OpenVision, ICL,

» SECUDES.0 GMD,

« OSFDCE1l.1 available from vendors such as DEC, HP, IBM,
e SESAMEV. 4 available in products from Bull, ICL, Siemens.

When GSS-APIversion1 was developedthe main considerationwas the simplest
form of client servercommunicationand compatibility was createdon sourcelevel.
On UNIX platforms the functional specification, with certagstrictionsalsoallows
compatibility on the objectlevel and for sharedlibraries. On the other hand, more
precisefunction specificationsare requiredfor otherplatforms. The developmenbf

a first Microsoft Windows DLL interfacewas publishedin February'95, a DLL

interface for the Apple Macintosh has not yet been published.

Due to the supportof parallel-processingnd computerswith multiple processorst
is imperativefor the API to supportthe migrationof securitycontextsacrossprocess
boundaries.Therefore GSS-API Version 1 is not adequatefor the needsof R/3.
Among other things, R/3 uses from GSS-API Version 2 the functions
gss_export_sec_context() andgss_import_sec_context() to transferthe endpointof a
securedconnection(a securitycontext)acrossprocessboundariesGSS-APIVersion
2 will probablybecomea proposedstandardwithin the first half of 1997 and then
makeversionl obsolete(the high level specificationdor GSS-APIv.2 within RFC
2078werealreadypublishedin Januaryl997,but therewill beanupdatesoon).The
GSS-APIv.2 extensionsieededo run R/3 are availablewith Kerberos5 from MIT
and SECUDE 3rom SAP’sdevelopmenpartnerGMD. Someothervendorsof OSF
DCE and SESAME based products have also announced these extensions.

For the R/3 System to be able to use a network security produptptiigcthasto be
availableasa sharedlibrary or Dynamic Link Library (DLL) on all platformsand
offer the functionality of GSS-APIv.2. The R/3 Systemwill continueto be shipped
and installed without any additional securenetwork communication;the dynamic
loading of the sharedlibrary/DLL will be controlledvia the configuration(profile
file, environment variables) at runtime.

The network communication security can be configured in the following way:

e Unsecured communication



» External authentication
» External authentication + integrity check

» External authentication + integrity check + encryption.

Undoubtedlyyou won't get security for "free" - it will definitely show up onthe
performance billFortunatelythe abovementionedperformancecostsariseat a point
in the R/3 architecture, which can easily be scaled, namely the application servers.

Encryption generallyimpacts performanceregardlessof whetherit is carried out
within the R/3 Systemor by network security products.Network security products
may be betteroptimizedthan proprietarysolutions,so that R/3’s approachof using
the services of theecurityproductsvia the GSS-APIis certainlythe bestalternative.
(Each vendor does the business that he knows best.).

The useof the GSS-APIloffers SAP’s customerghe choicebetweenseveralsecurity
products. Moreover, that guarantees thatctietomercanalwaysgettechnologically
up to date implementations.

3 TheSecure Store & Forward Project (SSF)

For today’s businessapplication software it is increasinglyimportantto support
electronic financial transactionsover publicly accessibledata communication
networks. In the course of such electronic transactionsbusinessdata, such as
electronicpaymentsprderand accountinformationis leaving the securedrealm of

an R/3 systemto be transmitted over insecure networks. The most prominent
example of a publicly accessiblebut insecure networking infrastructureis the

Internet.In orderto participatein the growing businessof electroniccommerceon

the Internetandto useit for electronicfinancialtransactionshe databeingexported
and imported from R/3 have to be secured.

Some security requirementsof electronic financial transactionsare inherently
different from the requirementsfor securing online communication between
distributedcomponent®f one system.The communication,endpoints® of financial
transactionscannot be computer systemsor software processesput have to be
personsor other subjectswith a legal meaning.Thus, the notion of end-to-end
securityto be achievedis different. Here, authenticationmechanismsare usedto
provide evidencefor the identity of a personand non-repudiationis becomingan
additional requirement.

Also, data protectionmechanismsave to take into accountthat many electronic
transactionsare achievedvia store and forward communication,where not all
participatingpartiesare belongingto the sameorganizationandnot all of themare
presentonline all the time. To accommodatebatch processingand to cross
boundariesof securitydomains(for examplecrossingfirewall systems)he datais
often storedon intermediarysystemswvhereit needso be protectedevenoutsidethe
actual online communication.



The requirementsdescribedabove motivated the SecureStore & Forward (SSF)
project at SAP to provide adequatedata security in the context of electronic
transactions with R/3. For a solution to be adequhéfull spectrumof the business
applicationmodulesprovidedwith R/3, coveringfinancial applications,as well as
sales, production planning, logistics, human resourcesand others should be
supported.In addition, either the sourceor destinationof the data transmission
might be a different software system. This lead to the following overall requirements:

» The solution should provide data integrity, privacy, authenticationand non-
repudiation in the context of electronic transactions.

» The solution should be independent of the contents of the datgptotbetedand
shouldbe applicable for example,to financial transactionsas well as personal
data and others.

» The creationof the protecteddatamustbe separatedind independenfrom the
transport mechanism, protocol and medium.

» A standardand platform-independensecurity format must be usedto facilitate
processingf the secureddatawith varioussecuritytoolkits and alsoby non R/3
systems.

The first R/3 applicationcurrently being equippedwith SSFsupportare electronic
payments.

3.1 SecureElectronic Paymentswith R/3

Electronic paymentswith R/3 can be done both for the incoming and outgoing
directions.A broad range of formats for internationalpaymentssuch as SWIFT
MT100, MT940 and many country-specific formats are supportedtoday. The
exchangef the datais realizedvia physicaltransportatiorof files on storagemedia
suchasdiskettesyia dial-up connection®r leasedines. The useof ElectronicData
Interchange (EDI) is an option. With SSF support, use of the Internet for
transportingthe paymentdatain a secureway will be possible.This comprisesghe
following:

1. To protect the payment dat@m beingalteredandto achieveauthenticatiorand
non-repudiationelectronic signaturesare used (see Figure 3). One or more
electronic signaturesare possible to support different businesspolicies of
customers.The processof signing the paymentdata is embeddedinto the
businessworkflow of the customer.Only when all electronicsignaturesof the
empoweredindividuals have been performed,the paymentdata is ready for
encryption and transmission.
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To construct a digital signature for some given data a hash function is applied to the data first,
which delivers a so-called ,message digest‘. The ,message digest* represents an unambiguous
fingerprint for the message but is usually much shorter. If an ideal hash function is used, it will be
impossible to compute input data which will produce the same digest. Then, the message digest is
encrypted using the signer’s private key. Anybody who has access to the corresponding public
key of the signer can decrypt the message digest and verify the authenticity of the signature and
the integrity of the data by applying the hash function to the data and comparing the result with the
decrypted message digest.

Fig. 3. Digital Signature

2. To achieveconfidentiality/privacyof the paymentdatathe signeddatais putinto
adigital envelope(seeFigure4). This meanghe signeddatais encryptedfor the
intended recipient (bank, for example).

Both electronicsignaturesand digital envelopegequirethatthereis somesort of a
public key infrastructure. Archiving the receiveddatawill not effect the validity of
the digital envelopeandits contents.The propertiesof the digital envelopeand its
contents can be verified long after the original transmission.

Theflow of eventsfor electronicpaymentswith R/3 and SSFsupportis sketchedn
Figure5. We decidedto usethe standardormat PKCS#7(Public Key Cryptography
StandardsNo. 7) for the signeddata and the envelopeddata. The cryptographic
functionsaretakenasservicesrom securityproducts,suchas SECUDE,Entrustor
others.The securityproductsareaccesseffom within R/3 via the SSFAPI defined
by SAP. The R/3 application modules just use the SSF APl which provides
transparent access to the security product installed.

The PKCS#7 envelopeddata can be transmitted using any convenientfile or
document transfer service. For transmission via the Internets Bé3ingasa HTTP



Client (,HyperText Transfer Protocol“) accessinghe HTTP (World-Wide Web) -
Server of the bank.

A first prototypeimplementationvas madetogetherwith Citibank, New York and
Nortel's Entrustasthe securitytoolkit and was demonstratedast year. Currently,a
first operationalpilot is being developedwith DeutscheBank AG, Frankfurtusing
PKCS#7 and SECUDE from GMD.

3.2 Outlook

The SSF project within SAP is a responseto urgent customerrequests.These
customerswant to benefit from electronic financial transactionsand from the
Internetasa globalandeasilyaccessiblénfrastructurefor electroniccommerceThe
SSF capabilitiesshould quickly enableR/3 customergso do financial transactions
and conductpart of their businessover the Internet. The desirable progressof
standardgo achievethis in a homogenougashionis too slow to respondto urgent
customer needs.
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Putting a digital envelope around data to be protected means encrypting the data so that only the
intended recipient(s) are able to decrypt the data. Typically, the data is DES encrypted using a
newly generated DES key (message encryption key). Then, the message encryption key is
encrypted using the recipient’s public key. Only the owner of the corresponding private key is able
to decrypt the message encryption key and then to decrypt the data contained in the digital
envelope.

Fig. 4. Digital Envelope

We will continueto closelywatchthe progresof electronicpaymentstandardssuch
as EDI and SecureElectronic Transactiong(SET), currently being promoted for
credit card payments.The protocol messageghat we have designedusing the
PKCS#7 secureformats to support electronic paymentswith R/3 can evolve to
conform to upcomingor future standardsas soon as these standardssatisfy our
customer requirements.

Anotherimportantissueis the availability of a global infrastructurefor public key
certificationanddistribution. This is in fact one of the major hurdleshinderingthe
roll-out of securefinancial transactionsolutionsbasedon public-key cryptography.
In principle, private companiesand public organizationsare willing to act as
certificationauthorities(CA) and setupand operatepublic servers,f only the legal
rules and constraints would be clear.

However,the whole subjectis difficult, sothattherewill probablybe no world-wide
consensusn everydetailand CAs in different countrieswill operateunderslightly
different laws. Therefore, cross-certification must be possible.
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Fig. 5. Flow chart: Secure Electronic Payment

Securingelectronicpaymentsfrom R/3 is just the beginning.For a numberof the
other R/3 application modules SSF provides important security enhancement$o
perform electronic financial transactions, such as treasury, sales and distribution.

4 Somerdated Links

Concerningthe GSS-API (GenericSecurity Services) definedby the CAT working

group of the IETF, see:

http://www.ietf.org/



ftp://ftp.internicnet/internet-drafts/draft-ietf-cat-gssv2-08.txt

This GSSinterfaceallows an applicationto integrateinto network security systems
like Kerberos 5 and SECUDE 5.

AboutKerberos 5:
http://web.mit.edu/
http://web.mit.edu/kerberos/www/krb5-1.0/announce.html
http://web.mit.edu/tytso/www/resume.html

http://web.mit.edu/aellwood/wwwi/thesis/areaexam.html

About SECUDE 5.0:
http://www.darmstadt.gmd.de/secude/
http://www.darmstadt.gmd.de/TKT/security/commercial/

email: schneiw@darmstadt.gmd.de



Summary

Policy
Securityin the senseof dataprotectionis gaining more and more importancewith
SAP R/3 customers. There are two main reasons for this:

» R/3 becomesa "mission-critical" applicationif companiescarry out their most
important business processes with R/3.

» Programsanddataaresubjectto a greaterdangerof loss,changeand espionage
in client/server environments than in mainframe based systems.

To satisfythis demands€k/3 usesstandardnterfaceGSS-APIversion2, PKCS#7)
and wide-spread security products.

The SNC Project
The Secure Network Communications Project preservesthe confidentiality and

integrity of the data transferredbetweenthe R/3 componentsof the network.
Successful synchronization of the work between

» application vendor SAP AG,

» the builders of the network security products Kerberos (MIT, Boston) and
SECUDE (GMD, Bonn/Darmstadt) and

» the active participants in the IETF working group CAT

helped to ,kerberize" the SAP R/3 system and to achieve a state-of-the-art
application-level-security. This is donevia the GSS-APIversion2 which let's the
application programs at all endall the securityservicesofferedby networksecurity
products.R/3 integratingsecurityproductsis alreadyproductive.SAP welcomesthe
work of internationalstandardizingoodiesandreliable, well acceptectryptographic
algorithms and protocols developed by the international research community.

The SSF Project
TheInternetis increasinglyusedasa worldwide datacommunicationsnfrastructure

for financial transactionsElectronic payment betweena customerand his bank is
one example.

Enabling securefinancial transactionsover insecurenetworks meansto build in
mechanismso achievedataintegrity, authenticationprivacy andnon-repudiatiorat
the level of personsand legal subjects.This is doneby using electronicsignatures
anddigital envelopesasedon standarddor securedataformatssuchas PKCS#7.
The securdformat putsan envelopgsecuritywrapper)aroundthe authenticatedlata
before it is stored or transmitted.

The Secure Sore & Forward Project targetsthis point. We planto makethe results
of the SSFprojectproductivein 1997.In betweerwe will appreciatgprogressmade
in establishinga reliable public key infrastructureand internationalstandardsfor
financial transactions.

Both projects extensively use the security services of existing security products.



