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Hypothetical Example:

Bob, a securitiesbroker,hasprinted out the following documenfrom a file on the harddrive of
his PC, which he claims to be a true copy of an e-mail message he received via the Internet.

Alice hasan activesecuritiegradingaccountwith Bob, in which shemaintainsa credit balance
of securitiesand cash. Alice hasoften usedinternete-mail to instructBob asto purchasesand
sales of securities in her account.

To: Bob@securities-r-us.com
From: Alice@restaurant.com
Date: Feb 27,1997 10:00

Pleasebuy 100 shs of Netscapecommon stock for my accountimmediately, at the
prevailing market price. /s/ Alice

On Thursday, Feb 27, Bob did buy 100 shares of Netscape common statkdsraccount. On
Friday, Feb28, the marketprice of Netscapegplummeted,producinga substantialoss on this
transaction. Upon receipt of routine writtenconfirmation of purchaseof 100 sharesfor her
account, Alice claims, alternatively:

D) Bob, | never sent any e-mail message! or
2) Bob, | sent an e-mail message, buaid "sell 100 shs of Netscape"! or
3) Bob, | sent that e-mail message, but noRib 28, after the price fell!

The Challenge of Conducting Secure Electronic Commerce on the Internet

The exampleillustratesthe challengeof conductingsecureelectroniccommerceon the Internet,
where,asthe famousNew Yorker cartoonsays,"They can'ttell you'rea dog." Although the Internetis
increasingly attractive as a commercial channel, the dark side is that the Internet is notoriouslyimsecure
its normal configurationas an "open system,"where there are no trusted gatekeeperso authenticate
identity of usersenteringthe system. Sophisticatechackersare demonstrablyable to send messages
"spoofing"” the identity and e-mail addresf others,andto intrudein private communicationdetween
others- intercepting,reading,modifying and sendingmessageslong again, without detection. Many
believe that if electronic commerce continues to accelerate its velithmut substantialmprovementsn
security, commerciallossesthrough such attackswill also grow in volume - motivated not only by
mischief but by the "Willie Sutton"syndrome("Willie, why do you rob banks?" "Becausethe money's
there.")

On August 1, 1996, the Information Security Committeeof the American Bar Association
Sectionof Scienceand Technologypublishedthe Digital Signature Guidelines,” a four-yearcollaboration
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of more than 70 leadingtechnologistsand attorneysfrom all over the world®* The Guidelines seekto
define a system of public key infrastructure whicimbinesthe powerfultechnologicatapabilitiesof an
asymmetric cryptosystem with legal principles of commercial law.

Delivering Security Services — A Merger of Technological and Legal Viewpoints

Familiarterminologyof the computersecurityprofessiondefinesa numberof "securityservices"
which must be deliveredby a systemof electroniccommunicationsdf it is to be consideredsecureor
trustworthy. The terminologyis not generallyfamiliar to attorneysbecausen this early stagein the
transition from paper-basedommerceto electroniccommercejt is not (yet) taughtin law school or
commonly encountered in general commercial practice.

Confidentiality Exclusive Knowledge

Authentication of Sender WHO sent the message?

Data Integrity WHAT were the contents of the message?
Time-Stamp WHEN was the message sent?
Non-Repudiation BLOCKS FALSE DENIAL of

(a) thesendingof the message, and
(b) thecontentsof the message.

The diversecompositionof the Information Security Committee- half technologistsand half
attorneys- requireda greatdeal of time and energyto be spentin the mutual learning of unfamiliar
conceptsand vocabulary. Attorneys neededto teach technologistsprinciples of contract law;
technologistsuchascomputersecurityprofessionalfieededo teachattorneyshow cryptographyworks.
Attorneystendto be experiencedvith the conceptof CONFIDENTIALITY, but tendto find conceptsof
WHO, WHAT, WHEN and NON-REPUDIATION to be lessintuitive and more difficult to graspin an
alien digital environment devoid of paper-based and human-contact cues aiding authentication.

Moreover,asa matterof culture andtraining, computersecurity professionalgend to be more
comfortablewhenthereis a binary, "yes or no" answerto the questionof whethera particular security
service is delivered by the system. Attorneys, on the other hand, are conditioned by their training to take a
more analog, "yes and no or maybe" approach to an issue which will ultimately be decidechpgréect
systemfor resolvingfactual and legal disputesby decisionof a judge and/or by vote of a laymanjury.
Although cultural differencescauseccommunicatiordifficulties in the beginning,in the endthe diversity
of the group was recognized as an asset in reaching a techno-legal consensus solution.

2 Approximately one-third of this 99 page book, including a Tutorial, the Table of Contents, and List of
Contributors, is available online at http://www.abanet.org/scitech/ec/isc/dsg-toc.html. A hardcopy version
may be ordered from the ABA at http://www.abanet.org/scitech/ec/ for $34.95, with volume discounts at
$20 and $15.

% This collaboration included extensive cooperation between the Information Security Committee and
drafters of the pioneering Utah Digital Signature Law first enacted in 1995, as amended by Utah Code
Ann. 846:3 (1996)(http://www.commerce.state.ut.us/web/commerce/digsig/dsmain.htm). Although there
are many differences between thaidelines and the Utah Digital Signature Act, the similar objectives,
technology and scope of tiidelines and the Utah Act cause both to be sometimes referred to as the
"Utah Model". In 1997 the State of Washington enacted a digital signature law similar to the Utah Model,
1997 WA SB 6423, http://access.wa.net/sb6423 info/. For an up-to-date 50-state summary of legislation
and pending legislation regarding digital signatures and electronic signatures, see
http://www.state.ma.us/itd/legal/



In their questfor a secureelectroniccommercein an opensystem,.the Guidelines focuson the
technologyof "public key cryptography'(alsoknown asan "asymmetriccryptosystem™)supportedby a
certificate-based'public key infrastructure” ("PKI") which builds rules for legal liability governing
commercial parties and trusted third parties known as "certification authorities" ("CAs")

Although a number of leading public kegyptographic algorithms are capable mfoviding both
encryptionfor confidentialityanddigital signaturesthe principal focusof the Guidelines is the security
servicesprovided by an asymmetriccryptosystenmoperatedin digital signaturemodeonly - the WHO,
WHAT and NON-REPUDIATIONsecurityservices. Thistechnologyis summarizedn the next Section,
below. Public key cryptographyis not itself capableof providing the WHEN securityservice. But if a
CA is supportedby a trustworthytime-stampingservice,its WHO, WHAT and NON-REPUDIATION
services become more trustworthy, and the WHEN security service can be provided'as well.

NON-REPUDIATION dealswith the samesubjectmatterasWHO andWHAT securityservices,
but from a different perspective,which has important significancefor the legal rulesof electronic
commerce. lihecaseof the WHO andWHAT securityservicespoth senderandrecipientof a message
are on the sameside of the issue,seekingto defendand supportthe authenticityand integrity of the
messagagainstthe efforts of animposterto spoofandtamperwith it. NON-REPUDIATION, however,
contemplateghat the senderand recipientare on oppositesidesof a legal dispute. The recipientis
attemptingto defendand supportthe authenticityand integrity of the sender'degally binding message,
and the sender is attempting to repudiate legal responsibilithdsendingof the messager its contents
by proving that the message could have been the work of an imposter.

The Technology of an Asymmetric Cryptosystem

For this particular audience,a very brief summarywill suffice to explain the technological
principles of an asymmetric cryptosystem applied byDtigital Sgnature Guidelines. (For thosedesiring
more detail, seethe Tutorial from the Guidelinesat http://www.abanet.org/scitech/ec/isc/dsg-toc.html.)
The references to "Guideline" or "GL" are references to numbered major headingBiigithieS gnature
Guidelines.

e Conventionalcryptography,sometimesreferredto as a "symmetric cryptosystem,"usesa
single secret key to encrypt/transform data ardetypt/restoré to its original form. This
systemrequiresknowledgeof the secretkey to be sharedby others. This detractsfrom the
security serviceof non-repudiationbecausef the single key becomescompromisedit is
possible to claim that someone else compromised the key.

e Publickey cryptography(sometimesalledan asymmetriccryptosystem(uideline1.3) uses
two separatéut mathematicallyrelatedkeysknown asa key pair (GL 1.17).1f eitherkeyis
used to encrypt/transform data, the other key is used to decrypt/restore it to its original form.

e Onekeyis calledthe privatekey (GL 1.24)andis kept secretby its holderand sharedwith
no one. The otherkey is called the public key (GL 1.25) and is madepublicly available
online. It is computationallyunfeasibleto derivethe private key merelyfrom knowledgeof
the public key. This arrangemenstrongly supportsnon-repudiatiorbecausehe sourceof
compromise of a private key must by definition be the pelsonauthorizedo hold or have
knowledge of the private key.

e Usingcryptographicsoftware the signerof a messagéunderGL 1.18,this meansa digital,
computer-basedecord, ratherthan a paper-basedecord)will usethe sender'grivate key

“ See Guidelines 1.33 and 1.35 and related comment. See http://www.surety.com for one example of a
proprietary time-stamping service, known as the Digital Notary™ Service of Surety Technologies, Inc.



and a one-way hash function (GL 1.12) to transform the messagedigfitehsignaturg(GL
1.11).

e A partyreceivingthe digital signaturein a positionto rely uponit is calledthe relying party
(GL 1.37).

e The relying party will use the sender'spublic key to verify (GL 1.37) that the digital
signature was created by the private key corresponding (GL 1.10) to this publiBdeuse
the messagevastransformedwvith a one-wayhashat the time of signature verification will
also determine that the message was not altered since the time it was digitally signed.

« Although confidentiality of the messagés not requiredfor digital signaturepurposesif the
securityserviceof confidentialityis desired somepublic key algorithmsmay be reversedto
allow the senderto encryptfor confidentiality by usingthe recipientpublic key, whereupon
the recipient may decrypt the message by using the recipient's corresponding private key.

The Certification Authority: Binding Public Key to Identity

It is importantto notethat the verification processtself merely determineghat the private key
correspondingdo the public key availableto the relying party wasusedto the sign the message.It does
not yet say anything aboutwho actually signedthe messagelet alone who is legally bound by the
message.

To completethe chain of links, the critical stepis to bind the purportedsender'sdentity to the
sender'public key, sothat Bob, the relying party, hasreasonto believethat the public key usedto verify
Alice's digital signatures in fact the public key of Alice, andnot the public key of animposterwhich the
imposter uses to spoof the public key of Alice.

Under theGuidelines, the job of binding the identity of Alice to Alice's public keyhindledby a
certification authority (GL 1.6), a trustedthird party which issuesa certificate (GL 1.5) to a subscriber
(GL 1.31). The certification authority publishesa certification practice statement{(GL 1.8), generally
settingforth statementf its practicesand proceduregndthe allocationof legal rights amongthe three
pertinentparties- namelythe certification authority and the subscriber(who contractdirectly with each
other) and the relying party (who is not likely to be in direct contractualprivity with the certification
authority).

In accordancewith the certification practice statement,the subscriberand the certification
authority undertakea procedureof application,approval,issuancg(GL 1.1) and acceptanc€GL 1.16),
pursuantto which the certification authority or its delegatevalidatesthrough specified identification
procedureghat the applicantfor Alice's certificateis in fact Alice. The certification authority then
digitally signsthe certificatewith the verifiable (all the way to the top or trustedroot of the certification
authority) digital signatureof the certificationauthority, so that the certificate cannotbe spoofed. Once
the certificatehasbeenacceptedexpresslyor impliedly) by the subscriberjt is publishedin an online
repository or otherwise made available to Alice and/or to potentially relying parties.

Remember Alice? A Summary of the Legal Issues

Our hypothetical example illustratalassiccaseof wherea robustsystemof non-repudiations
neededo block Alice's falsedenialthat shesentthe messag@roducedby Bob. If in fact Alice did send
that messagea plausiblemotive could be the intentionto remainunfairly flexible at the expenseof Bob,
by waiting to seethe future marketprice beforeconfirming or denyingthat shesentthe message.Such
conduct(if unfair) is recognizedandremediableunderthe equitableprinciple of "laches"in the Anglo-
American legal system.



The problem,of course,andthe centraldilemmafor electroniccommercan an opensystemi,s
thatin a digital environmentbasedon bits ratherthan atoms,the jury and the opposingcounselwill be
deprived of cues or clues which would normally be available for the resolution of disputespieradased
and human-contact-basedorld. Here are the three possiblefactual theorieswhich face the dispute
resolution authority (judge, jury, arbitrator, mediator or the like):

(A) Alice is lying and Bob is truthful. Alice did sendthe messageand Bob did notfalsify it.
Alice intendedto buy the stock, but after the market dropped, she is repudiatingthe
transactionin orderto avoid the loss, committing lachesat Bob's expense. (Or she sent
"buy" and wants to substitute "sell". Or she sent the me$3&g#&/ andnow claimsshesent
it Feb 28, after the price dropped.)

(B) Bob is lying and Alice is truthful. Bob hasfalsified the messageand the printout, and
Alice neversentit. Bob boughtthe stockfor his own accountor for anothercustomerand
afterthe marketdropped he tried to put the losson Alice. (Or shedid send"buy" and Bob
hassubstituted'sell". Or shedid sentthe messagd-eb 28 and Bob has causedhis PC to
substitute Feb 27.)

(C) Alice and Bob are Both Telling the Truth!!  Alice did notsendthe messagebut Bob did
receive it on Feb 27. An unknown imposter (for mischievousioerunknownmotives)has
either:

» Spoofed Alice and sent the message, or
* Intercepted Alice's message and changed "buy" to "sell"

The fact finder could rationally decide(A) or (B) on the basisof the relative credibility of the
testimonyof Alice or Bob - a processwith which the legal systemis comfortableandfamiliar. The most
troublesomepossibility for a systemof jurisprudenceas Case(C), wherethe fact finder decidesthat both
Alice and Bob aretruthful, innocentand victimized, yet mustthen decidewhich innocentvictim should
bearthe damagecausedby an imposterwho is usually unknown, judgment-proof,and/or beyondthe
court's jurisdiction.

Underthe factsof the hypotheticalexample the e-mail messagés "naked"of any cryptographic
authenticatiorof any kind. What would happenif the e-mail were digitally signed,and the casewere
decidedin a jurisdiction (e.g., the Statesof Utah or Washington)where rules similar to the Digital
Sgnature Guidelines are in force?

Deciding the Case Under the Digital Signature Guidelines

Step 1. Is therea digital signatureon the message?GL 1.11 definesdigital signatureasthe
following:

A transformationof a messageisingan asymmetriccryptosystenmand a hashfunction
suchthata personhavingtheinitial messageandthe signer'spublic key canaccurately
determine (1) whether the transformationwas created using the private key that
correspondgo the signer'spublic key, and (2) whetherthe initial messagehas been
altered since the transformation was made.

If thereis a digital signatureon the messagethe Guidelines apply,andwe proceedo Step2. Thisis an
"opt-in" system, where the use of digital signatures is entirely optional on the padrefIf the userhas
not digitally signed the message, teidelines do not apply, and existing law does.

Step 2. If a relying party hasa messagesignedwith a digital signatureandalsohasa public key
available,the crypto softwareallows the relying party to determinewhetherthe digital signaturewas
createcby someoneavho usedthe privatekey correspondindo that public key. The effectis to link the
digital signature to that public key. We still know nothing about who signed the document.



Step 3. Do we havea digital certificateissuedby a trustedthird party certification authority
(CA)? The certificate follows the ITU x.509 standard,and (among other information) containsthe
distinguishedhameof the subscriberandthe subscriber'public key. Dependinguponthe rigor of the
identificationproceduresequiredfor the particularclassof certificates, the certificatebindsthe identity
of the subscriberto the subscriber'public key, during the typical one-yearoperationalperiod of the
certificate.

Step 4. The next stepis to verify the digital signatureand messagentegrity under GL 1.37,
which defines that process as:

In relation to a given digital signature, message and public key, to determine accurately:

(1) that the digital signaturewas createdduring the operationalperiod of a valid
certificate by the private key corresponding tophélic key listedin the certificate;
and

(2) the message has not been altered since its digital signature was created.

From Step 2, the softwarehasalreadytold the relying party that the digital signatureis linked to the
public key availableto the relying party. From Step3, the CA linked the public key of Alice to Alice's
identity. Step4 requiresthat the digital signaturebe createdduring the operationalperiod of a valid
certificate(i.e., not beforeits issuedateand not after it hasexpiredor it hasbeenrevoked),andif this
requirementis satisfied,the digital signaturehasbeen"verified". CombiningStep2, Step3 and Step4,
the digital signature has now been linked with Alice.

Step 5. At this point, the analysisbecomesprimarily legal, diverging from the yes/nobinary
approach favored by computer security professionals, into the fuzzy, analog worldlispiiteresolution
processwhich determineswho wins and losesin a commercialdispute. Guideline 5.6 providesthe
following rebuttable® presumption:

In resolving a dispute involving a digital signature it is rebuttably presumed that . . .

(2) adigital signatureverified by referenceto the public key listed in a valid certificateis the
digital signature of the subscriber listed in that certificate,

(3) the message associated watherified digital signaturehasnot beenalteredfrom its original
form, . ...

Undertraditional paper-basethw, it is oftenthe casethat the personrelying on a signeddocumenthas
the burdenof proof (both the burdenof going forward with evidenceand persuadinghe fact finder with
the preponderancef the evidence)hat the documentwas signedby the personto whomit is attributed.
Similarly, underFederalReserveRegulation®RegE andRegZ governingATM devicesand creditcards,
the liability of evena negligentcardholderis generallylimited to $50 regardlesof how muchlossis
causedthe cardholder'sbank. Reflecting the robust security capabilitiesof asymmetriccryptosystem
technology,the Digital Sgnature Guidelines intentionally reversethat presumptionwhere a digital
signatureis properly verifiable. If the e-mail messagen our hypotheticalexamplewas digitally signed
andverified by referenceo Alice's valid certificateasper the precedingfour stepsthenAlice is liable to
Bob, unlessshesuccessfullyebutsthe presumptiorthat the e-mail messag@roducedoy Bob is signedby
Alice and not modified sincethe time shesignedit. Thereare two major ways Alice may rebut that
presumption and avoid liability.

Step 6. The first and most obviousway Alice may rebutthe presumptionthat she signedthe
message is to cartie burdenof proof thatthe certificationauthoritymadea mistakein identifying Alice
asthe subscribewof the certificatewhich containsthe public key. Onefactualtheoryavailableto Alice is
that an imposterspoofedAlice's identity in applyingfor a certificatein the nameof Alice, but boundto
the imposter'spublic key. If Alice succeedsvith this theoryandthe relying party hasbeendamagedy

® The significant word "rebuttable" is sometimes inadvertently omitted by those who characterize the Utah
Model as unduly burdensome to consumers who compromise their private keys. See the analysis below.



reliance upon the incorrect certificate, then the relying party could seek redressagainstthe CA for
damages caused by the CA's error. Under a so-called "closed PKI tfiodelitrastwith the "openPKI
model" which theGuidelines represent) it may be that no one other than the CA {ime#f governmenbor
other entity controlling the CA or outsourcingduties to the CA) is entitled to rely upon the CA's
certificate.

Step 7. The second waglice may rebutthe presumptiorthat shesignedthe messagés to carry
the burdenof proof that, althoughAlice's private key was usedto sign the messagethe use of Alice's
private key was unauthorizedy Alice. To do this, Alice would needto overcomethe non-repudiation
securityserviceprovidedby the dual-keyasymmetriccryptosystemand carry the burdenof proving that
shecompromisedr lost control of her private key, andthat the private key wasusedby anotherto sign
the message, without her authority.

Step 8. Under GL 4.3, Alice hasthe affirmative duty to safeguardher private key from
compromise. If Alice was successful under Stép Showingthather privatekey wasusedby anotherto
sign the messagewithout her authority, then the inquiry will proceedto the issue of whetherAlice's
compromiseof her private key was negligent.If Alice violated her duty to safeguardher key from
compromisethenasbetweenthe two innocentparties- Bob the relying party and Alice the subscriber
Alice would bearthe lossif reimbursemenis not possibleagainsthe unauthorizediserof Alice's private
key. Itisnotclearunderthe GuidelineswhetherAlice would havethe burdenof proving Alice's duecare
or whetherBob would havethe burdenof proving Alice's negligence. Either rule would be a rational
approactby a Stateor otherjurisdictionwhich wishedoto tilt the playingfield morein favor of oneof the
two parties. The requiredstandardof careis likely to be affectedby the extentto which the digital
signaturesoftware comesto be embeddedn smart cardsand other hardwaredeviceswith the triple
compromiseprotectionof (a) tangibletokenrequired,(b) secretPIN required,and (c) biometric proof of
physical presence.

Step 9. If Alice discoversthat her private key hasbeencompromisedshecan perhapscut off
her liability to relying parties(at leastas to future reliance) by revoking her certificate, so that the
certificate becomedisted on a certificate revocationlist which cuts off the operationalperiod of the
certificatesothatno digital signaturecreatedhereafterareverifiable. SeeGL 5.4, regardingreasonable
of reliance. An importantissueis the extentto which relying parties have constructivenotice of
certificate revocationlists maintainedonline and elsewhereCAs, whetheror not the relying party has
actual notice of the certificate's revocation.

Step 10. Finally, evenif Alice for somereasonfails to revokeher certificatein time to warn
relying parties,underthe particularcircumstancesheremay be factualargumentsavailableto her under
GL 5.3, regarding unreliable digital signatures,as to why Bob should be requiredto confirm the
transaction with Alice "out-of-band" (e.g., by picking up the telephone) before proceeding to rely.






