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| have two messages. (8) there is more than one way legally to 9gn an dedronic transaction; and (b) the environment in
which atransaction is effeded and recrded can affed your ability to proveit to a judge and jury, perhaps more than could
the grength of the cryptography used.

It is popular to believe that public key digital sgnatures are the only goad way to sign dedronic business messages for
legal purposes. This bdief has given rise to digital signature legidation in the state of Utah, which has been foll owed by
the sate of Washington. (For a comparison of the Utah law with other eedronic commerce legidation, see
<http://mww.gtate ma.us/itd/legal>). Part of the argument made for this legidation is that in an "open system like the
pudlic Internet” a digital signature is the only effedive way to establish prod that an identified person approved a
messge.

| agreethat digital Sgnature is a superbly useful technology. But I'm skeptical of the Utah legidation and the rationale
behind it.

The Utah Digital Signature Act investsalot of power in the private half of a key pair. The private key can be used to Sgn
an unlimited range of transactions -- from commercial contracts, to will s, to divorce agreements. Then it gives the holder
of such a key abundant incentive to proted it and not lose contral of it. The Act says that, after a proper X.509gyle
cetificate has been isaied, the owner of a private key has an dfirmative duty not lose the key. Moreover, saysthe Act, it
shall be presumed in court that any document signed with the private key isthelegal responsihility of the key owner.

This formula concentrates lots of reward and risk onto the private key. The formula hel ps redpients of sgned documents
fed quite comfortable about who is legally responsible for the documents. This may be desirable if the redpient is relying
on an dedronic cash note issled and 9gned by abank. But on the other hand, the formula places a tremendous demand
on the key owner. The consequencesto the owner of being negligent could be devastating. Let the key fall into the wrong
hands, and the owner could find hersdf bound to an unexpeded bill of sale on her house or an unintended child custody
agreament with her ex-spouse.

One concdvable way to ameli orate the Utah Act's extreme conseguences would be for key owners, & the time their public
keys are certified, to adopt disclaimers of catain ligbilities. For ingtance the cetificate associated with the owner's key
pair could state that it is only effedive with resped to alimited range of transactions (e.g., only sales of crude ail), and not
to other transactions. Thisidea has merit, but no one hastried it sofar, and it faces two chall enges.

Fird, the Utah Act isnot written explicitly for thisidea. Of course, one might be able to shoehorn it into the interpretation
of the present Act, or one might persuade the legidature to incorporate it into the Act by future amendment. Seand,
disclaimers and limits of liability have to be worded and interpreted very carefully, lest they cause confusion. Carefully
worded disclaimers may turn out to be more than just a sentenceor two in length. Signing with digital signatures might
therefore be made more difficult (might be burdened with more redtape) becuse each verification of a sgnature would
require careful exegesis by alawyer of the disclaimersin the reevant cetificate.

Biometric Example

In my presentation | demongtrated an alternative to the Utah vison for digital Sgnatures. The purpose was not to set up
the dternative as an al-purpose replacanent for digital signature, but rather to illudrate a different way to think
sgnatures and evidence | demondrated a technology called PenOp <http://mww.penop.com>, which alows an
individual to Sgn an dedronic document using his handwritten autograph. The individual grasps a stylus and writes his



name on a digital tablet attached to a computer. He sees on the computer screen the image of his autograph asciated
with the document heis signing.

In effed, by Sgning he performs a cultural ritual that makes dear to him he's becoming legally bound to the document --
such as abank loan agreement, an insurance contract or (heaven forbid in Anguill &) an income tax return. He need not
be educated abaut the meaning of the event or the importance of proteding keys, passvords or the like.

PenOp captures an image of the Sgner's autograph. It dso measures the rhythm of his pen grokes as he Sgns -- in effed
atype of biometric measurement. The software encrypts the image plus measurements to a hash of the signed document,
thus creating a recrd showing what the signature data are attached to and whether it ever changes after the data are
attached.

The result of the PenOp processis modest evidence as to the document's origin -- evidence smilar to that typicaly
captured with a paper-and-ink document. In the event of a dispute, a questioned document examiner (handwriti ng expert)
could compare the image and measurements captured by PenOp with spedmen signature measurements oltained at a
different time. To get a goad reading on prod of document authenticity, the document examiner would also nedl to
consder al of the ather facts and circumstances of the case -- the full rdationship between the parties, the testimony of
witnesses, the exchange of money, goads or other documents and anything dse that might be relevant.

Prod of authenticity would not rely heavily on any singlething. Whereas under the Utah vision, prodf depends greetly on
the contral of a single key, the prodf under a biometric approach (represented by PenOp) must lodk at all the reevant
evidence with no predefined rules on which evidence is superior. The signature image and biometric measurements
might be useful and relevant evidence, but not necessarily dominant evidence

Controlled Environments

This gpproach to prodf and recrds, which is gpplicable to authentication technologies other than just PenOp, devates the
importance of the seaurity of the dedronic environment in which commerce ocaurs. Controlled (or "closed")
environments, even those exiging on the Internet, can provide rdative degrees of seaurrity that contribute to the
beievahility of evidence and reards (biometric, cryptographic or otherwise). The transaction of business within the
context of an encrypted extranet or virtual private network, for example, can help to show that records of that busnessare
credible.

Credibility is enhanced to the extent the searity of an environment is competently cultivated. If the operator (or
webmagter) can show that he maintains a respeded sandard of care, proteding recrds from abuse and keguing
miscreants out, then judges and juries are more likely to believe his recrds showing that a particular person signed or
approved a particular transaction. Methods for achieving contral can certainly include cryptographic procedures, but they
must include much more -- such as closing off backdoars to a commercial web ste. (For ideas on operator standard of
care, <http://mwww.ncsa.com/webcert/webcert.html>). In this context, crypto is viewed as atod interdependent with other
tods. Crypto, whileimportant, isnot expeded to carry al theload in creating and preserving evidenceof authenticity.

The emergence of cosed trading environments on the Internet belies the rationale made for the Utah Digital Signature
Act that in an "open system like the public Internet” a digital sgnature is the only goad way to establish that an identified
person approved a message.

After my presentation one question raised from the floor was whether unsophisticated juries will assgn to certification
authorities and cryptographic algorithms the same weight and resped that the Utah government does in its Digital
Signature Act. (See proposed Utah rules for catification authorities,
<http://mmww.commerce state.ut.usiweb/commercddigsg/irulehtm>).  In other words, Will a jury of 12 people off the
stred redly hold Grandmom to a contract that is mathematically sgned by her private key, even though she repudates it?

| believe that is a legitimate concern, and it points up arisk for people who adhere to the Utah vison, that is people who
rely excdusively on evidence created by cryptographic algorithms and make littl e effort to obtain or consider environmental



and circumstantia evidence

Another question, raised during the bresk after my remarks, was whether it is easy to steal biometric information about
oné's 9gnature from the PenOp system. For ingtance couldn't someone smply clip the wire that conneds a digital tablet
to its host computer, insert an eavesdropping computer in the midde, and steal biometric information as it runs from the
tablet to the host? The answer isthat is harder than it looks. The communication between the tablet and its legitimate
host can be proteded by cryptographic, physical and other procedures. In the end, however, the biometric approach does
not in and of itsdf supdy absolute prodf of signing and absolute protedion from abuse. It can only provide relatively

useful evidencethat must be evaluated in the context of the computing environment and all the other surrounding facts
and circumstances.
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