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After defining electronicmoneyit is explainedthat the Dutch policy stancewith respectto
electronicmoneyis thatissuingvalueis seento be equivalentto deposittaking andtherefore
subjectto supervision.As a resultthe Dutch central bank actively monitors developments
with respecto electronicmoneyandreviewsthe schemesainderthe rules of the supervision
law. The most important findings of the BIS-report on security of electronic money are
summarized and an overview is given of issues that cowtlibéedasa part of the review of
an electronic money scheme.

1 Electronic Money

In this paper, electronic money will be defined as the electronic
representatiorof pre-paidvalue on a device. This definition excludespaper-based
paymentinstrumentsand paymentmethodsin which the customeris being debited
after the actual purchase.The definition allows for a wide variety of legal
gualifications of the prepaid valué and allows the value to be representedn
differentformats,suchasbalancescoinsor a combinationof both. Furthermorethe
definition doesnot restrict electronicmoneyto smart cardsor computerdisks; it
allows for the value to be representetbn a wide variety of electronic devices,
including cellular phones or mainframes.

2 Regulation of Electronic M oney

In the Netherlands,legal opinions have confirmed that issuing multi-
purposeprepaid cardsand network money are equivalentto deposit-taking.This
meansthat issuersof electronicmoneyneeda banking licence and are subjectto
supervisionThis policy shouldnot be understoodn the sensethat the centralbank
is limiting the issuanceof prepaidcardsto existing credit institutions. The deputy
directorof the centralbank,van derWielen, hasexplainedthis during a seminaron
electronic money on February 4, 1997.

“The marketis alsoopenfor thosewhoare preparedto establisha bankor

to involve a bank in the project in such a way that it bears full

responsibility for the money flows involved.”

In otherwords,the requirementhat banksshouldissuethe value doesnot
necessarilyimply that the schemeoperatorshould be a credit institution. It does
imply however, that any non-banks involved in sohemewill haveto complywith
the relevantrequirementsof the central bank, which will be passedon from the
participating banks to these organizations.



As a resultof its supervisoryrole the Dutch centralbank actively monitors
developmentsvith respectto electronicmoneyand reviewsthe schemesunderthe
rules of the supervisionlaw. The following paragraphsintend to provide some
insight in the way such activities are performed.

3 Security of Electronic M oney

In August 1996, the Committeeon Paymentand SettlementSystems(the
CPSS)togetherwith the Group of ComputerExperts(GCE), basedat the Bank for
InternationalSettlementgBIS), publishedtheir report on the securityof electronic
money" The relevanceof this reportstemsfrom the fact that the CPSSservesas a
forum for the central banks of the G-10 countriesto monitor and analysethe
developments in payment systems.

The report has been drafted the basisof interviews,conductedn thefirst
threemonthsof 1996, with a large numberof suppliersof electronicstoredvalue
products. The interviews focused on the security aspectand especially on the
innovativeelementsof theseproductsthe pre-personalizatioandtransactiorphase
of the life-cycle and the physical security of the devices used. For a good
understandingf the findings in the report,it shouldbe notedthat mostelectronic
money products, at that stage, weaed productsandwerestill in a pilot phaseThe
findings coverthe contentof the security-measuresn the onehandandthe process
of designing and implementing these measures on the orther hand.

As for the contentof securitymeasureshe reportconcludeshat measures
existto designandoperateelectronicmoneyschemeshat are at leastasgoodasthe
current paymentinstruments.These schemesmay include the use of an unsafe
mediumsuchasinternet.lt shouldhoweverbe understoodhat everysingle scheme
hasto be judgedon its own merits. Thereis no ‘magic bullet’ in the form of one
universallyapplicablesecuritymeasurghatwill makea systemsafe.lt is alwaysthe
combination ofsecuritymeasureswith respecto bothdesignandexploitationof the
system, that will determine whether a system will actually be sufficiently safe.

With respectto the processof designingand implementingsecurity, the
reportnotesthata realtop down approachof securityhasprovedto berare.Most of
the suppliersgradually developedand improvedtheir security-policy,risk-analysis
and implementation of security measuresc@irse the factthatmostschemesvere
still in a pilot phasehasinfluencedthis observationNeverthelessthe report states
that an integrated, overall risk-managementapproach to security, including
independensecurityassessmentgs an importantcomponenof the security.As for
reviewing the security of schemesthe report suggeststhat these should not be
limited to the designof the system,but that theseshould also include the actual
implementation of that design and the use of external independent security experts.



4 Evaluating the Security of Electronic Money

In the Netherlandsjssuersof electronicmoneyare subjectto supervision,
basedon the Act on the Supervisionof the Credit System (1992). A special
evaluationframeworkhasbeendevelopedn orderto encompasshe specificaspects
of an electronicmoneyproduct(legal, technical financial, organizational security).
The review is being performedby a multidisciplinary teamof experts.As a basic
principle, eachaspectof the review must be assessethy two expertsto limit the
effect of personal judgment biases.

In practice,the evaluationof the securityof electronicmoneyproductscan

be performed by establishing:

- the commitmentof managementvith respectto the contentof the security
policy and the risk analysis,

- the fact that security is a separateorganizationalresponsibility and that
relevant reviews and policies are periodically being updated,

- the content of security policy,

- the actual implemeation of security policy through all relevant controls,

- the soundnesof the designedprotocol, preferably also reviewed by an
external -cryptographic- expert,

- the contentof the securityrisk analysisof the designand operationof the
electronic money scheme,

- the content of emergency or fallback scenario's,

- the fact that security requirementsand controls extend to external
organizations as well.

Someof the criteria that are relevantto establishthe soundnessf the
designed protocols are:

- eachtechnical entity should authenticateanotherentity on the basis of
common(internationallystandardizedgryptographicdechniqueslt mustbe
demonstrated how the mutual authentication works and is implemented,

- communication between entities (chipcard, hardware and central computers)
should be secured.Security information should be encrypted.Ilt must be
indicated how this communicationsecurity works and how it will be
realized,

- it must be impossibleto use non-authenticdevicesand hardware.Use of
such equipmentshould be detectedimmediately. Measuresand detection
mechanisms must be described,

- it must be impossibleto manipulatethe contentof the chipcard (notably
with regardto value, PIN/passwordand keys). Measuresand detection
mechanisms must be described,

- a 'hard' security feature should be implementedwith regardto payment
functions, if various services are offered through the chipcard. Measules
the detectionmechanismshould be described.Involved institutions must
show that they have ascertainedhat the devicesand hardwareused are
secure.



One might wonder if it were possible fullfill the above critexred developa
new electronicmoneyschemeat the sametime, sincein practiceit canbe observed
that policies, proceduresand practices are somewhat unstable during the
development and the initial pilot phases of a product. It could therefore be considered
to use different requirements for mass-market products and products in a pilot stage.
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